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Workshop Proposals 2020

IGF 2020 WS #3 Artificial Intelligence and refugee’s Rights and
Protection

Session

Thematic Track: _
Inclusion

Topic(s):
human rights
Minorities
Refugees

Organizer 1: Civil Society, African Group
Organizer 2: Civil Society, Eastern European Group
Organizer 3: Civil Society, Western European and Others Group (WEOG)

Speaker 1: MOHAMED FARAHAT, Civil Society, African Group

Speaker 2: Berhan Taye Gemeda, Civil Society, African Group

Speaker 3: Marianne Franklin, Civil Society, Western European and Others Group (WEOG)
Speaker 4: Aicha Jeridi, Civil Society, African Group

Speaker 5: Gunela Astbrink, Civil Society, Western European and Others Group (WEOG)

Format:
Round Table - U-shape - 90 Min

Description:

Refugee issue has become globalized, Today It is estimated that today over "65 million people — the
largest number since the Second World War — are refugees or internally displaced people” (United
Nations High Commission for Refugees ). A recent report from the UNHCR: "Connecting Refugees: How
Internet and Mobile Connectivity Can Improve Refugee Well-being and Transform Humanitarian Action;’
found that Internet access has become "as vital to them as food, water, or shelter”. Internet access and
mobile phones play a pivotal role in providing vital information, helping families to stay connected and
giving newcomers the necessary tools to being able to start a new life in another part of the world.
However, large numbers of the refugee population lack digital networks and infrastructure, face
unaffordable connectivity or imposed restrictions to their fully participation in the online environment.
The “Refugee crisis” highlighted connectivity and accountability issues and over the last few years we
have seen international organisations, civil society, private sector and members of the technical
community working on refugee camps developing digital tools (blockchain technologies, biometric
records, etc) that collect Refugees data to help respond to the daily needs of the growing community.
as refugees lives in Era of Artificial Intelligence technology It's already profoundly affecting fields as
diverse as health care, education, law enforcement, sales, and many others Al technologies that can
perform portions of human activities have been advancing quickly especially big data and machine
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learning. Al has the power to do profound good by saving lives and reducing the cost of essential
services. In other hand Al generates challenges for human rights in general and for refuges in
particular, it has the potential to negatively affect many aspects of our lives, and that does include
refugee’s rights. Al technologies have a deleterious impact on the right to privacy. In Africa and MENA
region the countries use the legislations to control and prevent access to information and knowledge,
in some cases refugees has been deported after he/she got access to information through the internet.
Definitely Al application has a role on access to the data of the refugee and asylum seekers which in
some times lead to abuse the refugees international protection but in other hand Al has an
opportunities and positive impact on their life. All digital rights ( access to information , freedom of
expression , freedom of association etc.,), are basically human rights in the internet era that founded
and protected under international human rights instrument particularly the human rights declaration,
(ICCPR) international Convention for civil and political rights, (ICESCR ) International Convention for
Economic, Social and Culture Rights. as well as the regional human rights conventions such as
African Charter on Human and Peoples’ Rights, under the African Union. In spot of increasing conduct
our lives online with governmental surveillance and massive deployment of surveillance technologies
with using or Al software, against activities, journalists etc.., the right to privacy and freedom of
expression are becoming subject to violation. Taking on consideration that the majority of refugees
these days hosted in many authoritarian countries specially in Africa and MENA region . the rapid pace
of technological development enables individuals all over the world to use new information and
communication technologies and at the same time enhances the capacity of governments, companies
and individuals to undertake surveillance, interception and data collection, which may violate or abuse
human rights, in particular the right to privacy, as set out in article 12 of the Universal Declaration of
Human Rights and article 17 of the International Covenant on Civil and Political Rights, and is therefore
an issue of increasing concern, the violations and abuses of the right to privacy in the digital age may
affect all individuals, including with particular effects on women, as well as children and those who are
vulnerable or marginalized, in particular refugees and asylum seekers. The digital rights and right to
privacy effected by Al technology and application, But the situation become more sensitive in case of
refugees and asylum seeker, especially if the impact of Al might lead to the detention or/ and
deportation of refugees and asylum seekers back to their country of origin which might put their life at
risk of torture and /or murder. Legal, Ethical and Social implications surrounding Al technologies are
attracting attention internationally to discuss opportunities and concerns regarding Al technologies.
Session agenda (subject to minimal changes) is designed to ensure the interactions between the panel
and audience so the agenda will be as follow 1. Open remarkets by moderator with introduction to
speakers. 2. Short Opening statement by speakers 3. Presentation and intervention by half of speakers
4. First round of questions, comments and discussion 5. Presentation and intervention by remain
speakers 6. Second round of questions, comments and discussion 7. Open floor discussion 8. Short
Closing statement and conclusion by moderator and short closing statement by speakers.

Issues:

The Main Idea for the workshop and issue that intend to address is ensure the ("Safe” Inclusion ) of
refugees in digital era, and Al technology In light of what mentioned above the proposed workshop
seek to discuss in details and to achieve the following main goals : 1.To analyze relevance the current
legal framework to ensure refugees (Safely) access to Internet 2.Examine Al impact on refugees rights
to privacy 3.Explore ways in which existing technology (Al)can be further developed, harmonized, and
more easily deployed to help refugees inclusion

Policy Question(s):

In light of what is mentioned above, the workshop is designed to by its end answer two main important
questions: (1)What is the Al positive impact and promises on refugee and asylum seeker rights?
(2)What is the negative impact and threats on refugees and asylum seekers protection? To answer
these main question the discussion will address the following sub-questions Legal Questions : (3)What
is impact of Artificial Intelligent on refugee international protection? (4)And what are the ways that Al
could be abused to violate internationally recognized refugee rights? Livelihood questions (5)How Al
can Improve Refugee Well-Being? (6)How Al could ensure refugees access to education? (7)How Al



ethics and policies could protect and accommodate refugee’s right and mitigate the risks they might
face? Cooperation and partnership in Governmental level (8) What measures are going to implemented
in collaboration with governments to ensure that the rights and digital of refugees are protected?

Expected Outcomes:

The workshop will collect contributions from the panelists, audience, and the remote participation that
will inform the report, as well as a list of policy recommendations that will be outcomes of the
workshop.. We hope that the workshop will help make the IGF a more welcoming place for the
marginalized in society. Organizers will use the information and output of discussion and information
collected during the session to develop a research paper. The out come will be used as well on regional
level and regional IGF and put the topic on the agenda of other platforms. As we mentioned the
proposed workshop was based on the result of 2 workshops about refugees digital rights during IGF
2018 .the Outcome of workshop 2020 "in case of acceptance”

Relevance to Internet Governance: The proposed workshop is addressing a most debatable topics on
context of public policy , academia and internet governance and bring globally attention of
international and national actors and different stakeholders (international , national organization, civil
society , academia and governments . it is refugee’s crisis ,right and protection and, one of hot point in
digital era, the artificial intelligence. During IGF 2018 there were couples of workshops addressing the
digital rights of refugees one of them organized by me and one by IRPC. This proposed workshop is
consider a follow up on discussion started last year in context of digital rights of refugees through
both workshops. The workshop will highlight the risks that Al, algorithms, machine learning, and
related technologies may pose to Refugee rights, also recognizing the opportunities these
technologies present to enhance the enjoyment of the rights enshrined in the Universal Declaration of
Human Rights (“UDHR") and 1951 convention. While Al has great potential to uphold and promote
refugee’s rights, conversely it can also suppress it. Facial recognition technology can be coupled with
Al to find and target refugees who are challenging repressive asylum regime in host countries or
challenging regime on his country of origin and predictive capabilities might fage the refugees and
subjected them to arbitrary detention and deportation

Relevance to Theme: The proposed workshop on refugee’s Digital Rights and Protection in light of
Artificial intelligence and the theme of “Inclusion " is a cross-cutting topic specially with "trust
Thematic Track . the the workshop is going to discuss through speaker and audience not only refugees
inclusion in digital era but beyond that the "Safe inclusion” and safe engagement with internet with
avoiding any impacts on their protection. and It links pressing IG challenges, such as inclusion,digital
rights, accessibility and openness, security, big data, and legal issues, with a number of the UN's
SDGs—including those on gender equality, poverty, health, education, and decent work. refugee rights
poses a unique topic for IG discussion, as it has never before been addressed by the IG Forum and also
encompasses the wide and interdisciplinary knowledge bases of the diverse stakeholders who will
attend.

Discussion Facilitation:

The purpose of the session is to be very interactive yet informative. The duration of the session will be
90mins panel broken down in the following: the panel will devote 40 Min for panelist inputs 40 min for
discussion and audience interventions 10 for opening and closing statements as follow : 5mins
opening remarks/introduction for speakers 5 Min opening statements by speakers 20 min panel
discussion and intervention with moderator probing 10 min first round of comments, questions and
discussion from audience 20 min panel discussion and intervention with moderator probing 10 min
Second round of comments, questions from audience 5 Min closing statements by speakers 15 min
open floor discussion for audience with periodic intervals for remote participants There will be a
dedicated answer and question period, where during this time, participants and panel speakers are free
to talk about the content of the session in length. More time will be given to open floor.

Online Participation:



Usage of IGF Official Tool. Additional Tools proposed: The workshop will have online interventions one
from Refugee to tell about the importance of the internet in his life in the country of asylum and how
the internet impact on his life. Online attendees will be encouraged and able to participate in the
roundtable discussion. They will have a separate queue and microphone, which will rotate equally with
the mics in the room to ensure that online attendees will have equally opportunities to engage in the
discussion. The workshop will take comments submitted via phone, chat and social media platforms.
The session moderator the online moderator, who will have been IGF trained, will work closely together
to make sure that the workshop is open and inclusive.

SDGs:

GOAL 4: Quality Education
GOAL 16: Peace, Justice and Strong Institutions

Background Paper

Reference Document

IGF 2020 WS #11 The spread of fakes as a real security threat

Session

Thematic Track:
Trust

Topic(s):
Content Blocking and Filtering
Fake News
Misinformation

Organizer 1: Civil Society, Eastern European Group

Speaker 1: Malkevich Alexander, Civil Society, Eastern European Group
Speaker 2: Youdina Irina, Civil Society, Eastern European Group
Speaker 3: Mamzorkina Natalia, Civil Society, Eastern European Group

Format:
Round Table - Circle - 60 Min

Description:

The topic of fighting the spread of false information that can cause serious public upheaval is of great
importance and has already shown its relevance around the world since the beginning of 2020. Laws
on countering the spread of "fake news" have been adopted in many countries around the world.
Despite the different focus, all of them, in one way or another, are aimed at countering the undermining
of national, socio-political and economic interests of States. Discussion of international experience
and legislation in the fight against the spread of fake information will allow the participants of the
round table to learn from the positive experience by discussing measures to combat the spread of
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false information and develop effective tools for self-regulation of information sources in the Network
and making legislative public initiatives.

Issues:

We need to demand the management of large social networks and new media to publish the clear stop
lists (WE WANT TO KNOW ALL THE WORDS FOR USING OF WHICH WE CAN BE BANNED!) and, in
general, put an end to politically engaged censorship ontheworld'sleadingsocialmediaplatforms. It is
necessary to adopt legal acts that will legislatively limit the use of censorship on social media. And do
not forget about the importance of public controlandself-regulationinthenewmedia

Policy Question(s):

Trust, Media and DemocracyTopics: disinformation, misinformation, “fake news”, terrorist violent and
extremist content (TVEC), deep fakes, hate speech, freedom of expression, democracy, election
interference, hacking, platformsExample: The proliferation of disinformation and misinformation (e.qg.
“fake news” and deep fakes) poses threats to the integrity of journalism and the decisions that people
make based on that information. How can technology play a role in tackling them and restoring trust?

Expected Outcomes:

The need to create uniform rules for users of social networks around the world, violation of which
entails censorship, deletion of accounts.

The development of uniform rules for social network users around the world will avoid the policy of
"double standards”. Modern practice shows that the attitude to blocking information in different
countries has a different approach.

It is necessary to introduce mechanisms for self-regulation of social networks, so that they themselves
filter prohibited information, since the complete blocking of pages and deleting posts in social
networks is still considered an "unnecessarily harsh measure”.

We are not talking about any prohibitions, we are talking about the need to introduce self-regulation
mechanisms so that fake information can be filtered without any restrictions until it becomes
dangerous

Relevance to Internet Governance: The need to create uniform rules for users of social networks
around the world, violation of which entails censorship, deletion of accounts.

The development of uniform rules for social network users around the world will avoid the policy of
"double standards”. Modern practice shows that the attitude to blocking information in different
countries has a different approach.

It is necessary to introduce mechanisms for self-regulation of social networks, so that they themselves
filter prohibited information, since the complete blocking of pages and deleting posts in social
networks is still considered an "unnecessarily harsh measure”.

We are not talking about any prohibitions, we are talking about the need to introduce self-regulation
mechanisms so that fake information can be filtered without any restrictions until it becomes
dangerous

Relevance to Theme: The need to create uniform rules for users of social networks around the world,
violation of which entails censorship, deletion of accounts.

The development of uniform rules for social network users around the world will avoid the policy of
"double standards”. Modern practice shows that the attitude to blocking information in different
countries has a different approach.

It is necessary to introduce mechanisms for self-regulation of social networks, so that they themselves
filter prohibited information, since the complete blocking of pages and deleting posts in social
networks is still considered an "unnecessarily harsh measure”.

We are not talking about any prohibitions, we are talking about the need to introduce self-regulation
mechanisms so that fake information can be filtered without any restrictions until it becomes
dangerous



Discussion Facilitation:
no need

Online Participation:
Usage of IGF Official Tool.
SDGs:

GOAL 4: Quality Education
GOAL 16: Peace, Justice and Strong Institutions
GOAL 17: Partnerships for the Goals

IGF 2020 WS #20 Exploring the future of endangered languages in
cyberspace

Session

Thematic Track:
Inclusion

Topic(s):
digital divide
Minorities
Multilingual

Organizer 1: Civil Society, Asia-Pacific Group
Organizer 2: Civil Society, Asia-Pacific Group
Organizer 3: Private Sector, Western European and Others Group (WEOG)

Speaker 1: Judith Hellerstein, Private Sector, Western European and Others Group (WEOG)
Speaker 2: Subhashish Panigrahi, Civil Society, Asia-Pacific Group

Speaker 3: Jaewon Son, Civil Society, Asia-Pacific Group

Speaker 4: Naeem Uddin, Civil Society, Asia-Pacific Group

Format:
Round Table - Circle - 90 Min

Description:

As the Internet gains widespread adoption, there are thousands of languages being endangered, with
some going to extinction. According to a study by the United Nations Educational Scientific and
Cultural Organisation (UNESCO), around 50% of endangered languages will disappear by 2100. This
exponential growth calls for a deviation from traditional approaches to language safeguarding because
of emerging issues such as digital endangerment. In this internet age, cyberspace should be a virtual
world where every community and ethnic group has equal rights of identity and presence. Therefore,
there is a need to promote multilingualism and universal access to cyberspace.

The aim of this session is to bring this issue of language endangerment to the IGF and highlight how
the Internet can be used to help preserve endangered languages. While at a high-level the workshop
will consist of a panel discussion between speakers with academic interests in the topic, it is hoped
that the panel also has practical utility as speakers share their methods of helping preserve
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endangered languages. As youth can be active agents for language shift and victims of negative
impacts of globalization, chiefly because of growing use of the internet, this session will strive to
highlight the unique challenges faced by youth when considering endangered languages.

With this in mind, while initially the session will consist of a panel discussion, most of the session will
be dedicated to whole-of-session discussion and questions where attendees will be encouraged to
share their thoughts and reflect on it.

This session specially aims to relate the two seemingly inevitable processes (exponential growth of the
Internet and language endangerment) and to raise awareness on the digital divide and issues such as
linguistic identity in cyberspace. It will reflect and find the relation between endangered languages and
cultures and technology in cyberspace from the youth perspective. The intended agenda will be to
highlight issues such as the impact of the internet on endangered and marginalized speech
communities and linguistic and cultural diversity in cyberspace.

Agenda

1) Introduction: 10 mins

The moderator will start the session by introducing the issue of language endangerment and giving a
broad overview as to how the internet can be used to reduce that risk.

2) Panel Discussion: 25 mins

The moderator will then invite speakers from different stakeholder groups, including the technical
community, the private sector, government/ intergovernmental organization, and civil society, to share
their opinions and views on the topic, and invite them to share what they see as the actual and future
solutions to the issue. Sharing from each speaker will be set to 4-5 minutes.

3) Open Floor Discussion: 35 mins

To further expand and deepen the discussion, the floor will be opened for comments, questions, and
suggestions for further actions of different communities and stakeholder groups. By setting up an
open-floor discussion, it allows and empowers attendees to advocate their opinions and points of view
of the communities they are representing. Particularly, the organizers would be interested in hearing
from individuals coming from linguistically diverse communities. This session is expected to be
dynamic and interactive, in which the moderator will queue up the audience and speakers for
questions, responses or comments upon requests. The discussion will also be sought from remote
participants, who will be welcome to engage and be involved in the open floor discussion.

4) Session Summary: 10 mins

Based on the collective experiences in the session, the moderator(s) will summarize the discussions in
the previous section and move forward to explore any potential actions, activities or collaborations for
regional initiatives and other stakeholder groups.

Issues:

In this workshop, we will highlight the issues such as digital language endangerment, the effects of the
Internet and technology on endangered languages, and cultures and the catalytic boost in the process
of extinction due to internet, digital presence of endangered languages, and the challenges i-e how to
safeguard them digitally and ensuring multilingualism, universal access, and sustaining diversity in
cyberspace.

We will also explore the opportunities that allow the use of technology as a tool to revitalize
endangered languages, promoting awareness, sustaining and encouraging digital linguistic diversity,
and adoption of new revitalization measures.

Policy Question(s):
The policy questions to be addressed are as followed:

1) How much does the Internet have to offer in endangered languages?
2) Is the Internet boosting the process of language extinction?
3) Can the Internet be used to revitalize endangered languages? If yes, How?



4) Are safe languages digitally endangered?

5) How to make the Internet more inclusive

for endangered languages?

6) What could be the youth-specific roles in safeguarding endangered languages?

7) What could be the respective roles of different stakeholder groups in digital language safeguarding?

Expected Outcomes:

1) The points raised during the discussion on this session can be published as workshop findings and
conclusions and can also become inputs in the form of suggestions from participants to make
necessary changes in the digital revitalization efforts for endangered languages in order to ensure an
inclusive and diverse digital world.

2) Understanding stakeholder and youth specific roles in digital safeguarding of endangered
languages.

3) Understanding the role of Cyberspace on "language endangerment” and "language safeguarding”.

4) The session will devise methodologies to bridge language barriers that exist in Information societies
as well as understanding the role of ICTs in language preservation.

Relevance to Internet Governance: The rapid growth of the Internet has presented consequences that
need to be addressed. Some of the consequences include; limited digital presence of endangered and
marginalized languages, indigenous and peripheral communities being underserved and
underrepresented, limited diversity in cyberspace. Endangered language inclusion and in cyberspace is
more an act of revival and digital rights than utility which requires awareness and efforts of all
stakeholders to make substantive inclusive policies.

Relevance to Theme: The proposed session is related to the selected thematic track “Digital Inclusion.”
As the Internet has very little or nothing to offer in the marginalized and endangered languages, these
language groups lack the digital presence as they are underserved and suppressed. Big tech
companies don't pay attention to the inclusion of endangered, small and marginalized languages due
to various reasons which include economic concerns. Considering ICTs and Cyberspace as a tool to
resurrect endangered languages and giving them digital rights of presence, The session will encourage
the inclusion of endangered and marginalized communities and the youth's voice in Internet
Governance.

Discussion Facilitation:

To facilitate and encourage interaction and participation, the floor will be opened for open discussion
among the participants and the speakers, In which the organizers will deliver the whole session
concept and invite speaker to shed light on it based on their personal experiences/research and
perspectives after which the participants will be asked to raise questions and comments and will be
asked to relate the subject matter with their linguistic and ethnic backgrounds. The discussion will
include online participants and there will also be a reserved time slot during Q&A for questions from
online participants.

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: We will be using Zoom to interact and encourage
online participation.

SDGs:

GOAL 10: Reduced Inequalities

GOAL 11: Sustainable Cities and Communities
GOAL 16: Peace, Justice and Strong Institutions
GOAL 17: Partnerships for the Goals



Reference Document

IGF 2020 WS #37 Community Network, Electricity and Digital Inclusion

Session

Thematic Track: _
Inclusion

Topic(s):
Community Networks

Connecting the Unconnected
Design for Inclusion

Organizer 1: Intergovernmental Organization, African Group
Organizer 2: Civil Society, Asia-Pacific Group

Organizer 3:,

Organizer 4: Civil Society, African Group

Organizer 5: Technical Community, African Group

Speaker 1: Salanieta Tamanikaiwaimaro, Civil Society, Asia-Pacific Group
Speaker 2: Zeina Bou Harb, ,

Speaker 3: Carlos Rey Moreno, Civil Society, African Group

Speaker 4: Kwaku Antwi, Civil Society, African Group

Format:
Panel - Auditorium - 90 Min

Description:

The last 20 years has seen some measure of progress. The question remains how long it will take to
connect the next billion, and when it will take the earth to fully include the remaining underserved
communities. While many reports and studies note the benefit of connected communities to support
development and meeting the UN SDGs; yet there remain significant gaps in national level
governmental public policies, especially in regulatory and legislative frameworks that support last mile
and rural connectivity. This is often compounded by inadequate core infrastructure such as rural power
sources, tower infrastructure and back-haul, with a commercial operators’ focus on the more lucrative
urban rather than rural connectivity. Internet access is not feasible without affordable, reliable and
sustainable energy sources. Energy and digital connectivity are enabling mechanisms for diverse
industries, education, health care, trade which impacts communities globally. Whilst there has been
substantive discussion in the past on bridging the divide, the reality remains that there is no simple
answer to the remaining challenges of connecting those who are not connected, or who are under
connected — e.g limited access, lack of digital skills, lack of useful content, lack of affordable power
sources. Silo approaches, by regulators and Ministries in healthcare, agriculture, education, finance
and economic development, need to be removed, and new technologies and innovation encouraged.
There needs to be a multi-faceted approach of changing how electricity can be more broadly
distributed, how community networks can augment and co-exist with existing communications and
Internet Service Providers, and building skills through partnerships with NGOs and others to help to
bring the rest of world into the digital age, regardless of whether they are in Africa, the Caribbean, Latin
America, Asia-Pacific, MENA, SIDS or in indigenous communities tangible support to bridge the divide
in the developing countries.
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Issues:

The concept of community networks dates back to the start of wide spread use of the Internet in the
US and Europe, when groups of people set up ways to share resources or Internet connections across
local networks. At heart, community networks rely on the active participation of individuals and local
communities, are owned by the community, and operated in a democratic fashion. Community
networks are operationalised through a whole variety of local stakeholders, NGOs, private sector
entities, and or public administrations, who are involved in the designing, developing, implementing,
maintaining and governing community networks. While the world slowly closes the access gap with
50% of the world's population now connected, the challenge associated with connecting and enabling
the remaining 50% has not diminished. The workshop seek to thoroughly discuss the issues of
community network, electricity, digital skills and digital inclusion within the context of the developing
countries and recommend possible solution in addressing the gaps that might exist.

Policy Question(s):

1. The growth and diversity of users requires development of relevant content and enabling users to
benefit from being connected. Are new approaches, including public policies to encourage digital skills
and digital literacy for inclusion in the increasingly digitized world? And are there similarities in
priorities when it comes to access to, and the role of electricity as a basic building block for addressing
digital inclusion in the under-serve communities? 2. Role of Spectrum: e.g. should regulators enable a
pro-rural pro-poor Regulatory framework that proactively enables “special treatment” such as licensed
exempt spectrum for Non-Governmental Organisation (NGO) technologies — e.g. tv White spaces,
community networks; dynamic spectrum re-allocation of un-used or under used spectrum to connect
the unconnected and What recommendations would you make that would expedite the digital promise
for connecting the locals. What changes are needed to ensure that language and disability are no
longer barriers to access in developing countries? 3. Africa (Developing Countries) have gone through a
mobile revolution, which has transformed this continent to some extent access to communication in
the last 20 years. However, as demand for broadband grows, access penetration is slowing. There is a
growing body of evidence that suggest current connectivity strategies will fail to connect everyone,
poor rural communities in particular. Those of us with access to the Internet accept the increasing
social and economic benefits of access as normal, often without considering how the unconnected are
increasingly dis-empowered as a result. This need not be the case. A new wave of technological and
organisational innovation offers an alternative vision of access that could empower everyone. Small-
scale commercial and community network operators can address access gaps if they are empowered
by effective regulation and investment. What is your opinion on this? 4. Affordable access to
communication is of such value as a social and economic enabler that we need strategies that can
embrace everyone. In order to have a meaningful conversation about options to reach the
unconnected, we need better information on current telecommunications network infrastructure and
development. Telecommunications has been overlooked as a sector to which transparency principles
and Open Data policies might be applied. What should we do differently in order to have last mile data
release to the public in an open format? 5. Within the evolving digital economy, how can we get the
most contribution from the different actors of the internet ecosystem, particularly strong players, in
order to tackle Internet affordability without closing opportunity for different business models and
preserving Internet openness?

Expected Outcomes:

The workshop will start with discussions on creating a road map process to better understand what
needs to be done in the short and long term. The following are the expected outcome: 1. An
overarching map of regional policy initiatives that impact the Internet environment in relation to digital
inclusion and accessibility in developing countries. 2. Identify opportunities and lessons learned that
would support the developing countries alignment of clean energy sources that support both urban
and rural communities. 3. Enhance international cooperation to facilitate access to clean energy
research and technology,including renewable energy, energy efficiency and advanced and cleaner
fossil-fuel technology, and promote investment in energy infrastructure and clean energy technology 4.



Identify the most critical gaps hindering the adoption and deployment of community networks in the
developing countries. 5. Identify opportunities for governments to align national broadband and
connectivity priorities programs with key community network infrastructure and digital skills. 6.
Identify key issues on funding, resources and capacity at the under service communities. 7. Identify
key data gaps hindering the penetration of Internet to the undeserved communities in the developing
countries. 8. Recommendations and conclusions which will show the way forward to outreach and
networking to develop ideas generated during this session. 9. Identity and promote development-
oriented policies that support productive activities, decent job creation, entrepreneurship, creativity
and innovation, and encourage the formalization and growth of micro, small and medium-sized
enterprises, including through access to financial services.

Relevance to Internet Governance: The Internet Governance Forum (IGF) ‘Policy Options for Connecting
and Enabling the Next Billions’ process is a bottom-up, community-driven intersessional work process
that seeks to produce a collaborative document to identify ways to connect the next billions. Since
2015, this process has identified key barriers to connecting the next billions, made policy suggestions
at the international and regional and local levels, and identified tangible linkages between grassroots
ICT projects and the sustainable development goals. The output document of the compilation of the
fourth phase of the process focus on case studies that aid in the attainment of four Sustainable
Development Goals namely SDG 7 (Clean and Affordable Energy), SDG 8 (Decent Work and Economic
Growth),SDG 9 (Industry, Innovation and Infrastructure) and SDG 17 (Partnerships to Achieve the
Goals). This work workshop will access and try to access the impact levels of community network and
inclusion at the community level of the developing world (Africa)

Relevance to Theme: These Policy Options and concrete examples are already serving as tangible and
useful resources for policymakers and other stakeholders, but also symbolize the IGF community's
conviction that the need for multistakeholder collaboration towards expanding meaningful Internet
access is a shared goal that remains at the core of Internet governance. The objective for this
workshop is to collect concrete stories showcasing how connecting the next billion(s) helps achieve
broader Sustainable Development Goals such as: SDG 8 - Decent Work and Economic Growth, SDG 9 -
Industry, Innovation and Infrastructure (particular linkage with Internet access), SDG 17 - Partnerships
for the Goals

Discussion Facilitation:

This workshop will serve as a focal point for coordinated and constructive discussions about the
different but interrelated aspects of Internet governance as described above. The workshop will benefit
from the inclusion of all stakeholder groups, who shall be able to share in the knowledge and
experience of key insight on the accessibility, digital inclusion and clean energy that is necessary for
the Internet to entrench human rights for and well-being of all. The outline chosen to serve that
purpose comprises the gathering of specialists to initiate a panel conversation as well as a traditional
open mic in order to incorporate the broader views of the audience. The workshop will be structured
around three core segments, with each segment organized around specific policy questions that
examine the respective topic, plus a concluding 5 minute and a wrap-up session: e Session
introduction / Chair's remark- Host Country [10min] e Presentation: Alliance for Affordable Internet
(A4Al) Report [15min] ¢ Segment 1 [45min]: Digital Accessibility, Inclusion and Electricity ¢ Segment 2
[15min] Audience / Remote Contributions, observation, comments, Q&A e Conclusion and wrap-up
[5min]: The workshop introduction will include host country remarks and an explanation of the flow of
the session by the moderator. The initial two segments will follow the same discussion structure.
Speakers will be invited on a panel with 9 minutes each to response to relevant policy question,
followed by 15 minutes of questions from online and in situ participants. To speed up the engagement
with participants and remote participants, a unique approach will be used to gather questions in
writing /text from both in the room and remote participants, to speed the ability to address the
questions. The questions will be read out alongside Q&A for the speakers to respond to the questions.
Organisers/Facilitators: 1. Wisdom Donkor (Former MAG Member), Africa Open Data and Internet
Research Foundation 2. Salanieta Tamanikaiwaimaro (Former MAG Member), Credo Global UK 3. Zeina
BOU HARB (Former MAG Member), Head of International Cooperation at OGERO Telecom, Lebanon



Onsite Moderators: Salanieta Tamanikaiwaimaro (Former MAG Member), Credo Global UK Kwaku
Antwi, Africa Open Data and Internet Research Foundation Remote Moderator. Wisdom Donkor, Africa
Open Data and Internet Research Foundation Rapporteur. Edinam Lily Botsyoe, Ghana Community
Network (GCNet) Panel Speakers: 1. Presentation: Onica N. Makwakwa:- Head of Africa Region,
Alliance for Affordable Internet (A4Al) 2. Hon.Samuel Nartey George:- Minister of Parliament /
Parliament Select Committee on Communications, Ghana 3. Fuatai Gisa Purcell: - Acting Secretary
General, Commonwealth Telecommunications Organisation. 4. Andre Laperriere:- Executive Director,
Global Open Data for Agriculture and Nutrition (GODAN) 5. Dr. Carlos Rey-Moreno:- Community
Networks Project Coordinator (GCNet), Association for Progressive Communication (APC) 6. Mr. Adil
Sulieman: - Senior Policy Officer, Infrastructure and Energy Department, African Union

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: We plan to use other social media platform:
Facebook, tweeter, Instagram etc.

SDGs:

GOAL 1: No Poverty

GOAL 3: Good Health and Well-Being

GOAL 4: Quality Education

GOAL 5: Gender Equality

GOAL 7: Affordable and Clean Energy

GOAL 8: Decent Work and Economic Growth
GOAL 9: Industry, Innovation and Infrastructure
GOAL 10: Reduced Inequalities

GOAL 11: Sustainable Cities and Communities
GOAL 17: Partnerships for the Goals

IGF 2020 WS #38 Building Economies of Scale for the Underprivileged

Session

Thematic Track:
Inclusion

Topic(s):
Capacity Building
Connecting the Unconnected
Economic Development

Organizer 1: Civil Society, Asia-Pacific Group
Organizer 2: Civil Society, Asia-Pacific Group

Speaker 1: Mevish Vaishnav, Civil Society, Asia-Pacific Group
Speaker 2: Monika Lukasiewicz, Private Sector, Western European and Others Group (WEOG)
Speaker 3: Siya Tayal, Civil Society, Asia-Pacific Group

Format:
Break-out Group Discussions - Round Tables - 90 Min


https://www.intgovforum.org/multilingual/content/igf-2020-ws-38-building-economies-of-scale-for-the-underprivileged
https://www.intgovforum.org/multilingual/taxonomy/term/711
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https://www.intgovforum.org/multilingual/taxonomy/term/850
https://www.intgovforum.org/multilingual/user/19673
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Description:

Digital Technologies can be a great platform and an equalizer for letting the people move from the
lower-income (underprivileged ) to middle-income group, especially for lower-middle-income countries
like India which need to support a billion-plus population. This session will discuss and ideate the
existing opportunities and solutions and future ideas of how we can lift the people out of poverty and
given them sustained livelihoods

Issues:

The people at the bottom of the pyramid need handholding and training to push people above the
poverty line and we need to create low-value jobs and then upskill them on a regular basis to move
them up the value chain. In this session, we will discuss the success stories, pain points, and
roadmaps of how to expand and scale to provide opportunities to people at the bottom of the pyramid
to enhance their earning capacity through digital inclusion.

Policy Question(s):

1) Sustainability: What kind of policies are needed to create an ecosystem for pushing digital tools in
semi-urban and rural areas

2) Digital literacy: What kind of human resource policies are needed supporting people who are not
having any income or less enough to pay for their upskilling needs

3) Social inclusion business models: Role of private players and Civil Society organizations to move
this forward and what kind of motivation is needed from the government to support such programs
4) Accessibility: Local skills and how do we connect them to the national and international market

Expected Outcomes:

1. How internet for people in semi-urban and rural areas can become active driver for change and
economic inclusion

2) What kind of support is needed from the local, regional and national governments to support such
mega innovative initiatives

3) How much digital inclusion can lead to boosting the local, regional and national economies

4) Which sectors we must focus on to make this happen

5) How fast can we implement — timelines

Relevance to Internet Governance: The entire model of digital inclusion for semi-urban and rural areas
depends on using the internet for development to upskill people and connect them to newer
possibilities for economic progress. So, it is important from three standpoints a) It is about rural and
semi-urban areas, which are often neglected as the technology is normally associated with metro and
big towns 2) It is focused on people who have been left behind in tech adoption due to their economic
and social status 3) This will call for close working with CSOs working in such areas, local government
and technology platforms. 4) One key focus area is exclusive jobs for women entrepreneurs

Relevance to Theme: It is about touching and impacting the lives of those left behind in the tech area
more so, in the far-flung areas and underprivileged class. So it addresses economic, social and gender
inequality and inequity. Inclusion is when it does not leave any section, demography, and geography
behind and this session is about practical issues, opportunities, and solutions to bridge the divide
between the haves and have nots.

Discussion Facilitation:

We will keep enough time for questions with the audience in the room and also, take online questions
through a live audience. We intend to promote our session through professional and social networks
across the world 8 weeks before the IGF



Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: We will use social media tools and professional
networks to promote and air our session as applicable and feasible

SDGs:

GOAL 1: No Poverty

GOAL 2: Zero Hunger

GOAL 3: Good Health and Well-Being

GOAL 4: Quality Education

GOAL 5: Gender Equality

GOAL 8: Decent Work and Economic Growth
GOAL 9: Industry, Innovation and Infrastructure
GOAL 10: Reduced Inequalities

GOAL 11: Sustainable Cities and Communities
GOAL 16: Peace, Justice and Strong Institutions
GOAL 17: Partnerships for the Goals

Reference Document

IGF 2020 WS #42 Secured Organization

Session

Thematic Track:
Trust

Topic(s):
Cybersecurity Awareness
Cybersecurity Best Practices
Digital Safety

Organizer 1: Technical Community, African Group
Organizer 2: Technical Community, African Group
Organizer 3: Technical Community, African Group
Organizer 4: Technical Community, African Group
Organizer 5: Technical Community, African Group

Speaker 1: Timothy Asiedu, Technical Community, African Group
Speaker 2: Esther Asiedu, Technical Community, African Group
Speaker 3: Emmanuel Kumah, Technical Community, African Group

Format:
Other - 60 Min

Format description: Please this should be tutorial / presentation for the period.
Description:
The outline of the session is as follows:

1. Role of Information / Cyber Security Manager.
2. Information / Cyber Security Policy.


https://www.intgovforum.org/multilingual/content/igf-2020-ws-42-secured-organization
https://www.outlookindia.com/website/story/distributed-growth-model-is-the-need-of-the-hour-growth-alone-will-not-suffice/307505
https://www.intgovforum.org/multilingual/taxonomy/term/712
https://www.intgovforum.org/multilingual/taxonomy/term/806
https://www.intgovforum.org/multilingual/taxonomy/term/807
https://www.intgovforum.org/multilingual/taxonomy/term/812
https://www.intgovforum.org/multilingual/user/10293
https://www.intgovforum.org/multilingual/user/13552
https://www.intgovforum.org/multilingual/user/19914

3. Awareness Creation / Education in Information Security.
4. Information Security Audit.

1) In today’s world of abundance of information, it is always appropriate to appoint a suitable Manager
to look after the function of Information / Cyber Security in the organization. That manager should
have received the appropriate education / training in Information Security and possibly be a member of
the relevant professional association (e.g. CISSP, CISA, CISM,...). Such a manager should receive full
support from the management of the organization and on a continuous basis, say weekly submit
security report to the CEO of the organization.

Some of the functions of the Information / Cyber Security Manager are as follows:

i.The primary responsibility of the manager should be the implementation of an adequate level of
security and compliance of the organization’s standards.

ii.Some specifics will be implementing the Information Security Policy, Virus Controls, Data Protection /
Audit, Business Continuity Planning process, Reporting of Security incidents, IT Contingency Planning,
Security education and training.

iii.Promotion of the general awareness of Information Security within the organization will be
encouraged.

2) Information / Cyber Security Policy manual consisting of the function of Information Security and
appropriate standards will have to be developed for each member of the organization. Such a handy
manual with a photograph of the CEO at the beginning of the manual and also containing
responsibilities of each member of the organization will have to be developed for all staff.

3) Awareness Creation / Education in Information Security:

Relevant training / education should be organized by the manager for all staff of the organization.
Since Personal Computers (i.e. PCs) and other Information Technology Equipment are used in the
various organizations, it will be appropriate that general awareness / education of Information Security
is promoted in the organization.

4) Information Security Audit:

Since the level of performance of Information / Cyber Security will have to be improved upon, it will be
appropriate that on a continuous basis say quarterly, an information security audit will have to be
carried out. Normal departmental audit by Internal Audit Unit or Self-Assessment audit questionnaire
can be developed for the audit of the organizational controlled environment. The following are the
areas where the Audit will be focused on:

i. Security Policy

il. Security Organization

iii. Asset Classification and Control

iv. Personnel Security

v. Physical and Environmental Security
vi. Computer and Network Management
vii. System Access Control

viii. System Development & Maintenance
ix. Business Continuity Planning

x. Compliance

Methodology: Created slides of our proposal will be delivered to our audience through using LCD
Projector.

Issues:



Well our focus is going to be on Security of the Organization. Our digital environment is key for the
growth of the organization and it is important that it is secured properly.

Policy Question(s):

What is the role of cybersecurity audit in our digital environment, how do we ensure it is well
implemented?

Expected Outcomes:

Our presentation will go a long way to improve upon the education / training of our audiences on
Information / Cyber Security.

Relevance to Internet Governance: Yes our program on Information / Cyber Security is relevant to
Internet Government.

It is our fervent hope that by the close of the program, it will help shape the evolution and use of the
Internet.

Relevance to Theme: Yes, our proposed session is relevant to the Thematic Track — Trust.
Discussion Facilitation:

| intend to use some of the available online tools to facilitate and encourage interaction and
participation during the session.

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: Suitable Online will be used to increase
participation and interaction during the session.

SDGs:

GOAL 3: Good Health and Well-Being

GOAL 4: Quality Education

GOAL 5: Gender Equality

GOAL 8: Decent Work and Economic Growth
GOAL 9: Industry, Innovation and Infrastructure
GOAL 11: Sustainable Cities and Communities
GOAL 17: Partnerships for the Goals

Reference Document

IGF 2020 WS #43 Trusted Digital Space via PRIDA-Informed
Transformed Africa

Session

Thematic Track:
Trust

Topic(s):
Capacity Development
Confidence-Building Measures

Digital Sovereignty


https://www.intgovforum.org/multilingual/content/igf-2020-ws-43-trusted-digital-space-via-prida%E2%80%93informed-transformed-africa
https://www.amazon.com/author/timothy.asiedu
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Organizer 1: Intergovernmental Organization, African Group

Organizer 2: Intergovernmental Organization, African Group

Organizer 3: Intergovernmental Organization, African Group

Organizer 4: Technical Community, African Group

Organizer 5: Civil Society, Western European and Others Group (WEOG)

Speaker 1: Moctar Yedaly, Intergovernmental Organization, African Group
Speaker 2: Abdul-Hakeem Ajijola, Private Sector, African Group
Speaker 3: NNENNA IFEANYI-AJUFO, ,

Format:
Panel - Auditorium - 90 Min

Description:

The session will be a policy dialogue discussion among IG experts from Africa under the coordination
of the African Union Commission (AUC). This will be a 90 minutes’ panel discussion. There will be five
panelists and a moderator. The moderator will have 5 minutes to introduce the session. After which
each panelist will be given 5 minutes to make introductory remarks that will be focused towards broad
issues highlighted. The moderator will then ask specific questions to the panelists that will take 15
minutes. The floor will be opened to the public for a discussion session that will take 35 minutes. The
panelists will then have a total of 10 minutes to make closing remarks. It is approximated that the
session will have close to 100 participants that would include diplomats, parliamentarians and senior
policy makers across Africa.

The methodology adopted will support practical outcomes. The panelist for the session are expert in
the area related to trust and having worked on continental projects, they understand the issues from a
technical/ practical point of view as well as from a policy perspective. African Union Commission is
keen to promote a safe digital space for the continent and this workshop will be a good platform to
receive views from stakeholders.

Issues:

The session will focus on trust and Confidence Building Measures (CBM) in cyberspace in the context
of Africa. This workshop will be a forum to discuss issues of trust that hinders the use and utilization
by the AUC member states of the advanced data centric digital services, available globally such as
Internet of Things (I0T) and Artificial Intelligence (Al) The workshop will highlight the challenges and
opportunities presented by the digital space and the role that the public, private sector, media,
academia and the civil society can play, ultimately creating a safe and trusted online space for all to
flourish. The workshop shall highlight the relationship between country’s commitment and
engagement in internet governance processes with status in relation to progressive policies and
strategies that propels digital development.

The Malabo convention shall be discussed and opportunities presented to member states by ratifying
highlighted. This is premised on the fact that the nature of the Internet and how it is organized affects
its security and influences peoples’ perceptions, interactions and how freely data flows. To fully
embrace the Industrial revolution, Africa must devise an integrated and comprehensive strategy,
involving all stakeholders of the global institutions, from the public, private sectors, academia and the
civil society. A prerequisite to the success of this effort is building trust and confidence in the digital
space. Without a reliable and secure Internet, there will be no online/digital trust, considering that
digital devices are easily used for surveillance and espionage. Trust is undermined by various
incidences in the digital space value chain (which includes receiving unsolicited but very customized
information through mobile phones, a clear evidence that there is a breach in access to personal data).
With the current COVID-19 pandemic, surveillance has increased, where governments are tracking
movement of people and their contacts, mobile network operators are sharing geo-location data and


https://www.intgovforum.org/multilingual/user/7162
https://www.intgovforum.org/multilingual/user/13695
https://www.intgovforum.org/multilingual/user/700

the global tech companies are sharing location maps. E-health and telemedicine applications including
Artificial Intelligence powered diagnostics are on the rise. Users who range from individuals in
businesses or in their own capacity, academia, civil society, private and the public sector will need to
trust the digital space and have confidence that their data and information will be used for the
common good.

The session will focus on the following issues, challenges and opportunities

1) With the exponential growth of the digital technologies globally, are African states reaping maximum
benefits? What more can be done to build the necessary trust which is a prerequisite to reap the
benefits of the digital space? How do you strike the right balance between freedoms and national
security concerns?

2) Use of digital money services ranging from mobile money to credit cards have been a lifeline during
COVID-19 pandemic, what structures should African States put in place, including policies and
strategies for continuity in a trusted digital space.

3) African active presence and participation in the global digital space and related process is relatively
low. Notwithstanding, Africa has a pool of knowledgeable and educated human capacity that can play
a critical role in the development of Internet public policy and technical standards. Why the
disconnect? What role can AUC play?

4)Could ratification of Malabo Convention be the panacea for a united continent with shared norms,
standards and principles, providing a common voice and a base for trust building across the continent?

Policy Question(s):

This proposal addresses the following policy questions

1.What is digital sovereignty, is it positive or negative, and how are national and international laws
applied in cyberspace? With the current digitization efforts and exponential broadband access across
Africa, is there adequate preparation to address the potential and emerging challenges?

2.What is the role of continental organizations such as the African Union Commission in building trust
in the Cyberspace for members to confidently engage? What is the role of the member states? How
can African Member States be cyber resilient and develop cyber defense policies, strategies and
capabilities? How can we build and improve trust among the African stakeholders in the digital space?
3.What Confidence Building Measures (CBMs) should stakeholders in cyberspace advance to reduce
and eliminate causes of mistrust, fear, misunderstanding, misinformation and miscalculation that may
stem from the use of Digital technologies. What are the responsibilities of public authorities in
regulating or policing content, and where and how should the balance be struck between freedom of
expression and public safety?

4.Children are at more risk when exposed to the digital space without adequate and comprehensive
policies and strategies to safeguard their interests. The risks include sexual exploitation, radicalization
and distribution of extremism materials. What possible measures can mitigate their plight?

5.How do we draw the line between freedom of expression, privacy and security? What should be the
norms, standards and principles of responsible behavior in the cyberspace? Is there a need for
oversight on the application of the rules to ensure conformation across the Continent? Should these
norms, standards and principles be contextualized to address the local environment?

Expected Outcomes:

1.The workshop will produce a report/publication to be posted among others in IGF, African IGF and
PRIDA website and other appropriate websites

2.The workshop deliberations shall inform African 2021 national, regional and continental IGFs and
PRIDA capacity building initiatives across the continent.

3.Through the workshop, awareness will be created on the Malabo convention and opportunities and
challenges explored.

Relevance to Internet Governance: The workshop will contribute towards strengthening the African
voice in the global debate on Internet governance, making African issues a priority which in turn has
the potential to make global Internet policies and standards more appropriate to the African context.



This would create a more viable and conducive environment for digital innovations and mainstreaming
digital technologies in all development sectors.

Relevance to Theme: Africa has made major headway in developing its digital ecosystem in the past
decade. Nonetheless, there is still an evident gap among AU Member States in terms of awareness,
understanding, knowledge and capacity to deploy and adopt the proper strategies, capabilities and
programs to mitigate cyber-threats. The ongoing digital transformation in Africa will not provide the
desired social and economic benefits unless Africans have access to a secure and trusted Internet.
Successful implementation of Agenda 2030 Sustainable Development Goals (SDGs) and AU Agenda
2063 aspirations calls for sufficient trust in the online space. In particular, goal 9 focuses on building
resilient infrastructure, promoting inclusive and sustainable industrialization and fostering innovation
while goal 17 focuses on strengthening the means of implementation and revitalizing the Global
Partnerships for Sustainable Development. Innovation and global partnership in the digital age can
only flourish in a space where stakeholders are confident with the security of infrastructure and
integrity of the processes to ensure that data and information derived is trustworthy.

Discussion Facilitation:

1.Five panelist will each strictly have five minutes to set the background.

2. The moderator will ensure that the audience have 35 minutes of discussion. Further discussions will
be encouraged offline.

3. Online discussions will be held both before and after the main meeting

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: Before the Global IGF, we will start online
discussions focused on Continental common position on Global IG issues in order to build the
momentum. We will also publicise the workshop on the African Union Commission website and in
communication with the member states. During the Regional and Continental African IGF, participants
will be notified of the meeting and recruited to either participate online or face to face

SDGs:

GOAL 5: Gender Equality
GOAL 9: Industry, Innovation and Infrastructure
GOAL 17: Partnerships for the Goals

Background Paper

Reference Document

IGF 2020 WS #49 OTT Applications and the Internet Value Chain

Session

Thematic Track:
Data

Topic(s):
Fairness

OTT Taxation

Organizer 1: Intergovernmental Organization, Intergovernmental Organization
Organizer 2: Intergovernmental Organization, Intergovernmental Organization
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Speaker 1: Malgorzata Ignatowicz, Government, Eastern European Group

Speaker 2: Fargani Tambeayuk, Technical Community, African Group

Speaker 3: Martin Koyabe, Intergovernmental Organization, Intergovernmental Organization
Speaker 4: Gisa Fuatai Purcell, Intergovernmental Organization, Intergovernmental Organization

Format:
Break-out Group Discussions - Flexible Seating - 60 Min

Description:

The Commonwealth Telecommunications Organisation will be publishing a second OTT report end of
April 2020. The report addresses several of the key allegations against OTT applications within the
context of the Internet Value Chain. which results from premature OTT interventions (tax or regulatory).
Intervening in any way with OTTs requires a clear acknowledgement and fundamental understanding
of the reality of the encroached Internet value chain into telecoms and a detailed assessment of the
potential impacts and unintended consequences that an intervention may have.

The CTO intends to present the report and generate discussions and gather feedback for informed
policy decisions.

Issues:
OTT interventions by Governments such as taxation, regulatory among others.
Policy Question(s):

How can we get the best value out of data-driven business models for individual and collective well
being and economic sustainable development?

Expected Outcomes:

Develop a best practice framework for OTT for consultations between the key stakeholder groups. The
stakeholder include: OTT players, content providers, telecom operators, regulatory arms of
Governments, consumers among others.

Relevance to Internet Governance: The objective of the OTT study is to provide a basis for
multistakeholder consultations in a number of jurisdictions, a best practice operational framework for
OTT platers, including policymakers and regulators around the globe. It is expected that this framework
will enable all stakeholders including ICT policymakers, ICT regulators, network operators, OTT service
providers and the consumers facilitate the deployment of OTT services in a manner that addresses all
their concerns.

Relevance to Theme: The session will contribute to the Data track by identifying best approaches for
OTT intervention frameworks by policy makers at national, regional and international levels. It will
assist in avoidance of the potential impacts and unintended consequences that an OTT intervention
may have.

Discussion Facilitation:

There will be a power point presentation of the OTT Applications and the Internet Value Chain followed
by discussion and reactions to the report to gather feedback that will go into developing best
practices.

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: On top of the IGF Official Online platform we will
use social media platforms like Facebook, Twitter and Linkedin.

SDGs:
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GOAL 4: Quality Education

GOAL 5: Gender Equality

GOAL 8: Decent Work and Economic Growth
GOAL 9: Industry, Innovation and Infrastructure
GOAL 10: Reduced Inequalities

GOAL 16: Peace, Justice and Strong Institutions

IGF 2020 WS #50 When Tech Meets Sustainability: What we need to
know and do

Session

Thematic Track:
Environment

Topic(s):
Clean and Renewable Energy

Emerging Technologies and Environment
Technology Development for Climate Action

Organizer 1: Technical Community, Western European and Others Group (WEOG)
Organizer 2: Technical Community, Western European and Others Group (WEOG)
Organizer 3: Civil Society, Western European and Others Group (WEOG)

Speaker 1: Mina Hanna, Civil Society, Western European and Others Group (WEOG)

Speaker 2: Maike Luiken, Technical Community, Western European and Others Group (WEOG)
Speaker 3: Sasha Rubel, Intergovernmental Organization, Intergovernmental Organization
Speaker 4: Justin Caso, Technical Community, Western European and Others Group (WEOG)

Format:
Round Table - Circle - 90 Min

Description:

Technology is an essential tool for sustainable development and the wellbeing of people and the
planet. It holds great promise to help overcome existing challenges, ranging from attaining climate
sustainability to combating diseases and hunger. Technology is instrumental to ensure all people:

Have access to energy that is clean, affordable and sustainable through energy efficient technologies
and technologies that use alternative energy sources

Have access to clean water through water purification, efficiency, delivery and sanitation technologies
Live in less toxic environments by putting in place alternative agriculture and industrial technologies
Live in more sustainable environments by mitigating the effects of climate change through energy
efficient processes

Live in sustainable cities and communities

2020 has brought the world even more challenges as it battles the global health pandemic and its
effects on global health and safety, research, infrastructure, communications and more. Debates are
taking place about how and in what kind of world we will emerge, and how this

new world should be reshaped. Sustainability of the planet and the well-being of humanity

are becoming even more imperative.
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Achieving a sustainable environment and protecting the well-being of people will require new
development strategies and innovative resource mobilization, as well as the innovative use of existing
and emerging technologies. Fast growing technologies can have a significant impact on society, the
economy and the environment. There is excitement around the many technological breakthroughs as
they offer us hope for a sustainable future. The scaling and use of these technologies represent a
genuine opportunity across the globe to provide individuals and communities with the means to meet
their needs and develop their full potential. However, although these transformative technologies
create opportunities they also create challenges for society and the environment. They present new
and unique ethical and equity-related challenges, which can undermine trust, thereby hindering
advances in sustainable development. They may also contribute to increased levels of emissions in
terms of their production, energy consumption and recycling of electronic waste. And we need to
address how to ensure reliable, safe and sustainable solutions for the future, and for these solutions to
be in the context of local and regional, as well as global conditions and circumstances--and recognize
end users’ values.

This interactive workshop will be a moderated dynamic roundtable of experts with diverse
backgrounds, experiences and perspectives. It will:

-Explore various dimensions of the challenges and opportunities in identifying innovative approaches
to developing and using technologies for environmental sustainability

-Address how the shared goal of sustainable development can be realized by harnessing technologies,
while at the same time minimizing their disruptive and adverse effects

-Provide guidelines and practical solutions that can be used to address the challenges at the nexus of
environment sustainability, technology and human well-being

Issues:

- What are the new disruptive and transformational technologies that could change the paradigm for a
sustainable environment and transform the way to reach the SDGs as a whole?

- What more can be done in terms of sharing best practices, practical and pragmatic solutions and
stakeholder cooperation to address the appropriate use of new and emerging technologies to advance
environmental sustainability?

- What considerations need to be addressed in the use of existing technology and transformative
technologies for a sustainable environment?

- How do we balance or reconcile technology solutions, human well-being and trust and a sustainable
environment?

- What frameworks and practical solutions exist today to better inform all stakeholders and that
reinforce responsible technology development in their work for a sustainable environment?

Policy Question(s):

- What role can technological breakthroughs and emerging technologies, such as Al, augmented and
virtual reality and blockchain, have on ensuring a sustainable environment that is safe, secure and
protects human well-being?

- How can technology contribute to limiting environmental impact and waste of resources, as well as
increase efficiency at all stages of the product economy?

- As we enter a new decade with seemingly increasing global challenges, what changes might be
needed in policy-making to ensure the sustainability of the planet and the well-being of humanity?

Expected Outcomes:

- Generation of new knowledge and deeper understanding of the issues, challenges and opportunities,
as well as practical frameworks, practices and approaches to address them.

- The open sharing and use of ideas, perspectives and solutions shared by all stakeholders.

- To build upon the discussion and questions asked and perspectives and information shared by
workshop attendees and participants in other relevant fora, such as UNSTI, WSIS, IGF meetings and
other conferences and workshops hosted by various stakeholder communities and bodies, etc.



Relevance to Internet Governance: Most, if not all, technology developed and used for achieving the
SDGs and environmental sustainability interface, are accessed or used via the Internet. This includes
an entry point for information capture, transfer, access and use. As new emerging technologies, such
as Al, virtual and augmented reality, 5G+, blockchain and more, are developed, innovated upon, scaled
and deployed as part of solutions and approaches to addressing environmental sustainability,
governments, private sector and civil society, in their respective roles and working within their
paradigms and processes, as well as end users, benefit from an informed holistic and well-rounded
view on of the impact dimensions of these technologies as they address and shape the next
generation of the Internet.

Relevance to Theme: Supporting and creating a sustainable environment is essential for the future, and
is essential for human health and well-being. Environmental sustainability and climate action is a
fundamental component of the UN 2030 Agenda. With under ten years to achieve the SDGs, many
internet and information communications technologies, notably emerging and transformative
technologies, are being developed, deployed and used--as they hold great promise to connect people,
initiatives and resources for information sharing and access and in the development or scaling of
alternative resources. Their use can have significant impact of providing affordable and clean energy
(SDG 7), enabling climate action (SDG 13), building sustainable cities and communities (SDG 11),
ensuring responsible production and consumption (SDG 12) and ensuring good health and wellbeing
(SDG 3). Yet we need to be aware and informed so how these technologies are developed and used
does not have adverse effects on human values and wellbeing, work counter to the achievement of the
SDGs or hinder their use and potential benefit due to a lack of trust in them or their providers. This
proposed session, through the open dialogue and real-world examples of best practices, tools or
instruments and approaches, will provide an interesting, fresh and practical perspective to the narrative
on sustainable environment that can be used today--when time is of the essence.

Discussion Facilitation:

We will ensure an interactive and open dialogue with all workshop participants (both remote and in
person) to ensure diverse voices are heard. This will be done via asking questions to the audience, and
encouraging attendees to share their experiences, perspectives, ideas and information to prompt
engagement and interaction. The lead discussants will continually look to prompt attendees to join the
conversation.

Online Participation:
Usage of IGF Official Tool.
SDGs:

GOAL 3: Good Health and Well-Being

GOAL 7: Affordable and Clean Energy

GOAL 12: Responsible Production and Consumption
GOAL 13: Climate Action

IGF 2020 WS #53 Right to Play?---Online Gaming and Child Rights

Session

Thematic Track:
Trust

Topic(s):


https://www.intgovforum.org/multilingual/content/igf-2020-ws-53-right-to-play-online-gaming-and-child-rights
https://www.intgovforum.org/multilingual/taxonomy/term/712

Business Models
Child Online Safety
Human Rights

Organizer 1: Intergovernmental Organization, Asia-Pacific Group
Organizer 2: Civil Society, Asia-Pacific Group

Speaker 1: Daniel Kardefelt Winther, Intergovernmental Organization, Western European and Others
Group (WEOG)

Speaker 2: Manisha Shelat, Civil Society, Asia-Pacific Group

Speaker 3: AMANDA THIRD, Technical Community, Asia-Pacific Group

Speaker 4: Matt Mao, Private Sector, Asia-Pacific Group

Speaker 5: Jing Sun, Private Sector, Asia-Pacific Group

Speaker 6: Yufan Bai, Civil Society, Asia-Pacific Group

Format:
Round Table - Circle - 90 Min

Description:

In order to examine what is the impact of online gaming in the exercises of rights of the child and how
to facilitate a holistic response to mitigate the risks posed by online games while assuring the best
interest of the child, the workshop will first of all analyze what are positive and negative impacts of
online games on children with reference to child rights defined in the UNCRC. Then, aiming at striking a
careful balance between risks and opportunities presented by online gaming, what roles can be played
by different stakeholders including governments, businesses, schools, parents and children and how
can they cooperate to create a safe, inclusive and empowering online gaming world will be discussed.
A detailed schedule is designed as follow:

1. [5 mins] Welcome: Introduction to the workshop by the moderator, explain the development of
online gaming and its impacts on children.

2. [5 mins] Story Telling: Invite a child to share her or her peers' experience from children’s
perspective

3. [20 mins] First Round Question and Discussion: What is the impact of online gaming in the
exercises of rights of the child? Whether online games have a positive or negative influence on children
and their development?; Are there any ethical implications/concerns/questions of
business/monetization models/strategies targeted at children deployed by online gaming companies?
(e.g/data for access’ model; F2P) If any, what could be done to offer a more ethical solution?

1) Open Q&A: The moderator will raise some questions for open answer and discussion from all
participants, and then show the results of survey.

2) Speaker 1: Invite a research specialist to give a situation analysis.

3) Speaker 2: Invite an expert to explain the concerns from the academia.

4. [40 mins] Second Round Question and Discussion: What are the roles of the industry, public
authorities, parents, caregivers and children themselves in regulating access, behaviors and contents
for healthy play in online games? How can they cooperate with each other?; To what extent can online
gaming industry mitigate the risks posed by online games while assuring the best interest of the
child/without (disproportionately) restricting children’s rights? What are the good practices? How could
we facilitate communications within the industry?; How to empower children as active right holders in
online gaming? Why is it essential to involve the perspective of children and their rights in online
gaming?

1) Open Q&A: The moderator will raise some questions for open answer and discussion from all
participants, and then show the results of survey.
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2) Speakers: Invite a representative from each stakeholder group to share their views on the questions
above.

5. [15 mins] Open discussion and Q&A: all participants will have a chance to ask questions and speak
about their views and speakers will answer these questions.

6. [5 mins] Summary and Closing: Closing remarks by the moderator.
Issues:

Emerging and flourishing in the digital era, online gaming is characterized as the most profitable
business in the information, communication and technology (ICT) industry, with a revenue of $120.1B
worldwide (Superdata) and $32.6B in China (GPC) in 2019. Children and young adults are considered to
be key consumers and participants in online games, with a reference to the fact that more than 90%
children use digital equipment for games weekly and average accumulative time for play per day is
reported more than one hour in China (CCA). The advancement of online gaming ecosystem has
created unprecedented new opportunities to learn and play for digital natives, and meanwhile posed
potential harm and risks in a more sophisticated and connected way that challenges children’s
sustainable development. To best leverage the opportunities and mitigate the risks calls for the joint
efforts from public and private sectors, parents, caregivers and children themselves. It's essential to
understand how to engage evidence-based practices from different stakeholders and adopt a holistic
approach to achieve international governance for online gaming. Three dimensions of challenging
issues are to be illustrated as following.

Fragmented Policy and Regulation

Firstly, in the context of policy and regulation, legislation from public sectors and self-regulative
measures from the industry have presented a piecemeal and disconnected picture. Policymakers have
attempted to draw out legislation in relation with online gaming from different perspectives and
methodologies, which results in the difficulty in global compliance and coordination. For example,
compulsory restriction of play time, real-name registration, or mandated in-game warnings, are rejected
by some countries for the sake of violating human rights and democracy, while countries such as
China has enforced real-name registration and identification policy in all domestically published online
games in November 2019. Age rating system in online games is an area mostly relied on industry
standards and good practices, without being legally binding. Entertainment Software Rating Board
(ESRB) is not legally enforced by federal law, but widely applied in retailers market in US. Pan European
Game Information (PEGI) system is used by more than 30 countries but also with no legal force. UK
has incorporated PEGI into legislation to make it enforceable. While no official age rating system has
been issued in China yet.

With regards to the online gaming industry, voluntary technical efforts and self-regulative measures
have been witnessed while consistency and effectiveness remains a headache. On the one hand,
individual service provider has established codes of conduct, terms of service or age verification
methods, these may differ. For example, age ratings of one game developer could differ from Google
Play or Apple App stores, or from independent review bodies. On the other hand, it’s difficult for
providers themselves to monitor compliance through the existing technical tools like flagging
mechanism due to the anonymity, complexity and diversity of languages, vast amounts of
communication, and even misuse of reporting as a tool of bullying or harassment. In addition, smaller
and less competitive gaming companies may struggle for the costs of inserting a protective system as
required by regulators, or attract relatively less consumers with stricter entry rules, thus rendering them
less likely to survive in this fiercely competitive market.

Academic Divergence

Secondly, an academic divide exists on whether online games have a positive or negative, or even no
influence on children. Despite high volume of research in place, no conclusive results could be reached,
and few high-quality studies suggest that online gaming has a very marginal impact on children’s well-



being irrespective of positive or negative. Moreover, World Health Organization’s inclusion of “Internet
Gaming Disorder” in the latest International Classification of Disease also ignited discussions and
debates among researchers for the potential risk of over-diagnosis and children being stigmatized by
parents and schools. Thus, we may infer that the existing research evidence in this field lacks
conclusiveness to contribute to a decisive policy making.

Biased Media Coverage

Thirdly, media coverage is perceived to over-emphasize the dark side of online games. Headlines of
video games in association with violence, addiction and health problems are often easier to spur wider
attention and worries among caregivers, and moreover to increase the possibility to be seriously
viewed as a public “warning” to policy makers. Clickbait news reports as ‘teen’s death at Chinese
internet addiction camp” and “a Chinese girl kills her mother after being sent to internet boot camp
where she was abused” arose fierce public debates and prompted reflection especially among young
people. The biased interplay of media tends to obstruct a balanced understanding and honest public
discussions among all stakeholders, which is not conducive to formulate a functioning governance
ecosystem of online gaming.

Child Rights Perspective, A New Opportunity

Examining online gaming from child rights perspective is perceived to be an opportunity to generate a
holistic approach in international governance. First of all, it contributes to the global compliance and
coordination among all stakeholders in online gaming. United Nations Convention of Rights of the
Child (UNCRC), as the most ratified human rights treaty in the world, is a normative instrument for
individual nations and cooperation between countries. To tackle online gaming issues from a child
rights angle would encourage public bodies to realize their statutory duties and foster international
cooperation. Secondly, as a fundamental baseline for all engagement with children, UNCRC assures
child participation for better decision makings. Children have their valuable knowledge and experience
about gaming and should be heard and involved in consultations in various forms. Moreover, agency
and self-empowerment is considered to be the key for children in protecting themselves from online
gaming risks and should always be highlighted. Last but not least, exploring online gaming vis-a-vis
child rights creates a clearer reference to measure positive and negative impacts, which promotes a
balanced consideration in risks and opportunities of online games. As when we consider which rights
may be enhanced or undermined by a certain issue like gaming time, we have an objective
measurement with reference on the list of rights, which guides us to best leverage our potential to
amplify opportunities and mitigate risks for the best interests of children. In all, child right perspective
could not only be served as a useful tool to prompt discussion on child protection concerns in online
gaming, and also a valuable breakthrough point to further build a healthy and empowering internet
environment for children.

Policy Question(s):

(1)What is the impact of online gaming in the exercises of rights of the child? Whether online games
have a positive or negative influence on children and their development?

(2)What are the roles of the industry, public authorities, parents, caregivers and children themselves in
regulating access, behaviors and contents for healthy play in online games? How can they cooperate
with each other?

(3)To what extent can online gaming industry mitigate the risks posed by online games while assuring
the best interest of the child/ without (disproportionately) restricting children’s rights? What are the
good practices? How could we facilitate communications within the industry?

(4)How to empower children as active right holders in online gaming? Why is it essential to involve the
perspective of children and their rights in online gaming?



(5)Are there any ethical implications/concerns/questions of business/monetization models/strategies
targeted at children deployed by online gaming companies? (e.g/data for access'model; F2P) If any,
what could be done to offer a more ethical solution?

Expected Outcomes:

First and foremost, this workshop aims to strike a careful balance between risks and opportunities
presented by online gaming vis-a-vis children'’s rights.

Secondly, the workshop intends to enhance the awareness of all stakeholders in the international
society, including governments, industry and other private sectors, parents and caregivers, and children
to consider a holistic response to children’s safety and protection in online gaming.

Thirdly, the workshop seeks to explore the power and reach of each stakeholder and further clarify their
responsibilities to prompt coordinated and consistent cooperation.

Moreover, this workshop will also look into good practices on an evidence and result basis in order to
offer valuable recommendations for gaming businesses.

Further, promotion of educational games as an encouraging development in online gaming shall be
highlighted.

Last but not least, from child rights perspective, we wish to facilitate children’s participation in the
internet governance and expect more children'’s voices to be heard in future discussions about online
gaming.

Relevance to Internet Governance: The governance in child online gaming could be characterized with
muti-faceted policy measures, multi-stakeholders’ participation and multi-level operation.

Multi-faceted

Public authorities implement direct and indirect policy tools with a great variety from legislative, self or
co-regulative, technical measures to awareness raising, education, and positive content provision;
Legislation measures have been taken in different levels of law enforcement. Such as China has made
compulsory real-name legislation in all gaming platforms while some countries have rejected to apply
this mechanism for the consideration of personal freedom. Self and co-regulation are industry’s efforts
from businesses themselves and joint associations, with their voluntary initiatives. Pan European
Game Information (PEGI) system, a well-known self-regulatory initiative is a good example. Technical
measures such as parental control option, curb playtime, or collection of children’s personal data have
been taken by service providers on a voluntary basis or instructed by governmental guidance
according to domestic contexts. The comprehensive toolkit also includes behavioral change and
awareness raising through educational methods, to empower children with digital literacy in order to
better tackle the risks in online games, such as LEGO Life App, a child safe social network designed by
LEGO Group, where children can play, share and get educated in building bricks in a creative and
friendly environment.

Multi- stakeholder

Child protection in online gaming is an emerging common concern that involves different stakeholders
from public authorities, private sectors, parents and caregivers and children themselves. With
government and private actors playing different roles, countries have varied models in regulating online
gaming. Countries like the United States has a self-regulatory organization called Entertainment
Software Rating Board (ESRB), whose ratings are commonly used in American retailers’ market,
without legally enforced under federal law. Guardians and caregivers take essential roles in parental
consent and control over time of use, payments, data collection, etc. These are their rights and
responsibilities. Children themselves also have a say, evidence have shown that some EU countries
have already recognized the active participation of children in policy formulation and implementation.



Educational institutions, teachers are engaged in terms of empowering children with technical skills
and enhancing children’s digital literacy to better cope with risks posed by online games.

Multi-level

National and international policies and regulation for child online protection have been operated at
stage. Progressive initiatives have been put forward by internet intergovernmental organizations at
international and regional level (APEC, CoE, ITU, OECD, IGF, etc.), and in particular the European Union.
International efforts in this area are relatively recent and thus relatively uncoordinated. For example,
the pan-European rating is used through the Pan European Game Information (PEGI) system, while
national endorsement among EU member states varies as it's not a legal requirement. The United
Kingdom has incorporated PEGI into legislation making it enforceable in the retail industry, while in
Switzerland, Netherlands, France and Italy PEGI is either integrated into law or has been endorsed by
the relevant ministry. Germany has established its own legislation on ratings. Content ranking and
classification is considered more as a national operation, not yet in line with international law, which
leaves much consistency in practice in global internet market.

Governance in child online gaming is not only an emerging and rapidly developing policy area, but also
an indispensable part of global internet governance. Based on the characteristics of the existing
practices, it could be agreed on that the protection of children in online gaming requires a careful
balance between managing the risks and maximizing the opportunities. As the connecting nature of
the internet and the profiting nature of businesses challenge the current governance framework, all
stakeholders shouldering responsibility for protecting children in online games should strengthen
coordination to more effectively carry out their roles. In conclusion, a systematic approach to achieve
evidence-based governance of online gaming calls for a combination of public, private, legal and
voluntary measures at national and international levels.

Relevance to Theme: We are going to explore the Thematic Track in Trust with topics in human
rights,child online safety,and business models.

Human Rights

United Nations Convention on Rights of the Child, the most widely ratified human rights treaty in the
world, lays a global value basis on human rights of the child. All UN member states governments
except the United States have legal obligations to comply with the Convention, and gaming companies
also have roles to play, as recommended by the United Nations Guiding Principles on Business and
Human Rights. Equally important, children are at the heart of the vision of the Sustainable
Development Goals, empowering children in the online gaming environment contributes to our
progress towards sustainability. The relevant child rights affected by online gaming include: (1)Art.3
best interests of the child; (2)Art. 5&18 Parental guidance; (3)Art.31 Right to leisure, play and culture;
(4)Art. 24 Health (implications of excessive use or over-training in competitive scenarios); (5)Art. 15
Right to freedom of association; (6)Art. 2 Right to non-discrimination; (7)Art. 34 Protection from sexual
abuse; (8)Art.12 Respect for views of the child; (9)Art. 13 Freedom of expression; (10)Art. 16 Protection
of the privacy and personal information; (11)Art. 36 Protection from all types of exploitation; (12)Art. 28
& 29 Right to Education.

Child Online Safety

Trust and safety online is the prerequisite to safeguard children’s rights in the digital age, while toxic
environment embedded with harmful elements like gender discrimination, sexual abuse, and data over-
commercialization are threatening the well-being of children in the gaming world. Gender inequalities
in online gaming world could be basically revealed in accessibility, gaming topics and gaming
characters. Female players may less welcoming and in some countries girls participation could be
restrained due to the less accessibility to the internet equipment. Besides,traditional combating,
shooting, sporting types of video games are considered to suit more masculine preferences, and
probably by the same token, some male characters are over muscular while female characters have



enhanced curves. Thus gender stereotypes could be intensified to some extent and may further result
in biased body images of children.

Same to other social media platforms, online gaming community poses risks like sexual abuse,
harassment, grooming, hate speech to people online, especially vulnerable children and less
empowered groups. Though most game communities establish codes of conduct or terms of service
and employ some technical supervision on users’ operation, it's perceived to still be difficult to monitor
compliance due to the anonymity, complexity of languages, vast amounts of communication, even in
some cases reporting mechanism as “flagging” may be misused as a tool for harassment or bullying.

Data safety is another major concern. Game providers may collect data on user behaviour patterns,
interactions with other users, and all behaviour in other devices and platforms linked to the account
and gaming device. Though companies’ collection of personal and behavioral data are usually based
on the consent of children or under supervision of parents, however, the monetization and
commercialization of the data privacy may economically exploit children in a unconscious way owing
to their limited understanding of the potential implications of giving that consent.

Business Models

Data-for-Access and Free-to-Play (F2P) are two important business models of online gaming
companies. Digital marketing methods entailed with these models merit our concerns from the
perspective of child rights. In data-for-access model, children seems to be forced to accept terms and
provide their information and consent in order to access the game. Taking into consideration of the
legalistic and not child friendly language of privacy policies and terms of service, together with the
underdeveloped children’s capacity to understand the potential risks of permitting the collection of
personal privacy, we may think of how to ascertain the normative operation of the model to safeguard
children’s privacy. Legislation in children’s personal data has been enforced in many countries as the
United States, EU and China to ban unlawful data collection, while widely practiced marketing like
target advertisement based on the collection and analysis of data increasingly draws ethnic concerns.

As for F2P model, access is granted free of charge and profits to a large extent rely on in-game
purchases. This model, on the one hand gives more opportunities to children to try quality games and
participate in the communities; on the other hand attracts children to spend more money to get a
privileged experience through its promoting strategies. Certainly there is no ground to blame the
monetization of commercial actors and purchases themselves are not problematic, whether the minor
player has a solid mind and mature value of money spending online remains unclear. Moreover, some
products like the loot box even have a gambling intention. Parental control over payments and
payment method is crucial in discouraging excessive spending, while in practice, some children may
save part of their living expenses, turn to grandparents with other excuses or even steal parents’ bank
account, as reported by China Consumers Association.

In both models, advertisement is an indispensable source of profit. Advertisements in disguise with
obscure commercial intentions are embedded in gaming ecosystem, which gradually generate a direct
influence on children’s consumption preferences. The potential economic exploitation on children
resulted from the marketing strategies and business models is noteworthy to all stakeholders.

Evidence has indicated that children'’s rights have been impacted by online gaming and business
models of gaming companies, however, policy measures on online games with the motivation to
safeguard children’s well-being, whether in terms of legislative measures by governments or initiatives
taken by the industry, may disproportionately paralyze children’s rights and freedom to participate and
play. It's highly valuable to engage all stakeholders to work on the topic to formulate a holistic and
evidence-based strategy to uphold the common goal of a safe, inclusive and empowering gaming
environment for children

Discussion Facilitation:



This workshop is planned to be an interactive session with meaningful discussion, and the discussion
will be facilitated in the following ways.The diversity of speakers as we list above will enable diversified
perspectives and views to be shared,highlighting children’s voices.

The moderator is well informed and experienced in presiding multi-stakeholder discussions, and able
to have a good control over the meeting progress. Questions and input for speakers will be prepared in
advance to help stimulate interactive, dynamic dialogue. The moderator of the workshop will at the
beginning take a roll call of all the participants and their affiliations, so that the moderator can call on
individuals to comment on subject pertaining to their interest. Moderator will prep all speakers ahead
of time and ask meaningful questions to encourage active participation.

Site design:

The workshop room will be arranged as a concentric circles pattern. The invited speakers will sit in the
inner circle and each of them will have a name tag in front, on which the stakeholder the speaker
belongs to will be highlighted. Other participants are welcome to site from the inside to out with name
tags and microphones as well.

Tools:

1) Preliminary survey: Before the workshop, we will do a survey with a series of questions about online
gaming and child rights designed for discussion during the workshop in order to provide first hand data
to stimulate workshop discussion.

2) Warm up discussion forum: we will hold a seminar in July or August on this topic joined by relevant
experts and industry representative, as well as parents and children, to kick off the discussion.

3) Story Telling Session: This special session is designed to give an opportunity to children to have a
voice in this issue and to take their perspective into consideration.

4) Question and Open discussion: During the workshop, two rounds of question and open discussion
are designed to encourage every participant to share their views and make contribution to the topic.

5) Audio visual material: Organizers will explore the use of visuals (i.e. videos,PowerPoint slides,
images, infographics) not only for presentation, but also throughout the workshop to animate the
session and aid those whose native language may not be English.

Online Participation:
Usage of IGF Official Tool. Additional Tools proposed: Tencent Conference and Zoom
SDGs:

GOAL 3: Good Health and Well-Being

GOAL 5: Gender Equality

GOAL 9: Industry, Innovation and Infrastructure
GOAL 16: Peace, Justice and Strong Institutions

IGF 2020 WS #55 Fighting COVID-19: The Power of Internet and best
practices

Session

Thematic Track:
Inclusion


https://www.intgovforum.org/multilingual/content/igf-2020-ws-55-fighting-covid-19-the-power-of-internet-and-best-practices
https://www.intgovforum.org/multilingual/taxonomy/term/711

Topic(s): Capacity Building
Digital Cooperation

Organizer 1:,
Organizer 2: Civil Society, Western European and Others Group (WEOG)
Organizer 3: Civil Society, Asia-Pacific Group

Speaker 1: NADIRA AL-ARAJ, Technical Community, Asia-Pacific Group
Speaker 2: Xingdong Fang, ,
Speaker 3: Louis POUZIN, Technical Community, Western European and Others Group (WEOG)

Format: ) _ _
Break-out Group Discussions - Round Tables - 90 Min

Description:

The global outbreak of the epidemic has become an unprecedented public security incident, resulting
in a global humanitarian disaster, and the Internet has become not only the most important social
support and lifestyle during the epidemic period but also the most important tool and means to fight
the epidemic. How to properly use the power of the Internet has become the key to the success of
fighting the epidemic. Different countries, regions, groups with different fighting stages, have
accumulated some experiences and began to share with each other through the Internet. We hope to
use the platform of IGF to share these global experiences more deeply, systematized and
representative. At the same time, we also pay special attention to the problem of the overall digital
divide exposed in this epidemic, between countries, groups, even within a family. It is essential to
jointly examine and explore these issues at a critical juncture.

Intended agenda: we plan to first have speakers share best practices in their countries, and then have
participants on-site and online share their experiences and discuss what should be done and what
shouldn't. Hopefully, we can conclude some common activities that can be adopted to improve the
livelihood during the epidemic.

Issues:

2020 began with a huge strike to human kind, COVID-19 got the whole world not so well prepared. Each
country showed their own ways to fight the virus. And Internet industry played an important role on
this fight, some are good, some are not so well. It is important to share best practices and learn from
each other to better prepare for other public security issues.

Policy Question(s):
During public security situations, how to protect the rights of the vulnerable group via the Internet.
Expected Outcomes:

We expect that we can learn from each other how they cope with unexpected public issues, how to
protect the rights of the vulnerable group via the Internet and how to help underdeveloped countries
under public security issues, and to conclude some activities that can be adopted commonly to
improve the livelihood during the epidemic.

Relevance to Internet Governance: How to apply Internet governance principles in special period, how
to avoid goverments expand their powers on Internet

Relevance to Theme: In the face of the epidemic, the digital divide is a matter of life and death, not only
gaps between developed and developing countries, but also gaps between people who know how to
take advantages from Internet and vulnerable people like the senior and the disabled who don't know
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how to use it properly. Therefore it is important to include everyone in and improve accessibility under
special circumstances.

Discussion Facilitation:

organizers will motivate and encourage participants to share practices and experiences of their
countries and regions, if necessary, could break down into groups for a short discussion and more
importantly learn from each other

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: plan to use Official Online Participation Platform
SDGs:

GOAL 3: Good Health and Well-Being

IGF 2020 WS #57 E-Human Trafficking:
Understanding,Challenges,Opportunities

Session

Thematic Track:
Trust

Topic(s):
Cybercrime
Digital Safety

Organizer 1: Civil Society, African Group
Organizer 2: Civil Society, Western European and Others Group (WEOG)
Organizer 3: Government, African Group
Organizer 4: Civil Society, African Group

Speaker 1: MOHAMED FARAHAT, Civil Society, African Group

Speaker 2: lucia bird, Civil Society, Western European and Others Group (WEOG)
Speaker 3: Elizabeth Orembo, Civil Society, African Group

Speaker 4: Laine Munir, Civil Society, African Group

Speaker 5: Irene Routté, Civil Society, Western European and Others Group (WEOG)

Format:
Birds of a Feather - Auditorium - 90 Min

Description:

“E-Human Trafficking: Understanding Challenges, Opportunities, and Best Practices to Ensure Trust
and Safety Online” The proposed workshop designed to discuss the double role of Internet and
technology in spreading and Combating E-human trafficking and the role of big in combat. The
contrasting and complementary perspectives of IGF attendants will be vital to our problem-solution
format, in which participants are encouraged to collaboratively construct possible technological,
socioeconomic, and legal initiatives and policies to help end global sex trafficking online. The proposed
90-minute workshop will initially explore the problem of online human trafficking with didactic
presentations from five expert panelists, and then open up the solutions-oriented segment to a
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collective discussion on the the paradoxical role of Internet as both the mechanism behind e-human
trafficking while also presenting tools, including big data, to combat this exploitation. The Problem:
Global technology and Human Trafficking in the 21st century Human trafficking has become one of the
most pressing humanitarian issues of our time. It is a $100 billion a year industry that sexually exploits
4.8 million individuals worldwide. According to the International Labor Organization, 21% of these
victims are children. The use of technology in human trafficking increases the complexity of this crime
as traffickers use the Internet to identify and deceive victims from afar. To profit themselves, cyber
criminals use violence, threats, lies, money, false promises, and other forms of coercion to compel their
victims to sell sex. Victims may be romantically involved, family members, or future “employees” of
those who prey upon them. Women comprise 96% of victims to this industry, suffering violations of
their basic rights to bodily integrity, equality, dignity, health, security, and freedom from violence and
torture. Cyber predators use technology to identify, recruit, and conduct surveillance on their victims
and a key point our workshop will discuss is the role of both social media and the Deep Web in this
industry. They search social media sites such as Instagram, Facebook, Twitter, Tinder, and other sites
and apps for posts which might indicate vulnerability in their geographic region. These vulnerabilities
include poverty, substance abuse, runaway activity, and destabilized family relationships. Thereafter,
traffickers use different techniques to attract victims such as expressing, love, admiration and online
employment etc. to manipulate them further. The UK’s National Crime Agency (2014a) highlights the
use of “online dating”, “social media sites”, and “advertising of jobs” as some of the manipulative ways
the internet is used to recruit victims ignorant of trafficking—technology interface. Once they have
contact, they can also manipulate their victims into non-consensual acts by using surveillance and
recordings as a threat. Particular exploitative tactics to coerce victims include video recordings taken
with mobile phones or video cameras which traffickers threaten to send to their families and friends.
Perpetrators use the internet to advertise their victims on websites and then these website owners
become third party profiteers of commercial sexual exploitation. The Internet has several segments,
including Deep Web—the content that is not indexed and cannot be accessed through traditional
search engines—-and its subsegment, the Dark Web. Actors within Dark Web websites are anonymous
and hidden so traffickers find it a safe place for their illicit activities, as they are only accessible
through special software that allow anonymity. Child pornography and e-human trafficking can only
occur with the help of the Dark Web, so this will be a pressing issue for our workshop. In these ways,
the internet is increasingly used as a tool and medium for transnational organised crimes such as
sexual exploitation. Human trafficking has been propelled by the global revolution in ICT and internet
platforms, social media, and the dark web have become the new illigal markets for human trafficking.
This phenomenon is an unintended and lamentable effect of international emphasis on increased
accessibility to technology, and it presents cutting-edge questions of e-governance, international law,
and even national sovereignty. However, stakeholders at the IGF 2020 have the potential to provide vital
insights into how to improve current policy and present innovative ideas on batting e-human
trafficking. Possible Solutions: Prevention and Prosecution through Technology The technology used
by traffickers could also be part of the solution. Harnessing ICT as an anti-trafficking tool is the most
promising approach to cut down on three stages of trafficking; acquisition, transportation and forcing
of labor. In this way, technology provides primary, secondary and tertiary prevention interventions.
Various technologies create greater transparency in order to prevent trafficking from happening. The
ability for those who are the most vulnerable to be able to connect directly to employment, rather than
through middle men, is also useful as a primary preventative measure. As a secondary measure,
technology can also be used to identify, trace, and pursue traffickers through the tracing of their
websites and applications. In addition, technology such as GIS offers ways to track movements of
those believed to be trafficking victims and or traffickers in real time. Mapping and data that captures
this information provides evidence to facilitate the prosecution of traffickers. We have seen technology
utilized as evidence in other criminal acts and trafficking during investigations. Additionally, increased
use of technology in combating trafficking allows for greater collection of quantitative data. This data
can then be analyzed and distributed allowing for greater transparency and information around
transnational supply chains and movement of people illegally. More data also speaks volumes in terms
of mobilizing support, not only from governments and institutions, but also from consumers. With
more public awareness around what goods may be connected to forced labor, pressure can be placed
on companies and governments to intervene in regards to human trafficking. Finally, as a tertiary



prevention step, access to technology can also be galvanized to identify and then rescue current
victims, as well as proactively protect future victims from harm. Victims who do find themselves in
positions of exploitation, and do have access to technology, are able to access avenues to escape. As
we have seen with under the cuurent COVID-19 pandemic, greater numbers of individuals are
accessing mental health care through online apps and services. It is worthwhile to think through how
different technologies can offer trafficking victims access to therapeutic care. This could occur while
in a trafficking situation or after they are able to move to a safe situation. Returning to the importance
of locating and prosecuting perpetrators of trafficking, victims who are able to access continuous
mental health services post-traumatic experience, are more likely to be able to provide testimony in
cases brought against their abusers Workshop Focus: This workshop aims to clarify how traffickers
use technology and how the same (or even more advanced) technology can be utilised to fight online
human trafficking. In this digital revolution era, we see Big data playing a significant role in prediction,
identification, and prevention of crime across the globe. Analysis of big data specifically human
trafficking, its possible to collect data from mobile phones, extract information form various socail
media pages including face book, twitter, instagram and other social media apps. Analysis of big data
enables early detection and sends early alerts to the tracing of traffickers and gangs as well as tracing
of victims; their geographical location, identities, connections etc. Data tracing requires a multifaceted
approach and cooperation from a wide range of stakeholders, across borders and overseas. To combat
e-human trafficking, policy makers and leaders need to set policies that tacle cyber crimes, convict
cybre criminals and establish cyber security prevention mechanisms across nations, given that e-
human trafficking is a transnational issue. Similarly, its necessary to put in place enforcement
measures including sensitisation on laws, policies and strategies domestically, regionally and
internationally. This could include enhancement and use advanced technologies for immigration such
as setting up electronic readers or monitoring applications to identify and trace cross border victims.

Issues:

In light of what mentioned above the proposed workshop seek to discuss in details and to achieve the
following main goals : (1) Increase stakeholder understanding and knowledge, with experts and
activists from across the globe, of ways that technology is misused to facilitate trafficking so that
better responses can be built; (2) Analyze the existing research, legislation, and regulatory frameworks
in place in order to explore the avenues through which trafficking crimes are perpetuated, e.qg.
immigration inefficiencies that are aiding cross-border organized crime. (3) Explore ways in which
existing technology can be further developed, harmonized, and more easily deployed to help combat e-
trafficking, with focus on big data analysis; explore potential new technologies that can be developed
with further research; (4) Examine technology’s future potential to leverage sociopolitical and
technological support for the protection of victims and break the vicious cycle of human trafficking in
the coming decade, in line with gender goals outlined in The 2030 Agenda for Sustainable
Development.

Policy Question(s):

Our workshop presents the following policy questions for consideration: How can technology be
developed, harmonized, and deployed to help combat all forms of human trafficking? What economic,
political, social conditions would need to be met for this to occur? In particular, how can big data assist
in stopping traffickers and hold them accountable? What are the challenges and concerns big data
present in this realm? How can both national and international legal and institutional frameworks be
improved to allow scalable replications of good practices?

Expected Outcomes:

The workshop will collect contributions from the panelists, audience, and the remote participation that
will inform the report, as well as a list of policy recommendations that will be outcomes of the
workshop. We hope that the workshop will help make the IGF a more welcoming place for the
marginalized in society. Organizers will use the information and output of discussion and information
collected during the session to develop a research paper. Discussion and comments will be part of



research work The notes recorded by TSI during this discussion segment will be the later basis of our
white paper report, “Problems and Solutions to Human Trafficking Online in the Coming Decade”, that
TSI plans to publish in early 2021. It endeavors to outline, details, and implement the outcomes of our
workshop. It will include a list of clear policy recommendations that are feasible based on
technological advancement, budgeting, and sociopolitical realities. This report also represents our
collective ideas from a diverse set of stakeholders, ensuring our workshop helps make the IGF a
welcoming place for the most marginalized in society. In tandem, the virtual youth participants from
Rwanda and the United States plan on spearheading a public education event in their school and an
additional community location in early 2021 that addresses the issue of online human trafficking. Both
groups are eager to hold local panel sessions modeled on ours, publish accessible literature on the
problem for other young people, and use this experience to undergird their increased online activism. In
sum, our workshop presents the opportunity to bring together experts, activists, and other IG
stakeholders to create a collaborative and engaging discussion that will expand knowledge and
understanding, help develop technological tools, compare top-down and bottom-up IG policy
frameworks, and interrogate the role of law and individual states in keeping the internet safe for
vulnerable populations. It endeavors to increase the quantity of research, public awareness,
meaningful laws, and online tools to end e-human trafficking in the coming decade.

Relevance to Internet Governance: The proposed workshop is addressing one of most debatable topics
on context of public policy , academia and internet governance and bring globally attention of
international and national actors and different stakeholders (international , national organization, civil
society , academia and governments . The misusing of internet and its technologies lead to increase
and spread the victim of human trafficking (VOTSs) in the world. The internet has transformed human
trafficking, creating entirely new models and means of global exploitation. Technology allows cyber
predators to induce commercial sex acts by means of force, fraud, or coercion through e-recruitment,
advertising, and webcam voyerism., women and children in developing countries remain the most
vulnerable to this industry. There has never before has been greater supply and demand for online sex
trafficking due to border closures, world economic depressions, and increased unstructured internet
use during the COVID-19 pandemic. The impacts of social distancing measures and sex trafficking
practices will continue to reveal themselves in the coming years. The E-trafficking in persons is
consider unique topic for IG discussion since 2006 until IGF2019 the topic of E- Human trafficking
never been addressed.2020meeting could be an excellent opportunity to highlighted the problem and
share views with multi-stakeholders as it encompasses the wide and interdisciplinary knowledge
bases of the diverse stakeholders who will attend.

Relevance to Theme: The proposed workshop on e-human trafficking and the theme of “trust” is a
cross-cutting topic. It links pressing IG challenges, such as cybercrimes and security, big data, digital
rights and legal issues, with a number of the UN’s SDGs-including those on gender equality, poverty,
health, education, and decent work. E-trafficking poses a unique topic for IG discussion, as it has never
before been addressed by the IG Forum and also encompasses the wide and interdisciplinary
knowledge bases of the diverse stakeholders who will attend.

Discussion Facilitation:

Facilitation of Discussion for In-Person and Virtual Participants: The purpose of the session is to be
very interactive yet informative. The duration of the session will be 90mins panel broken down in the
following: After the expert panel presentations, the open discussion with questions, answers,
comments, and suggestions will elaborate on the content presented and aim to formulate concrete
suggestions for ending online human trafficking. The moderator will channel the discussion into three
themes-technological, legal, and political initiatives—and record notes on the dialogue. Importantly,
both in-person audience members and those participating via live feed and Twitter will have their
comments combined on our large screen, so as to compare and contrast their relative while also
unifying their ideas. The moderator will alternate between in-person and virtual participants so as to
give equal weight to their voices. Session Agenda The 90-minute session agenda is designed to ensure
optimal interactions among panelists, audience members, and online participants from afar. To achieve
this end, the agenda will be as follows: Opening remarks by the moderator (3 minutes) An originally-



produced video presentation featuring anti-trafficking activists (10 minutes) Introduction of panelists
by the moderator (2 minutes) Presentations by 5 expert panelists (50 minutes) Q + A/comments
session with the in-person audience and online virtual participants (20 minutes) Summary of proposed
solutions/recommendations by panelists (3 minutes) Closing remarks and comments on ways forward
(2 minutes) There will be a dedicated answer and question period, where during this time, participants
and panel speakers are free to talk about the content of the session in length. More time will be given
to open floor.

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: Online attendees will be encouraged and able to
participate in the discussion. They will have a separate queue and microphone, which will rotate
equally with the mics in the room to ensure that online attendees will have equally opportunities to
engage in the discussion. The workshop will take comments submitted via phone, chat and social
media platforms. The session moderator the online moderator, who will have been IGF trained, will
work closely together to make sure that the workshop is open and inclusive. Twitter will be used and
the online modrator will pose the twits with question and comments.

SDGs:

GOAL 8: Decent Work and Economic Growth
GOAL 16: Peace, Justice and Strong Institutions

Background Paper

Reference Document

IGF 2020 WS #59 Everything you wanted to ask about Hate Speech but
didn't

Session

Thematic Track:
Trust

Topic(s): _
Freedom of Expression

Hate Speech
Human Rights

Organizer 1: Intergovernmental Organization, Intergovernmental Organization
Organizer 2: Intergovernmental Organization, Western European and Others Group (WEOG)
Organizer 3: Intergovernmental Organization, Intergovernmental Organization
Organizer 4: Intergovernmental Organization, Intergovernmental Organization

Speaker 1: Nadejda Hriptievschi, Civil Society, Eastern European Group

Speaker 2: Sejal Parmar, Civil Society, Western European and Others Group (WEOG)

Speaker 3: Alexandra LAFFITTE, Technical Community, Western European and Others Group (WEOG)
Speaker 4: Alexander Schaefer, Government, Western European and Others Group (WEOG)
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Format: Break-out Group Discussions - Round Tables - 90 Min

Description:

A wide range of policy and practice initiatives have been launched in past years at international and
national levels to address the risks hate speech online poses to human rights and societies,. The
responses launched by governments, industry and CSO'’s range from preventive measures (eg.
education and awareness raising), protection (eg, content moderation, self-regulation, victim support),
and prosecution (eg. reviews of criminal, civil and administrative codes, and mechanisms for their
application).

Responses should be mutually reinforcing and uphold the human rights of internet users, as outlined
for example in the Council of Europe Guide to Human Rights for Internet Users. The implementation of
existing policies has, however, proven challenging. ‘Hate speech’ means different things in different
societies and the cross-border operationalisation of content restriction policies amid the diversity of
local contexts remains problematic. This is all the more so, as the right to freedom of expression and
opinion must be upheld in all democratic societies. Governments, industry and CSO’s in determining
their strategies to address hate speech need to balance different considerations. For example
importance of judicial oversight of content moderation decision, but also the need to manage fast
amount of online content on multitude of platforms. Long term gains of education to address hate
speech will not address the need of victims to push back against discrimination and protect their
human rights today.

The Council of Europe is hosting this session to gather reflections from participants based on their
own experiences with the ongoing initiatives of governments, industry and CSO’s. What works? Who
must be involved? How can be democratically legitimised oversight over speech be ensured?

These reflections will provide valuable input into the deliberations of a newly established inter-
disciplinary Committee of Experts. The “Council of Europe Expert Committee on Combating Hate
Speech” is tasked to prepare a draft Committee of Ministers’ recommendation on ‘a comprehensive
approach to addressing hate speech within a human rights framework'’.

This 90 minutes break out session will consist of three phases.

1. An introduction to the concept of a comprehensive approach to combating hate speech within a
human rights framework by two expert speakers. They will reflect on the opportunities and challenges
of such an approach building on 1. Council of Europe standards and case law of the European Court of
Human Rights, and 2. Experiences with practical tools and approaches developed by the Council of
Europe and its partners (CSO, industry).

2. Break-out groups to reflect on the challenges and opportunities to realise a human rights-based
approach towards hate speech within the three main areas of intervention: prevention, protection and
prosecution (see under issues). Each breakout group will be facilitated by a content expert.

Following a brief introduction into key human rights considerations applicable to their theme, groups
will be asked to: identify and review their own experiences and existing practices; reflect on a multi-
stakeholder approach identifying roles and responsibilities; reflect on interaction between the three
areas of intervention.

3. The closing plenary will collect the feedback from the breakout groups and facilitate closing
discussion with the content experts. Participants will also receive information on the work of the
Council of Europe Committee of Expert on Combatting hate speech and how they can engage.

The session will be facilitated by the Council of Europe, with support from content experts who will
facilitate the break-out sessions.

Issues:



The strength of a comprehensive approach towards hate speech and its possible application is
exemplified in General Policy Recommendation No. 15 on combating hate speech of the European
Committee against Racism and Intolerance. This calls for a multi-stakeholder approach, where
authorities and industry understand and play their part, as outlined for example in CM/Rec(2018)2 of
the Committee of Ministers to member States on the roles and responsibilities of internet
intermediaries.

The break-out groups will be invited to give inputs to three main areas of concern addressed by the
Committee of Experts in its deliberations.

a. Preventive measures: Challenges and opportunities of non-regulatory initiatives, in particular
awareness-raising, education

Media literacy, general awareness, victim support and use of counter and alternative narratives are just
a few of the range of tools that can build the resilience against hate narratives and empower victims
and bystanders to act in solidarity with persons and groups targeted. What roles and responsibilities
do different stakeholder have to address hate speech that is not illegal, yet undermines trust in the
internet and has a chilling effect on expression of targeted groups and public debate in a democratic
society in general.

b. Protective measures: challenges and opportunities of content moderation and related (self-)
regulatory tools.

Various approaches to the governance of online hate speech have evolved across Europe, and new
self-regulatory approaches are adopted by companies. What can we learn from the experiences thus
far? What do they tell us about the roles and responsibilities of different stakeholders to deliver content
moderation within a human rights framework? How can judicial oversight be ensured? Does regulation
deliver effective redress for both persons targeted by hate speech and persons who's right to freedom
of expression are infringed?

c. Prosecution measures: Challenges and opportunities around implementation of national criminal
and administrative legislation covering hate speech in the online environment persist. Where adequate
national legislation covering hate speech is in place, national authorities seem to struggle to
implement these in the online environment for a range of reasons. Equally, internet platforms seem to
struggle to align their global user guidelines with relevant national legislation and questions remain
regarding respective roles and responsibilities. How to identify, document and take action on hate
speech that violates national administrative, civil and criminal law.

The discussions between different stakeholders at this session provides an opportunity to exchange
views on challenges, opportunities and practical experiences gained in the different sectors and
stakeholder groups. By identifying and discussing the diversity of concerns, including importantly, of
representatives of groups who are targets of hate speech, those concerned about free expression,
those providing internet services, those that seek to uphold the law in the online space, a better
understanding of the complementarity of approaches and respective roles can emerge.

This multi-stakeholder dialogue helps identify complementarity, gaps and conflicts regarding the roles
and responsibilities of different stakeholders in delivering a comprehensive response to address hate
speech.

Policy Question(s):

Policy questions related to Trust, Media and Democracy:

- Have the wide range of policy and practice initiatives launched by Governments, Industry and CSO's in
past years at international and national levels been able to address the risks hate speech online poses
to societies within a human rights framework?

- How can preventive measures (eg. education and awareness raising), protection (eg, content
moderation, self-regulation, victim support), and prosecution (eg. reviews of criminal, civil and
administrative codes, and mechanisms for their application) measures become further mutually



reinforcing to uphold human rights of all internet users.

- How can a multi-stakeholder dialogue be strengthened to help identify complementarity, gaps and
conflicts regarding the roles and responsibilities of different stakeholders in delivering a
comprehensive response to address hate speech.

Expected Outcomes:

The session will produce a summary report of discussions, which will provide valuable input to the
deliberations of the Council of Europe Expert Committee on combatting hate speech.

Relevance to Internet Governance: The multi-stakeholder, multi-faceted approach to addressing hate
speech is fully in line with the principles of internet governance processes, in line with the Council of
Europe approach as outlined in the organisations successive Internet Governance strategy, as well as
CM/Rec(2018)2 of the Committee of Ministers to member States on the roles and responsibilities of
internet intermediaries for example.

The need for such a comprehensive approach is even more clear in regards to addressing hate speech,
as outlined in for example in General Policy Recommendation No. 15 on combatting hate speech of the
European Committee against Racism and Intolerance.

Relevance to Theme: Most forms of hate speech and their underlying hate narratives seek to justify
and/or promote inequality and discrimination that undermines the opportunity of individuals or groups
to fully participate and express themselves, including online. It tends to typically target those in society
who already are in a situation of minority or exclusion.

Hate Speech pulls up additional barriers for individuals and groups towards inclusion, and for them to
fully enjoy the opportunities provided by the Internet. It can undermine their right to freedom of
expression and non-discrimination, it can limit their full and equal participation in a (digital) society or
community.

Discussion Facilitation:

The breakout groups will be facilitated by content experts, who will be instructed to provide 2 minute
intro and facilitate a genuine exchange of experiences and questions between the break-out group
participants.

Participation will be encouraged by reference questions helping to frame breakout group discussions.

The plenary summary will ensure that all participants gain understanding of the findings d from the
different breakout group discussions.

Online Participation:
Usage of IGF Official Tool.
SDGs:

GOAL 5: Gender Equality

GOAL 9: Industry, Innovation and Infrastructure
GOAL 10: Reduced Inequalities

GOAL 16: Peace, Justice and Strong Institutions

Background Paper

IGF 2020 WS #65 Education Under Surveillance: Al and data protection


https://www.intgovforum.org/multilingual/content/igf-2020-ws-65-education-under-surveillance-ai-and-data-protection
https://www.intgovforum.org/multilingual/sites/default/files/webform/list_of_council_of_europe_reference_document.pdf

Session

Thematic Track:
Data

Topic(s):
Artificial Intelligence
Data Protection

Surveillance Economy

Organizer 1: Civil Society, Latin American and Caribbean Group (GRULAC)
Organizer 2: Government, Latin American and Caribbean Group (GRULAC)
Organizer 3: Civil Society, Latin American and Caribbean Group (GRULAC)
Organizer 4: Civil Society, Eastern European Group

Speaker 1: Schallier Wouter, Intergovernmental Organization, Latin American and Caribbean Group
(GRULAC)

Speaker 2: Velislava Hillman, Technical Community, Western European and Others Group (WEOG)
Speaker 3: Elena Ortiz, Private Sector, Latin American and Caribbean Group (GRULAC)

Speaker 4: Frederick Questier, Technical Community, Western European and Others Group (WEOG)
Speaker 5: Flavia Lefevre Guimaraes, ,

Format:
Debate - Auditorium - 90 Min

Description:

From "Education Under Surveillance: National mapping shows states and institutions exposed to
surveillance capitalism” we will encourage debate on how governments and educational institutions
can better address data protection and privacy for students and teachers. Artificial Intelligence can be
highly beneficial for improving teaching and learning process, but specific regulations for the use of
platforms that mine metadata are essential.

Issues:

The Educacgao Vigiada (Education Under Surveillance) project shows that 65% of public universities
and state education offices in Brazil are exposed to “surveillance capitalism”. The project calls
attention to the lack of transparency and regulation in public-private relations in technological
platforms and services, compromising users' rights such as privacy and the protection of personal
data

Policy Question(s):

1) Governance dimensions for data-driven technologies

Topics: Human Rights, ethics, and other regulatory or non regulatory models for data governance, data
protection, sand boxes, self-regulation, Fairness, Accountability and Transparency (FAT) models.
Example: What is the role of ethics, Human Rights and other regulatory or non regulatory models in
data governance, do they need to be addressed jointly or separately?

3) Data-driven emerging technologies

Topics: artificial intelligence, 10T, algorithms, facial recognition, blockchain, automated decision
making, machine learning, data for good.

Example: What is the impact of Al and other data-driven technologies in the exercise of rights of most
vulnerable groups? How to implement them to further advance their inclusion and avoid further harm?

Expected Outcomes:
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This mapping initiative aims to draw attention to the lack of regulation of partnerships established by
public education with commercial organizations, which compromise the right to privacy and personal
data protection of citizens, particularly children and adolescents. These partnerships do not involve the
expenditure of financial resources by the public administration. However, there is a hidden value
extracted from the collection of our data and metadata. As universities and school systems suspended
classes, in a collective effort to contribute to reduce the transmission of COVID-19, a large number of
tech companies and platforms begin offering tools for distance education as a way to maintain
educational activities. Many of them provided ‘free’ services to encourage use of their systems and
services.

Relevance to Internet Governance: It is crucial to Internet Governance to deal with data protection,
specially related to children and teenagers. Al is prominent resource and it can certainly promote
improvements in the teaching and learning processes, but it is essential to protect rights and also to
promote people’s citizens awareness regarding the evolution of technology. In the case of basic
education, the problem is even greater because it involves children and adolescents. Data Protection
Laws are emerging or come into force in different countries, which bring a specific article on data
protection for this group, so schools and educational systems need to rethink their role in relation to
the choices they make, as well as promoting professional development for teachers and teaching
students on the importance of this issue. Once public-private partnerships are established and service
migrations are made, such as institutional e-mails, it is very difficult for institutions and networks to
reverse their dependency on these new systems.

Relevance to Theme: With COVID-19, a large number of tech companies and platforms begin offering
tools for distance education as a way to maintain educational activities. Many of them provided ‘free’
services to encourage use of their systems and services. “Surveillance capitalism,” a term used to
designate business models based on the extensive extraction of personal data by algorithms and
artificial intelligence techniques in order to obtain predictions about user behavior, using this
information to offer and sell products and services. There is a lack of regulation of partnerships
established by public education with commercial organizations, which compromise the right to privacy
and personal data protection of citizens, particularly children and adolescents. These partnerships do
not involve the expenditure of financial resources by the public administration. However, there is a
hidden value extracted from the collection of our data and metadata.

Discussion Facilitation:

Organizers will presente the session purpose and show to the audience the unprecedented mapping
shows how public education institutions in Brazil are exposed to “surveillance capitalism”. The idea of
the session is to discuss the lack of transparency and regulation in public-private relations in
technological platforms and services around the world, compromising users’ rights such as privacy
and the protection of personal data. Each panelist will make a brief explanation on the topic, according
to their specialty (Human Rights, Education, Al, Data Protection etc) and, in sequence, we will open the
debate to the online and onside audience. We wil organize our community on-line from Brazil and some
partners from Latin America countries to join us during the session and using social networks to
spread the discussion. We would like to encourage our audience and panelists to cocreate a
recommendation draft or proposal draft focused on orientation for governments, schools, and
education systems when they have to choose between alternative tools based in open source and free
software or negotiate with owner companies.

Online Participation:
Usage of IGF Official Tool.
SDGs:

GOAL 4: Quality Education

Reference Document
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IGF 2020 WS #67 trust issues in IPv6 Internet Infrastructure

Session

Thematic Track:
Trust

Topic(s):
IPv6 based Distributed DNS systems
IPv6 DNS Root Servers

IPv6 infrastructure Trust Issues

Organizer 1: Technical Community, Asia-Pacific Group

Organizer 2: Private Sector, Asia-Pacific Group

Organizer 3: Civil Society, Asia-Pacific Group

Organizer 4: Technical Community, African Group

Organizer 5: Technical Community, Western European and Others Group (WEOG)
Organizer 6: Private Sector, Asia-Pacific Group

Organizer 7: Intergovernmental Organization, Intergovernmental Organization

Speaker 1: Satya Gupta, Civil Society, Asia-Pacific Group

Speaker 2: MOHAMED ELNOUR ABDELHAFEZ FADUL, Technical Community, African Group
Speaker 3: Latif Ladid, Technical Community, Western European and Others Group (WEOG)
Speaker 4: Shuai Liu, Private Sector, Asia-Pacific Group

Speaker 5: Desire KARYABWITE, Intergovernmental Organization, Intergovernmental Organization

Format:
Break-out Group Discussions - Flexible Seating - 90 Min

Description:

The main content of this workshop will focus on trust issues related to IPv6 Infrastructure. This is very
important today, given that IPv4 addresses have run out and the uptake of IPv6 on the Internet is on an
exponential rise. A simple indicator is as follows: In January 2016, about 9% of google users used IPv6
to access google. In January 2020, the number of google users using IPv6 was almost 30%. This is an
exponential increase of almost 21% in 4 years, given that it took almost 16 years to get it to 9%, with
the assumption IPv6 rollout started in the year 2000. Given this growth factor, IPv6 will overtake IPv4
traffic by 2024. The Agenda for this workshop will be as follows: 1. Is IPv6 infrastructure more Trusted
than IPv4 based Infrastructure? 2. Will creating more IPv6 based Distributed DNS systems and
increasing IPv6 DNS Root Servers help the Internet Community and build more Trust in Internet
Infrastructure. 3. How can Capacity building and Research play a role in enhancing trust in IPv6
Infrastructure systems The Methodology used will be Breakout Groups style with slight modifications.
There will be three segments. First Segment. 15 mins. Chairman will introduce the general topic and
then introduce each Moderator and the area the Moderator will cover. Second Segment. 45 mins. Each
Moderator will cover the associated topic and discuss this with the members of his/her Interest
SubGroup. The moderators together with their subgroups will then formulate their presentation. Third
Segment. 30 mins. Each Moderator will present his findings to the entire Workshop members.
Questions and Answered will be allowed from the general public, and the moderator and his/her team
will have to respond accordingly. The final findings of each group will then be minuted and presented
as the final outcome of the Workshop.
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Issues:

Issue 1: Does the general Public and Governments consider the new IPv6 Infrastructure to be more
transparent and trusted as compared to the current IPv4 Infrastructure (Domain name management
Systems and IP Address Management Systems). Issue 2: Will creating more IPv6 based Distributed
DNS systems and increasing IPv6 DNS Root Servers help the Internet Community and build more Trust
in Internet Infrastructure. Opportunity 1: How Capacity Building can play a role in enhancing trust in
IPv6 Infrastructure systems Opportunity 2: To identify areas of Research that can play arole in
enhancing trust in IPv6 Infrastructure systems

Policy Question(s):

Subthemes and Topics: 1. Internet (Ipv4 and IPv6) Infrastructure’s Global Trust 2. Distributed IPv6 DNS
as a trusted Infrastructure 3. Will More IPv6 DNS Root Servers increase the trust level 4. How can
Capacity Building help build more trust for IPv6 Internet Infrastructure 5. How can Research help build
more trust for IPv6 Internet Infrastructure Policy Questions: This workshop addresses the following
policy questions: 1. What policies need to be put in place/added to existing policies to make IPv6
Infrastructure more relevant to Trust? 2. What policies need to be put in place to increase the trust of
Distributed IPv6 DNS servers 3. Would increasing the number of IPv6 Root DNS servers increase trust?
What policies need to be put in place to manage this? 4. How to encourage these policies to be globally
adopted and practiced.

Expected Outcomes:

The expected outcome of this workshop is to request the ITU-MUST Center to manage the following
tasks: 1. Create a policy document outlining what needs to be addressed in order to make IPv6
Infrastructure more trusted. 2. Formulate capacity building programs that will address the trust
challenges regarding IPv6 based infrastructure. 3. Propose Research Projects that can enhance the
trust challenges regarding IPv6 based infrastructure.

Relevance to Internet Governance: This Roundtable will formulate ways (methods) to address the trust
issues related to IPv6 Infrastructure These proposed methods can then be further refined and
formulated into policies and governance for use by the Internet Governing Bodies and Regulators. The
ITU-MUST Center can coordinate to formulate such a policy document for global use. Internet Trust is
a key area in Internet Governance today. Almost all organizations and governments are reviewing and
formulating policies based on trust. Thus providing accurate and relevant information regarding trust
in IPv6 Infrastructure to the IGF participants is important

Relevance to Theme: This proposal submission is related to the (TRUST) theme, as it is already well
known that Internet infrastructure systems are now considered a crucial component which affect our
daily life. Most of these infrastructure systems have started or are already supporting IPv6. (IPv6 is
the Internet protocol that was developed to replace IPv4). To continue to maintain the Trust of the
internet, some of the current IPv6 Internet infrastructure systems will need to be restudied, taking into
consideration current and future Trust related issues. Research and capacity building projects, as well
as policies should be formulated to address these issues.

Discussion Facilitation:

Interaction with Workshop participants will be conducted during the second stage and the third stage.
Second Segment. 45 mins. Each Moderator will cover the associated topic and discuss this with the
members of his/her Interest SubGroup. The moderators together with their subgroups will then
formulate their presentation. Third Segment. 30 mins. Each Moderator will present his findings to the
entire Workshop members. Questions and Answered will be allowed from the general public, and the
moderator and his/her team will have to respond accordingly. The final findings of each group will then
be minuted and presented as the final outcome of the Workshop. We expect participation from the
global Internet community. Technical, Regulatory as well as the user community.



Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: Yes, Online video conferencing called
CliteHD.com (see www.clitehd.com)

SDGs:

GOAL 9: Industry, Innovation and Infrastructure

IGF 2020 WS #71 Building trust through responsible response to global
crises

Session

Thematic Track:
Trust

Topic(s): _
Capacity Development

Confidence-Building Measures
Cybersecurity Best Practices

Organizer 1: Private Sector, Western European and Others Group (WEOG)
Organizer 2: Technical Community, Asia-Pacific Group

Speaker 1: Kathryn Condello, Private Sector, Western European and Others Group (WEOG)
Speaker 2: Toshiya Jitsuzumi, Civil Society, Asia-Pacific Group

Speaker 3: Doreen Bogdan-Martin, Intergovernmental Organization, Western European and Others
Group (WEOG)

Speaker 4: ,,

Format:
Round Table - U-shape - 90 Min

Description:

COVID-19 has driven increased global demand by citizens for a secure and reliable Internet.
Governments, businesses, and consumers need reliable connectivity with sufficient bandwidth to
support pandemic mitigation response plans as well as provide a credible source of information about
the virus and foster a sense of community during especially challenging times. The challenges of
dynamic and shifting patterns of global internet traffic made it necessary for governments and
providers of communications infrastructure, systems, platforms, and devices to work together to
address this global threat.

This panel will explore the policy question of the appropriate role of government and the private sector
to ensure reliable and secure connectivity for citizens during times of global crises and in so doing
create a framework of trust. It will examine how business, government, and civil society found ways to
leverage the evolution of large-scale response strategies to ensure the stability, resilience and ongoing
security of these networks; how resources such as the ITU Global Network Resiliency Platform
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endeavored to assist governments and the private sector in achieving this goal; lessons learned
through the COVID-19 event; and best practices for evolving this framework of trust to prepare for other
large-scale response events.

Agenda

* Overview of the problems created by the crisis and the role of the Internet
« Stakeholder collaboration on mitigation strategies

* Evolving the Framework of Trust

* Best Practices to inform future crisis response

Issues:

The COVID-19 crisis put into stark relief the importance of developing a new framework that would
safeguard user trust in the soundness of the communications network backbone and the reliability of
Internet connectivity. Such challenges included: (1) ensuring sufficient bandwidth through each leg of
the network; (2) maintaining the security and resiliency of these networks; (3) expanding connectivity
to increase availability to meet demand, especially to vulnerable populations; and (4) establishing
meaningful global communication channels. The workshop also will consider how ensuring the
soundness of communications networks was essential for dissemination of information for the
prevention and mitigation of COVID-19 and e-education services.

This represented stakeholder collaboration in action. Business, government, the technical community,
multilateral organizations, and others needed to work together amid constantly changing conditions to
address these challenges. This collaboration in and of itself was a critical learning experience that can
inform and be leveraged for disaster response in the future.

Policy Question(s):

The policy questions we will address fall primarily under the category —-Security, stability and resilience
of the Internet infrastructure, systems and devices -- addressing the need for best practices to ensure
the soundness of connectivity and the communications backbone upon which the functioning of the
Internet depends and in so doing, foster user trust.

Policy Question(s):

1) How can best practices at the infrastructural level build user trust in the reliability and stability of
Internet service, especially at a time of global crisis?

2) How can business and government work together to ensure sufficient bandwidth through each leg
of the communications network; and

(3) How can business and government expand connectivity to meet increasing levels of demand during
a global crisis, especially to vulnerable populations.

Expected Outcomes:

This workshop will produce a set of Best Practices for businesses, governments, and civil society to
employ in responding to large-scale crises that builds public trust in the stability, resilience, and
security of internet and the communications networks upon which it relies.

Relevance to Internet Governance: The continued evolution and use of the Internet hinges on user trust
in the infrastructure that enables the online ecosystem to function. This workshop relates to Internet
governance by highlighting how multiple stakeholders shared a common view of the importance of
ensuring a secure and reliable Internet to support mitigation and recovery from a global crisis and
worked together to realize that.

Relevance to Theme: This workshop enables discussion of lessons learned and best practices
developed for protecting and fortifying infrastructure and communication networks so that users and
nations will trust that the Internet can be leveraged to reliably and securely mitigate a global crisis and
be a trusted means to support work from home, distance learning, tele-health and to disseminate



useful and relevant information. It will delve into the appropriate roles and responsibilities of all
stakeholders, but especially public-private cooperation in creating a framework for trust.

Discussion Facilitation:

a) The pre-IGF preparatory process will entail reaching out to and confirming the participation of
remote discussants, particularly from emerging economies, who the Moderator will invite to offer
comments or pose questions via the Remote Moderator following each agenda topic. In addition, the
co-organizers will explore with Roundtable participants the potential for establishing remote
participation hubs, particularly in emerging economies, delving into technical capabilities and needs
that could be addressed by the business community.

For the workshop itself, online participants will have a separate queue managed by the Online
Moderator. Questions and comments will be rotated between the online queue and the in-person queue
at the microphone. The Moderator will work closely with the Online Moderator during the pre-IGF
preparations to establish effective means of communication between them to ensure the timely
insertion of a remote question/comment. The Online Moderator will be strongly encouraged to
participate in pre-IGF training provided by the IGF Secretariat as well as the preparatory
teleconferences, the latter to thoroughly familiarize herself with the workshop substance. The Online
Moderator also will be "backed up” by the workshop organizer, so that any unexpected technical
problems or communication issues with the Moderator can be addressed expeditiously.

The pre-IGF preparatory process also will entail (1) confirming on-site discussants, who will attend the
workshop and be prepared to ask a relevant question as a means of "breaking the ice” and encouraging
other audience questions; and (2) reaching out to and confirming the participation of online
discussants, particularly from emerging economies, who the Moderator will invite to offer comments or
pose questions via the Online Moderator.

Online Participation:
Usage of IGF Official Tool.
SDGs:

GOAL 4: Quality Education

GOAL 8: Decent Work and Economic Growth
GOAL 9: Industry, Innovation and Infrastructure
GOAL 11: Sustainable Cities and Communities
GOAL 17: Partnerships for the Goals

Reference Document

IGF 2020 WS #72 Tech for the Planet

Session

Thematic Track:
Environment

Topic(s):
Clean and Renewable Energy
Emerging Technologies and Environment

Leveraging Artificial Intelligence and Big Data for Environmental Sustainability
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Organizer 1: Private Sector, Western European and Others Group (WEOG)
Organizer 2: Government, Western European and Others Group (WEOG)

Speaker 1: Chris Wilson, Private Sector, Western European and Others Group (WEOG)

Speaker 2: Alexandre Caldas, Intergovernmental Organization, Intergovernmental Organization
Speaker 3: Nick Wise, Civil Society, Western European and Others Group (WEOG)

Speaker 4: Reyna Ubeda, Intergovernmental Organization, Latin American and Caribbean Group
(GRULAC)

Format:
Round Table - U-shape - 90 Min

Description:

What should governments, international organizations and stakeholders be doing so that technological
innovation can be harnessed to tackle environmental sustainability? The serious problems facing our
environment — such as climate change, biodiversity and water scarcity — are widely known and
recognized in the 2030 Sustainable Development Agenda. There are many exciting examples of how
technology can help society address these challenges, and there are also ways that the technology
sector can reduce its impact on the environment as well as help other sectors of the economy to do
the same. This workshop would explore some of these approaches and try to understand actions and
policy decisions that could be taken to maximize the ability to leverage technology to help solve the
planet's environmental problems.

Proposed Agenda:

* The Potential of Technology Solutions to Environmental Problems

+ Case Studies and Examples, e.g. business commitments, solutions deployed in the field by
companies and NGOs, and public-private partnerships

* Discussion on a Multistakeholder Approach to Saving the Planet, and the respective roles and
responsibilities of different stakeholders

Issues:

* Re-focusing technologies that have enabled and sustained digital transformation to mitigate damage
to the environment.

* Using technologies to lead in the reduction of the carbon footprints of business, government, and
consumers.

Policy Question(s):

1. How can existing and emerging digital technologies contribute to addressing climate change and
how can they foster change in various sectors of the economy (manufacturing, trade, agrifood, etc.)?
What initiatives exist and what can be done to improve them?

2. What role can data and Al play in tackling sustainability issues such as climate change, biodiversity,
conservation and water scarcity?

3. How could policy-making benefit from the analysis of big data to better understand impacts of
policy decisions on sustainability?

Expected Outcomes:

The workshop will provide examples of how business, government, and civil society, either on their own
or collaboratively, have developed solutions that address several of the UN Sustainable Development
Goals. It will also seek to identify best practice policy approaches or other factors that can enable the
broader deployment of these solutions.

Relevance to Internet Governance: In accordance with the Tunis Agenda, this workshop will directly
highlight how ICTs can lead the world in achieving certain SDGs, in particular SDG 13, through
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information sharing and exploration of public-private partnerships.

Relevance to Theme: This workshop topic will produce a body of substantive information, business use
cases, and policy recommendations directly relevant to the environment theme.

Discussion Facilitation:

a) The pre-IGF preparatory process will entail reaching out to and confirming the participation of
remote discussants, particularly from emerging economies, who the Moderator will invite to offer
comments or pose questions via the Remote Moderator following each agenda topic. In addition, the
co-organizers will explore with Roundtable participants the potential for establishing remote
participation hubs, particularly in emerging economies, delving into technical capabilities and needs
that could be addressed by the business community.

For the workshop itself, online participants will have a separate queue managed by the Online
Moderator. Questions and comments will be rotated between the online queue and the in-person queue
at the microphone. The Moderator will work closely with the Online Moderator during the pre-IGF
preparations to establish effective means of communication between them to ensure the timely
insertion of a remote question/comment. The Online Moderator will be strongly encouraged to
participate in pre-IGF training provided by the IGF Secretariat as well as the preparatory
teleconferences, the latter to thoroughly familiarize herself with the workshop substance. The Online
Moderator also will be "backed up” by the workshop organizer, so that any unexpected technical
problems or communication issues with the Moderator can be addressed expeditiously.

The pre-IGF preparatory process also will entail (1) confirming on-site discussants, who will attend the
workshop and be prepared to ask a relevant question as a means of "breaking the ice” and encouraging
other audience questions; and (2) reaching out to and confirming the participation of online
discussants, particularly from emerging economies, who the Moderator will invite to offer comments or
pose questions via the Online Moderator.

Online Participation:
Usage of IGF Official Tool.

SDGs:

GOAL 6: Clean Water and Sanitation

GOAL 7: Affordable and Clean Energy

GOAL 11: Sustainable Cities and Communities
GOAL 13: Climate Action

GOAL 14: Life below Water

GOAL 15: Life on Land

GOAL 17: Partnerships for the Goals

IGF 2020 WS #73 DNS over HTTPS (DoH): Human Rights, Markets, and
Governance

Session

Thematic Track:
Data

Topic(s):
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Competition
Human Rights
Technical Standards

Organizer 1: Civil Society, Western European and Others Group (WEOG)
Organizer 2: Civil Society, Asia-Pacific Group

Speaker 1: Caroline Greer, Private Sector, Western European and Others Group (WEOG)

Speaker 2: Joey Salazar, Civil Society, Latin American and Caribbean Group (GRULAC)

Speaker 3: Konstantinos Komaitis, Technical Community, Western European and Others Group (WEOG)
Speaker 4: Bruna Santos, Civil Society, Latin American and Caribbean Group (GRULAC)

Format:
Round Table - U-shape - 90 Min

Description:

A new protocol, DNS over HTTPS (DoH), has emerged as a potentially revolutionary modification to the
DNS intended to improve the security and confidentiality of DNS queries. This has resulted in a heated
controversy involving Internet service providers (whose DNS would be bypassed by DoH), the browser
software and trusted resolver producers (who would have more control over the handling of DNS
queries), and governments that use DNS to filter or censor the internet (whose blocking mechanisms
would be bypassed). Many users and rights advocates are uncertain about how to approach this
controversy.

This panel brings together experts and regional perspectives to discuss and interact with the audience
on the broader human rights, market concentration, and governance impacts of DoH development and
deployment.

Issues:

Dialogue about implementing DoH has been largely centered on potential impacts on ISPs, network
security, and government legal/policy regimes based in the US and UK. Less explored is the
transnational context and the role of users and markets in developing countries. For example, the
confidentiality of DNS query data and availability of global products and services can be especially
important to individuals in countries where an authoritarian government and/or state-controlled ISPs
might conduct surveillance or censor web sites and applications. Initial research suggests that users
outside of North America and Europe rely less on their ISP’s DNS resolvers, supporting claims by
proponents of DoH that confidentiality of DNS query data matters. But there are also legitimate
concerns about the concentration of data and DNS service in the hands of the big global platforms,
and how users discover and select DNS resolvers.

Policy Question(s):

How does the adoption of DoH affect network/user security and privacy, as well as the organization of
the markets for browsers and operating systems, ISPs, network security products and services, and
public and managed DNS?

Which actors will the adoption of DoH potentially strengthen or weaken?

Are the network security vs data privacy trade-offs under DoH understood and apt? What are the
potential impacts on domestic regulatory compliance (e.g., censorship, data logging, privacy) and
extraterritorial effects of policies (e.g., freedom of expression, intellectual property protection)?

Expected Outcomes:
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Our outcome is to improve human rights advocates’ understanding of the true implications of DoH for
Internet users, so that they can properly mobilize around the issue. The session will build awareness of
how the Internet's technical standards and transnational governance impact markets and influence
privacy, freedom of speech and association.

Relevance to Internet Governance: The Domain Name System (DNS) is a central component of the
Internet, and one of the most important global communication infrastructures of our time. Concerns
about network/user security, privacy, and market concentration are critical to the future of the global
Internet. They need to be understood and explored. Our proposal touches on fundamental issues in
Internet governance, cybersecurity and human rights, while taking into account economic incentives
and institutional constraints that result in emergent forms of actor behavior like standards adoption.

Relevance to Theme: DNS data, or query and response messages (generated, e.g., when you click a
website link), allow users to engage in the public sphere, find information, and communicate globally.
Given these messages are traditionally unencrypted (i.e., cleartext), observing them can reveal what
content a user may be interested in. Moreover, DNS messages both in isolation and when combined
can be leveraged to identify a user or serve targeted content (e.g., advertisements). The same DNS
message data is also monitored extensively by network operators like Internet Service Providers (ISPs),
network security services, and enterprises to secure infrastructure, filter malicious content, and protect
users.

Discussion Facilitation:

Once it is known that the proposal has been accepted by the MAG, the organizers will begin preparing
the participants by holding several online pre-meetings to work out the specific wording of the
questions that will be discussed, the order of responses, and the viewpoints that will be expressed.
Advance preparation of this kind improves the quality of the interactions. During the workshop the
moderator will begin by describing the general situation that has given rise to the debate and framing
the issues to be addressed. The next segment of the workshop will be organized around the four
Issues/Challenges/Opportunities listed in Section 6. After the roundtable discussion concludes, we will
allow 2 or 3 questions from the floor and online on each Issue.

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: IGP operates a Twitter account and will highlight
observations made by participants.

SDGs:

GOAL 9: Industry, Innovation and Infrastructure

IGF 2020 WS #74 Flattening the curve of irresponsible state behaviour
online

Session

Thematic Track:
Trust

Topic(s): . .
Cybersecurity Best Practices

Inclusive Governance
Norms
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Organizer 1: Civil Society, Western European and Others Group (WEOG)
Organizer 2: Civil Society, Western European and Others Group (WEOG)
Organizer 3: Civil Society, Latin American and Caribbean Group (GRULAC)
Organizer 4: Technical Community, Asia-Pacific Group

Speaker 1: Farzaneh Badii, Civil Society, Asia-Pacific Group
Speaker 2: Heather Leson, Intergovernmental Organization, Intergovernmental Organization
Speaker 3: Cristine Hoepers, Technical Community, Latin American and Caribbean Group (GRULAC)

Format:
Round Table - Circle - 90 Min

Description:

If successful, this workshop proposal will mark the 5th iteration of a multidisciplinary collaboration
that started during IGF in 2016. Since then, we have been among the first workshop organizers to bring
UN 1st Committee discussions to the IGF (2016). Since then, the establishment of new UNGGE and
OEWG, has provided us with a fruitful opportunity to explore different dimensions of the intersections
and divides between policymakers and the technical community. Within the IGF community, we have
also been closely exploring synergies with the work being done by the BPF Cybersecurity In the years
that followed, we have brought policymakers to understand useful elements of diplomacy in
CERT/CSIRT operations (2017); we have brought a CERT perspective to "Whois" privacy discussions
(2018); we also have measured cybernorm effectiveness in different cyberattack scenarios (2019). For
IGF 2020, we propose addressing the question of Internet resiliency during the COVID-19 crisis. To do
so, we will focus on (i) how State and non-State sponsored behaviors have put healthcare ICT systems
to a test and (ii) what protections are needed to reduce the human cost of cyber-operations. As is now
our signature approach, we will bridge technical and policy perspectives to these questions, seeking
common ground between network operators, CERT/CSIRT specialists, healthcare
professionals/experts, cyberdiplomats and ICT policymakers to identify lessons learned, define best
practices and propose solutions moving forward the cybernorms debate. We will do this in a carefully
moderated setting, with open and interactive participation from a diverse array of disciplines and
stakeholders.

Issues:

The strict health and safety measures put in place around the world to face the COVID-19 pandemic,
can bring important lessons about emergency response, also applying to cyberattacks, calling perhaps,
for more CERT/CSIRTSs specializing in the health sector. During lockdown, Internet infrastructure
resilience was stress-tested, in terms of change of users habits, increased Internet traffic and also
infrastructures subject to cyberattacks, some affecting the healthcare sector. There is an opportunity
to promote a symbiosis between health and technical sectors to find public policy lessons and learn
from multi-sectoral collaboration. The biggest challenge we have faced in the last 5 workshops is the
difficulty to produce a common understanding which is useful to both, the technical and the
policymaking sides of the discussion. This requires translation and interpretation of concepts and
mindsets which we will attempt to happen during the workshop.

Policy Question(s):

What are the lessons learned that can apply both, to health and ICT sectors? What inputs are useful for
cyber-diplomats to consider in ongoing international discussions on cybersecurity? Are there
additional cybernorms needed that can help to save human life and protect healthcare systems? How
can we better address the power imbalance and inequalities? Is healthcare considered a critical
infrastructure under the UN cyber norms? Is it enough to say that attacks on hospitals and healthcare
systems and research facilities are prohibited? What sort of due diligence or cooperation norms might
improve resiliency to State and non-State cyber operations against this sector? Has the COVID-19
crisis and corresponding emergency response measures in both, health and ICT sectors, provide an
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opportunity to flatten the curve of irresponsible behavior online? How digital divide affect institutional
readiness?

Expected Outcomes:

We are particularly interested in producing fresh multidisciplinary perspectives that can inform the
development of inputs to processes such as UNGGE and UNOEWG, other cybernorm development
processes and discussions within the technical community, where matters of responsible behavior
online are being discussed. If the workshop agrees on lessons learned from emergency response
during COVID-19 crisis, then these lessons can inform policy or be included in operational plans by
technical organizations.

Relevance to Internet Governance: Cybersecurity discussions involving policy measures to increase
State and not-state responsible behavior online have an important Internet governance dimension on
two fronts: First, the processes of developing norms and best practices. These processes, we argue,
need to be inclusive and benefit from a multistakeholder approach in the agreement of outcomes,
particularly when discussed in inter-governmental settings. Secondly, there is an Internet governance
dimension in the implementation of these norms, as they can affect, purposefully or inadvertently, the
way Internet networks operate.

Relevance to Theme: Multidisciplinary approaches to emergency humanitarian response and norm
development are the right conduit for maintaining and strengthening trust between the policy and the
technical communities. Also, solutions emanated with this approach, are more inclusive and better
informed, so again, they should translate to improvements in security and resiliency of networks.

Discussion Facilitation:

The format of our workshops traditionally consists of a core group that have had previous discussions
on the matter at hand. During the workshop, they share their "practiced” views with others and open
the discussion to all participants around the table. Moderators guide the core group to catalyze
discussions with participants in a fast-paced interactive manner. Moderators, together with the core
group, synthesize views at the end and extract agreements and lessons learned.

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: We have successfully brought remote speakers
and participants to our workshops.

SDGs:

GOAL 8: Decent Work and Economic Growth
GOAL 9: Industry, Innovation and Infrastructure
GOAL 11: Sustainable Cities and Communities
GOAL 16: Peace, Justice and Strong Institutions

Reference Document

IGF 2020 WS #75 Al solution and governance for global public
emergencies


https://www.intgovforum.org/multilingual/content/igf-2020-ws-75-ai-solution-and-governance-for-global-public-emergencies
https://blog.apnic.net/2019/11/25/bridging-the-policy-and-technical-communities-on-international-cybersecurity-discussions/

Session

Thematic Track:
Data

Topic(s):
Artificial Intelligence
Emergency Procedures For Data Access

Organizer 1: Technical Community, Asia-Pacific Group
Organizer 2: Civil Society, Asia-Pacific Group
Organizer 3: Civil Society, Asia-Pacific Group
Organizer 4: Civil Society, Asia-Pacific Group

Speaker 1: Chuang Liu, Civil Society, Asia-Pacific Group

Speaker 2: KE GONG, Intergovernmental Organization, Intergovernmental Organization

Speaker 3: Ricardo Israel Robles Pelayo, Private Sector, Latin American and Caribbean Group (GRULAC)
Speaker 4: Horst Kremers, Technical Community, Western European and Others Group (WEOG)
Speaker 5: Daisy Selematsela, Civil Society, African Group

Format:
Panel - Auditorium - 90 Min

Description:

Since the outbreak of COVID-19, it brings global attention to public health emergencies and solutions.
Al System that is easy to deploy with little effort, and has been shown to be practically very helpful in
the front-line screening and diagnosis measures for COVID-19. For example, the CT+Al Screening,
which used together with polymerase chain reaction (PCR) test, and form a more sensitive and
complete examination procedure. Furthermore, the data based on CT + Al are objective and unified,
which are conducive to the formation of a rapid direct reporting system. Therefore, it has become an
important decision-making basis for current epidemic monitoring and control. However, new issues
have also emerged: the inadequacy of Infrastructure and platform, the threats to governance and
supervise, the challenges to principle and privacy, etc.

Al is the simulation of human intelligence processes by machines, especially computer systems.
These processes include learning, reasoning, and self-correction. Today we are faced not just with the
record pace with Artificial Intelligence (Al) emerge, but also with the exponentially growing demand for
accessibility by people in emergencies. Relying on doctors and nurses alone to manually identifying
and providing timely treatment is impractical at the moment as we simply don't have that many of
medical professionals. Stephen Hawking famously said: “Success in creating effective Al, could be the
biggest event in the history of our civilization. Or the worst.”

Thus, this is very right time to discuss the issues of Al applications in global public emergencies. This
workshop will consider the potential of Al to create solutions for these public accidents and explore the
challenges and mapping some good governance models of Al.

Issues:

The outbreak of COVID-19 is becoming a serious global concern. How to effectively control the
pandemic is an emerging question to all nations in this planet. The rapid growth of the cases is beyond
the capability of doctors and hospitals could deal with. The lack of experiences, immature measures,
untrusted information, poor timeliness and risks, require more efficient and intelligent solutions to
carry out when facing these kinds of accidents.

The new technologies, such as Al and Big Data, provide innovations and opportunities in epidemic
preparedness and epidemic response. Al system is a practical tool to quickly mimic professional
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decisions in many areas, and played a key role in COVID-19 treatment. However, new problems have
also been created. For example, the inadequacy of Infrastructure and platform, the threats to
governance and supervise, the challenges to principle and privacy, etc. This workshop will explore the
potential of Al to create solutions for global public emergencies and build some good governance
models of Al.

Policy Question(s):
Ethical, political, legal and regulatory dimensions for Al governance:

Whether the technological capacity and infrastructure gap in Al increase the digital divide between
developed and developing countries?

What societal and economic benefits are enabled by the trustworthy use of Al in global public
emergencies?

How should these benefits be weighed against the need to protect fundamental rights?

Expected Outcomes:

1. Present key issues on Al governance for global public emergencies.

2. Reach common understanding on the ways in which Al can be put to work to maximize their
benefits, especially in improving connectivity and accessibility of marginalized groups such as persons
with disabilities, with learning difficulties or the elderly.

3. Define a follow-up action plan and come out an Al governance principles and guidelines.

Relevance to Internet Governance: Although Al is a promising technology domain with numerous
emerging applications, it also has very strong developmental implications. Its correct and neutral
operation is crucial to the security, stability and resilience of the Internet. It absolutely needs serious
consensus among stakeholders on the governance model. From a procedural standpoint, the
collaborative dialogue among those stakeholder groups around the topic in question can yield better
results if it follows some widely recognized principles that can ensure open, transparent and
accountable, inclusive and equitable activities.

With that spirit in mind, as the IGF is the main focal point for Internet governance discussion
worldwide, this workshop intends to discuss Al solution for global public emergencies through the
substantial examples at the global forum in order to build some good governance models of Al.

Relevance to Theme: The workshop is directly related to the theme and subtheme of IGF 2020,
respectively. It is highly relevant as the Al is seriously impacting the Information Society, especially
when a public emergency breaks out.

Discussion Facilitation:

All experts and audience will make comments and raise questions in regards to the speeches
presented, guided by the moderator.

Online participation will be led by a facilitated dialogue. There will be a live broadcast on the meeting
and online attendees will get involved in the workshop during the whole session. Besides, online
attendees will have a separate queue and microphone which rotate equally with the mics in the room
and is entitled to raise questions after each presentation of the speaker and engage during the panel
discussion. Trained online moderator with previous experience will direct the online participation.

Audio-visual material:

Organizers will explore the use of visuals (i.e. videos, PowerPoint slides, images, infographics) not just
for the ice-breaker, but also throughout the workshop to animate the session and aid those whose
native language may not be English.

Online Participation:



Usage of IGF Official Tool.
SDGs:

GOAL 3: Good Health and Well-Being
GOAL 9: Industry, Innovation and Infrastructure
GOAL 11: Sustainable Cities and Communities

IGF 2020 WS #76 Lessons Learned — best practice examples of digital
tools us

Session

Thematic Track: _
Inclusion

Topic(s): _
Connecting the Unconnected

Design for Inclusion
Infrastructure

Organizer 1: Civil Society, Eastern European Group
Organizer 2: Civil Society, African Group
Organizer 3: Private Sector, Western European and Others Group (WEOG)

Speaker 1: Ashim Rai, Government, Asia-Pacific Group
Speaker 2: Steffen Hess, Technical Community, Western European and Others Group (WEOG)
Speaker 3: Su Kahumbu-Stephanou, Civil Society, African Group

Format:

Other - 90 Min

Format description: Fishbowl: Speakers introduce best-practice examples from different countries (5-
10 minutes each); Participants are invited to join in and shortly give feedback, outline their own
experiences, and discuss the opportunities and possibilities for an approach to work in a different
geographical, cultural, administrative, and social context.

Arrangement of chairs is a round table in an U-shape.

Description:

How can digitalisation in rural areas be shaped fairly and with bearing in mind to include everybody
and leave no one behind? How can digital offers take up the unique characteristics of rural areas? How
can the challenges and chances of the digital world be utilised to connect communities and enable
inclusion?

The workshop aims to collectively introduce best-practice examples of digitally connecting rural areas
in different parts of the world and discuss if and how a tool or a method that works well in one country
may also be implemented in other countries. The examples will come from different sectors, such as
Agriculture/Farming (icow, Kenya), Social connectivity (Digitale Dorfer, Germany), Internet access and
connectivity (https://bluetown.com/)

Three to Five speakers are invited to shortly introduce their approach before the floor is opened to
participants to voice their opinions, bring in their own examples, and discuss the possibilities of
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transfers. Participants are highly encouraged to introduce examples from the above named sectors or
additionally projects concerning E-Health, Mobility, Access to cultural content, Education, Online
Banking, Environmental Issues etc.

Questions for the speakers and for each participant to consider before attending the session:

+ Short Introduction of the sector the project is working in, time frame, successes etc.

« Conditions in the country and area the project is implemented

* Terms of failure and success

* Ideas if and how a transfer is possible and which conditions need/should be given.

Proposed Format: Fishbowl: Speakers introduce best-practice examples from different countries (5-10
minutes each); Participants are invited to join in and shortly give feedback, outline their own
experiences, and discuss the opportunities and possibilities for an approach to work in a different
geographical, cultural, administrative, and social context.

Issues:
Following issues will be addressed:

1. Using capacity building for inclusion
2. Using technology for inclusion
3. Ensuring social inclusion

Policy Question(s):

1. Using capacity building for inclusion

Topics: Digital skills, digital literacy, infrastructure

Example: How do we ensure that Internet governance processes are truly inclusive? What needs to be
done to enhance the capacity of different actors (and especially those in developing and least-
developed countries) to actively contribute to such processes and whose responsibility is it?

2. Using technology for inclusion

Topics: Design for inclusion, Connecting the Unconnected, Local Content Development

How do we manage the social inclusion within the community affected with technology, as the ICT
could bring the change in their social relation?

3. Ensuring social inclusion

Topics: social incluson, digital divide, meaningful connectivity

How do we manage ICT implementation ensuring social inclusion and preventing disruptions in the life
of communities that may harm their social convenience, or increase previously existent inequality

gaps?
Expected Outcomes:

Our aim is to identify best practices that will work in a number of similar circumstances, be it socially,
culturally, or geographically. Ideally, the session will feed into a continued international exchange and
the establishment of a network. A short (online) publication introducing best-practice examples may be
considered.

Relevance to Internet Governance: In order to successfully develop rural areas and ensure the best
possible living and working conditions for everyone, governments must work with the private sector as
well as the civil sector. Pilot projects, funded by governments, are often the way towards generating
lager schemes and finding solutions that will shape the future.

Relevance to Theme: While urbanisation is still an ongoing process and the majority of the world's
population lives in cities or large communities, the opportunities rural living affords are numerous,
especially in regard to climate change, global pandemics (such as Covid-19), etc. Nevertheless, rural
areas are often left behind in the grand schemes of governmental digitisation. In many countries,



people have become resourceful in bridging the gap between cities and the countryside in order to
ensure digital inclusion.

Discussion Facilitation:

- ask potential participants to think about a number of questions and issues beforehand
- using digital tools to enable participation (menti etc.)
- online + onsite moderators help with coordinating the contributions by participants

Online Participation:
Usage of IGF Official Tool.
SDGs:

GOAL 4: Quality Education

GOAL 8: Decent Work and Economic Growth

GOAL 10: Reduced Inequalities

GOAL 11: Sustainable Cities and Communities
GOAL 12: Responsible Production and Consumption
GOAL 17: Partnerships for the Goals

IGF 2020 WS #81 Overcoming the US-China digital Cold War

Session

Thematic Track:
Trust

Topic(s):
Cybersecurity Awareness
Digital Sovereignty
Tech Nationalism

Organizer 1: Civil Society, Western European and Others Group (WEOG)
Organizer 2: Civil Society, Asia-Pacific Group
Organizer 3: Civil Society, Eastern European Group

Speaker 1: Kulesza Joanna, Civil Society, Eastern European Group
Speaker 2: Gagliardone Iginio, Civil Society, African Group
Speaker 3: Jyoti Panday, Civil Society, Asia-Pacific Group
Speaker 4: Feng Guo, Civil Society, Asia-Pacific Group

Format:
Debate - Auditorium - 90 Min

Description:

In 2019 and 2020, economic and political conflict between the US and China intensified. It is now
apparent that the tensions between the US and China in the digital economy are not just about trade or
even cybersecurity. They are part of a global power competition. The US fears it is losing its dominant
position in the digital economy and that this will undermine its strategic and military dominance over
the long term. The US, and Europe also to some extent, have linked this conflict to Internet governance,
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seeing China's rise as a threat to core IG values such as openness, free expression, and
multistakeholder governance. This proposal calls for a moderated debate and discussion that brings
together policy analysts from the US, China, India, Europe and Africa. They will offer different, and
sometimes clashing, perspectives on the meaning and significance of the growing cleavage between
the Chinese and US digital economies. This proposal seeks to find a peaceful and mutually beneficial
way out of the US-China conflict. It is proposed by people who believe that the opening of the Chinese
and American digital economies to each other will benefit both sides. To succeed, however, both sides
have to make concessions. What will those concessions be?

The debate will be moderated by Dr. Milton Mueller of the Internet Governance Project at the Georgia
Institute of Technology. Dr. Mueller is the author of 3 books on Internet governance and one on China in
the Information Age. The debate will include the following speakers from different world regions:

- Eastern Europe: Joanna Kulesza, University of Lodz, Poland

- Africa lginio Gagliardone, WITS University, South Africa

- North America: Robert Strayer, Deputy Assistant for Cyber and International Communication and
Information Policy, US State Department, USA

- South Asia: Jyoti Panday, IGP, India

China: Guo Feng, Ministry of Information Industry and Technology (MIIT), PRC

Hong Kong: Charles Mok, ICT sector Legislative Councillor, Hong Kong SAR, China

Issues:

Discussion will be organized around these 4 Issues/Challenges/Opportunities:

1. Is the rise of China’s digital economy a threat to the values and standards of the open, global
Internet or is it an improvement? Does the conflict between the US and China threaten to create
separate techno-economic infrastructures?

2. What impact does the US-China conflict have on the rest of the world? How does it affect Africa,
which is often portrayed as a region where China is gaining influence, or India, which has a history of
conflict and cooperation with both countries?

3. Hong Kong is a place where Chinese sovereignty co-exists with a relatively open economy and free
and open internet. Does HK’s recent resistance to Chinese rule indicate that global integration of China
and liberal democracies is impossible?

4. Are North American and European countries prepared to open their digital economies to Chinese
telecommunication manufacturers and information service providers? Is China prepared to open to
North American and European providers?

Policy Question(s):

How should Internet governance respond to the intensifying conflict between the US and China?

Does the conflict between the US and China threaten to create separate techno-economic
infrastructures? Will standards bodies split, will compatibility issues arise?

Do cybersecurity concerns really justify economic sanctions, trade barriers and the blocking of
information?

What forms of peaceful co-existence are possible between the US and Chinese Internets? Between the
European and Chinese Internets?

Expected Outcomes:

1) The immediate outcome of this workshop is to bring together networks of policy makers and policy
analysts who are polarized and not talking to each other. Digital policy circles in the US have converged
on an anti-China position, and there are no influential figures willing to engage with Chinese
intellectuals and policy makers. There is a problem on the other side, as well: because China is a one-
party state and its bureaucracy has no legal autonomy, the exchange of ideas and policy influence
among its citizens is far more restricted. So we need to deepen and expand East-West dialogue on
these matters. This panel brings the two sides together in a public, visible event. That in itself is an
important step forward.



2) Another outcome is to introduce new ideas into the policy dialogue, ideas about cooperation rather
than conflict. We expect the workshop to help make the world dialogue about the US-China conflict
more balanced, well-informed, and productive.

3) A more long term goal of this panel is to alter the course of the US-China conflict in ways that will
preserve a global and open internet. and avoid the kind of polarization that can split the world into two
camps.

Relevance to Internet Governance: Because the markets of the US and China support the largest
Internet industries, they have the strongest influence on the Internet governance policies and
institutions in the world. In the US-China conflict, both sides are using the digital economy as their
hostage. Telecommunication equipment, telecommunication services and information services are the
main battleground upon which the conflict is fought. The US and China are unable to reach agreement
about how their internets will become integrated with each other. Both sides do not trust each other’s
private ICT companies to participate in their markets. This division is costing the world billions in lost
efficiency and information. This problem cannot be solved if it is seen as a military problem, a trade
problem, or even a cybersecurity problem. It is really an Internet governance problem, in that it involves
two world powers in the internet economy trying to find some way to cooperate on the integration of
their Internet/ICT sectors.

Relevance to Theme: TRUST is the thematic track, and this workshop engages with several key
aspects of "trust” in Internet governance. It deals with the very high-level mistrust between two nation-
states over a potential power conflict. It shows how those macro-level trust issues translate into
policies that profoundly affect internet governance, such as the US blocking Huawei from its markets,
or China blocking US cloud companies and American social media platforms and information sources
from its markets. It is directly relevant to the impact of digital sovereignty and Internet fragmentation
on trust, as well as to cybersecurity standards, policies and norms.

Discussion Facilitation:

Once it is known that the proposal has been accepted by the MAG, the organizers will begin preparing
the speakers by holding several online pre-meetings to work out the specific wording of the questions
that will be debated, the order in which speakers respond, and the viewpoints that will be expressed.
Advance preparation of this kind improves the quality of the interactions.

During the workshop the moderator will begin by describing the general situation that has given rise to
the debate and framing the issues to be addressed. The next segment of the workshop will be
organized around the four Issues/Challenges/Opportunities listed in Section 6. For each Issue,
governmental representatives from China and the US will be given 5 minutes to state their views.
Reactions to these views from the standpoint of Africa, Europe, Hong Kong and India will then be
heard. After the speakers are finished, we will allow 2 or 3 questions from the floor and online on each
Issue. In the final 10 minutes, there will be an attempt to identify any areas of agreement on the most
constructive next steps.

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: We will use Twitter to promote awareness of the
session and real-time tweeting to encourage global commentary on the session as it happens

SDGs:

GOAL 9: Industry, Innovation and Infrastructure
GOAL 16: Peace, Justice and Strong Institutions

Reference Document
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IGF 2020 WS #91 Technology and innovation on behalf of the abused
children.

Session

Thematic Track:
Trust

Topic(s):
Artificial Intelligence
Child Online Safety
CSAM

Organizer 1: Intergovernmental Organization, Eastern European Group
Organizer 2: Civil Society, Western European and Others Group (WEOG)
Organizer 3: Technical Community, Eastern European Group

Speaker 1: Martyna Rozycka, Intergovernmental Organization, Eastern European Group
Speaker 2: Denton Howard, Civil Society, Western European and Others Group (WEOG)
Speaker 3: Anderson de Rezende Rocha, Civil Society, Latin American and Caribbean Group (GRULAC)

Format:
Debate - Auditorium - 90 Min

Description:

The scale of CSAM (Child Sexual Abuse Materials) around the world is still tremendous despite joint
efforts of the Police forces, internet hotlines and industry. 155,240 Child Sexual Abuse Materials
related reports were exchanged between INHOPE members in 2018. This is an increase of almost 80%
on 2017. 89% of reports are related to children 3-13 years old and 2% of the victims are less than 3
years old. The Internet is unfortunately constantly developing the ways of sharing, accessing and
producing child sexual abuse imagery. Access to the Internet gives perpetrators new opportunities for
abusing children — child grooming and self-generated content are trends increasing in last years.
Behind every image there is a real child being abused, possibly in this very moment. There is a need of
swift action, from deleting the content to victim and predator identification. This is a global problem
requiring global and innovative solutions, taking into consideration different law regulations and crucial
role of time of investigations concerning new materials. The issue is undoubtfully very important but
research opportunity in this field is very limited, mainly because of organisational problems with
human participation, due to the harmful nature of the content for the observer and possible secondary
victimisation for abused minors. Eradication of CSAM from the Internet requires emerging
technologies facilitating the process of gathering data from the internet and automated verification of
the content. The industry has already presented some useful solutions but the constant development
is essential, as well as working collaboration with other parties — internet hotlines, police and state
representatives. Security solutions should be made available not only for huge platforms but also for
small companies and developing countries because it is the only effective way to protect all the
Network.

The workshop is aimed to present an overview of current status of selected research projects
concerning the use of the newest technologies like artificial intelligence in the field of fighting CSAM
on the Internet and building cooperation among different stakeholders. The workshop also provides an
opportunity to discuss limitations, chances and necessary policy development in the aspect of
academia, industry and NGO shared responsibility for eradication of CSAM from the Internet.

Issues:

The workshop will address inter alia listed questions:
* Benefits of using Al/other presented technologies in detecting CSAM or inappropriate behaviours of
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online predators

* Challenges for automated detection (for example real time communication, instant upload, victim
identification)

* Limitations for using Al/other presented technologies in detecting CSAM

* Privacy of victims

* Main beneficiaries of the presented projects

+ Cooperation ideas, role of INHOPE, expectations of/for industry

* Funding and state/political involvement

Policy Question(s):

Political questions

What are the responsibilities of the different stakeholders, in particular platforms and government
agencies, around content governance?

What are the benefits and limitations for different stakeholders on using technology to protect children
online?

What are the risks in using Al for detection and categorisation of child sexual abuse materials?

Expected Outcomes:

The major expected outcome of the workshop is to raise awareness about the use of technologies in
the field of fighting CSAM on the Internet. It will also be a platform for international, multi-stakeholder
partnership building, possibly in the form of a working group for establishing collaboration between
stakeholders, policy, organisational and privacy requirements for usage of Al and other emerging
technologies for mentioned purposes.

Relevance to Internet Governance: Protection of children being victims of real abuse and then
secondary trauma connected with online presentation of their exploitation on the Internet is a shared
responsibility for governments, private sector and civil society. It is crucial that governments establish
supportive, unlimited by borders policy environment for fighting CSAM and provide financial support
for development of innovative technological solutions. The industry should be aware of the problem
and at least provide a mechanism for reporting illegal content on their servers or try to build automated
systems to cooperate effectively with the LEA and relevant NGOs like internet hotlines. The proposed
workshop aimes at presenting broad perspective on the issue, giving opportunity to consider
necessary policy adjustments, proposing new best practices or even giving inspiration for creation of
international research programmes.

Relevance to Theme: The issue of CSAM on the Internet is a very delicate matter, which requires taking
into consideration multiple aspects concerning privacy, protection of victims and users to ensure swift
and effective actions against perpetrators who groom or send inappropriate information to children
and individuals sharing the content on the Internet. The cooperation among different types of
stakeholders representing industry, LEA, NGO and academia should be built on trust and common
understanding of goals, limitations and needs of every involved party.

Significantly increase the access to information and communication technology and strive to provide
universal and affordable access to the Internet in least developed countries by 2020.

Violence against children, including sexual violence is a problem affecting every region and society.
Noticing abuse and identifying crime scene is crucial for bringing quick help to the victim. But with a
huge scale of new images and videos, it is impossible for human internet moderators due to their
limited capacity.

Discussion Facilitation:

This session will involve a 10-minute introductory presentation outlying the main issues, followed by
brief presentations of ongoing projects (50 min) and discussion panel (30 min), including attendees’
participation. Questions from the audience will be fielded by the on-site moderator and rapporteur.
There will also be an online participation app in place to ensure the most popular questions are



answered during the workshop.
Workshop is easily adaptable to full online format.

Online Participation:
Usage of IGF Official Tool.

SDGs:

GOAL 9: Industry, Innovation and Infrastructure
GOAL 16: Peace, Justice and Strong Institutions

Reference Document

IGF 2020 WS #92 Setting Children's Rights in the Internet Governance
Agenda

Session

Thematic Track:
Trust

Topic(s):
Child Online Safety

Freedom of Expression
Human Rights

Organizer 1: Civil Society, Latin American and Caribbean Group (GRULAC)
Organizer 2: Civil Society, Latin American and Caribbean Group (GRULAC)
Organizer 3: Civil Society, Latin American and Caribbean Group (GRULAC)

Speaker 1: Sonia Livingstone, Civil Society, Western European and Others Group (WEOG)

Speaker 2: Guilherme Canela Godoi, Intergovernmental Organization, Latin American and Caribbean
Group (GRULAC)

Speaker 3: AMANDA THIRD, Technical Community, Asia-Pacific Group

Speaker 4: Maria Alejandra Trossero, Technical Community, Latin American and Caribbean Group
(GRULAC)

Speaker 5: Patricio Cabello, Government, Latin American and Caribbean Group (GRULAC)

Format:
Round Table - U-shape - 90 Min

Description:

OBJECTIVES

The roundtable "Setting Children's Rights in the Internet Governance Agenda: balancing risks and
opportunities” will share recent knowledge on young people’s online practices around the world and
design strategies to address children’s rights in the digital age. Although one third of all Internet users
globally are under 18 (Unicef, 2019), most regulatory instruments for promoting human rights and data
protection do not present specific recommendations aimed at this age group. Besides that, there is still
no consensus on how to balance protection from online risks without restricting the opportunities
made available by digital inclusion, such as access to information and freedom of expression.
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The panel will mobilize the most updated evidence on how children use the Internet and the impacts of
those practices on specific rights presented by the UN Convention on the Rights of the Child (UNCRC)
— such as access to information, freedom of expression and other civil rights, privacy and protection
from harm. The presentations count on the expertise of consolidated multistakeholder research
networks in the field (Global Kids Online, EU Kids Online, Latin American Kids Online, UNESCO Internet
Universality Indicators and children’s consultation to inform the UNCRC), that have conducted
representative research with children and parents in around 40 countries.

METHODOLOGY AND FACILITATION STRATEGY

Each speaker will be previously briefed to prepare a short presentation based on the policy questions,
and bringing a regional and sectoral perspective. Second, speakers and the audience will be invited to
interact to design specific recommendations for affecting national policies on children’s rights.
Children and young people will also be encouraged to participate at this point. Finally, an action plan
among the different networks will be formulated and disseminated by the stakeholders engaged in the
panel. Other members of the networks dedicated to research on online children and to advocating for
online children’s protection and promotion, like Global Kids Online and Latin America Kids Online, will
participate remotely in the panel discussions.

SPEAKERS

*Sonia Livingstone (LSE, UK)

*Guilherme Canela (UNESCO)

+Alejandra Trossero (UNICEF)

+Patricio Cabello (Universidad de Chile, Chile)

*Amanda Third (Western Sydney University, Australia)
‘Representative from a private sector online platform (TBC)
Moderation: Fabio Senne (Cetic.br/NIC.br, Brazil)

Issues:

There is considerable debate about when or how children’s rights, as defined by the United Nations
Convention on the Rights of the Child, may be realized or infringed in the digital age (Unicef, 2019).
Recent evidence on children’s engagement with the online environment shows that the more children
use the Internet, the more skills they develop and the more activities they can undertake.
Simultaneously, the better digital literacy and safety skills children have, the more they engage in
riskier online activities (Livingstone, 2020).

The balance between opportunities and risks is among the main challenges for policymaking and
regulation in this field, especially considering that the scenario is even more nuanced due to the
emergence of new technological applications based on the use of personal data and artificial
intelligence. This happens not just because of the different priorities among stakeholders, but also due
to disparities of social and cultural contexts between regions and countries. The roundtable is
intended to address these issues by framing children’s rights as principles for decision-making among
stakeholders, including the participation of children as an active voice on this debate.

Another relevant opportunity highlighted by this discussion is the inclusion of sound evidence from
research and children consultations to support the implementation of policies to protect children’s
rights globally and at the national level. Continued data collection about children’s online experiences
on a wider scale is imperative to make governments, parents, teachers, and everyone else concerned
with children’s well-being in a better position to respond to upcoming challenges (Unicef, 2019).

Policy Question(s):

The main policy question at the roundtable will be how to balance risks and opportunities online for
children taking into consideration different sociocultural contexts. Among the specific topics to be
discussed are:



-How can children’s rights to participation, access to information, and freedom of speech be preserved
and balanced with their right to be protected from violence, hate speech, exploitation and sexual abuse
in the online environment?

-How different stakeholders, including children themselves, perceive the balance between risks and
opportunities? How can the gender perspective be integrated into the children’s rights perspective for
such matters?

-How can the evidence available on children's practices online support decision-makers implementing
policies that balance risks and opportunities?

-How can children’s resilience and participation be increased by means of capacity building, media
literacy, support and guidance in the digital environment?

-How can children'’s rights be embedded in the activities and policies of international Internet
governance institutions?

-What multi-stakeholder collaboration arrangements have been put in place in the regions represented
in the panel, and with what outcomes?

Expected Outcomes:

The main outcome of the panel is to design specific recommendations for including children in the
core of national children’s protection public policies and strategies developed by the private sector. It is
expected to raise awareness on the need for sound evidence to support policies in the field, and
strengthen already existing research networks. Another outcome is the implementation of policies
based on the data available, which is one of the results expected by the UNESCO Internet Universality
Indicators and the Kids Online networks. Despite focusing on issues related to Trust, the panel agenda
is also connected to other thematic tracks, such as “Inclusion” and “Data”.

Relevance to Internet Governance: Since children constitute a population with very specific
developmental characteristics, vulnerabilities and rights, this proposal aims to bring children’s rights
to a focus within the Internet Governance agenda. By bringing together researchers, policymakers and
the children’s voice to the table, the proposed roundtable is rooted in a multi-stakeholder perspective,
with the added value of organizing the discussion on an evidence-based approach, including the
children’s own voice. By stimulating the discussion about challenges and recommendations for a safer
digital inclusion, the proposed roundtable is also relevant to Internet Governance by pointing out
feasible courses of action.

Relevance to Theme: Child online safety is among the main issues addressed by the thematic track
devoted to “Trust”. The proposed roundtable will discuss not just specific policies and regulations
aimed at creating a safer Internet environment for children — which includes protection from online
risks and harms —, but also how digital skills can improve children’s resilience and empowerment to
cope with those risks. By discussing how children’s rights can be guaranteed in a digital age, the
roundtable will inform how to promote trust in the digital environments and how future Internet users
can be part of the change.

The proposal is also integrated with the 2030 Agenda and the Sustainable Development Goals (SDGs).
Guaranteeing opportunities for digital inclusion and lifelong learning, as expressed by SDG 4, cannot be
achieved without gender equity and without meeting the gender-specific challenges faced by child
Internet users; thus the direct relation of the proposed panel with SDGs 4 and 5. Moreover, keeping
children safe and healthy, as expressed in SDG 3, is among the most important goals for children in the
SDGs, and it entails considering threats and opportunities posed by the online environment. Finally,
ending violence against children by 2030 includes ending sexual abuse, harassment and hate speech
both offline and online, something that is, in turn, key to achieving peaceful and inclusive societies, as
expressed by SDG 16.



Discussion Facilitation:

Interaction will be encouraged: a) Between speakers invited. Speakers will be encouraged to ask each
other at least one question, in addition to answering the moderator’s and audience’s questions. b)
Between speakers and the audience. The audience will be able to intervene after each round of
discussion. Questions will be made in real time. Members of the audience (including children and
young people), who prefer to do so, will be able to send the moderator written questions as well. c)
From remote participants. Questions and comments from the online participation official platform and
other social media (Twitter) will be compiled by a designated team member, and read right after every
round of questions from the onsite audience.

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: A moderator will be organizing the remote
participation in the online tool and will be answering questions, commenting with the participants, and
he will bring some of the comments or questions to the panelists and present audience.

SDGs:

GOAL 3: Good Health and Well-Being

GOAL 4: Quality Education

GOAL 5: Gender Equality

GOAL 16: Peace, Justice and Strong Institutions
GOAL 17: Partnerships for the Goals

Reference Document

IGF 2020 WS #93 Smart City and Digital Transformation

Session

Thematic Track:
Inclusion

Topic(s):
Digital Cooperation
Digital Transformation
Infrastructure

Organizer 1: Civil Society, Asia-Pacific Group

Organizer 2: Civil Society, Asia-Pacific Group

Organizer 3: Intergovernmental Organization, Intergovernmental Organization
Organizer 4: Civil Society, Western European and Others Group (WEOG)
Organizer 5: Civil Society, Asia-Pacific Group

Speaker 1: Yamin Xu, Civil Society, Asia-Pacific Group

Speaker 2: Cédric Wachholz, Intergovernmental Organization, Intergovernmental Organization
Speaker 3: Meng Liu, Intergovernmental Organization, Asia-Pacific Group

Speaker 4: Baocun Guo, Government, Asia-Pacific Group

Speaker 5: Huihui Chen, Private Sector, Asia-Pacific Group

Speaker 6: Jovan Kurbalija, Civil Society, Western European and Others Group (WEOG)

Format:
Panel - Auditorium - 90 Min


https://www.intgovforum.org/multilingual/content/igf-2020-ws-93-smart-city-and-digital-transformation
https://www.unicef-irc.org/publications/pdf/GKO%20Summary%20Report.pdf
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https://www.intgovforum.org/multilingual/taxonomy/term/847
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https://www.intgovforum.org/multilingual/user/19927
https://www.intgovforum.org/multilingual/user/13715
https://www.intgovforum.org/multilingual/user/19922
https://www.intgovforum.org/multilingual/user/19926
https://www.intgovforum.org/multilingual/user/19925
https://www.intgovforum.org/multilingual/user/1859

Description:

With the rapid evolution of 10T, Al, cloud computing, big data and other new technologies, human
civilization is moving from industrial civilization to digital civilization. Digital development is an
important transformation of human society. City is a huge and complex system created by human
beings, composed of human beings and governed by human beings. The digital transformation of city
with smart city construction as the core is an important part of the process of digital development
transformation. It has become the focus of governments, international organizations and other
stakeholders to build smart cities to deal with a series of sustainable development problems such as
population, resources, environment and so on in urban development, as well as to develop
corresponding governance innovation. This workshop will focus on the challenges faced in the building
of smart city, and invite all stakeholders to put forward their own opinions on the governance
innovation of smart city, to provide beneficial practice and intellectual contribution for the digital
transformation.

Moderator:

Prof. Dr. Xiaodong Lee, Founder and CEQ, Fuxi Institution

Panelist:

1. Yamin Xu, Director of 10T, Robot and Smart City Platform of World Economic Forum (WEF)

2. Cedric Wachholz, Chief of Digital Innovation and Transformation, Communication and Information
Sector of UNESCO

3. Meng Liu, Head, Asia Pacific, United Nations Global Compact (UNGC)

4. Baocun Guo, Member of the Committee of Chinese Party of Communist (CPC) of Heze
Government, Secretary of the Party Working Committee of Heze high tech Industrial Development Zone
5. Jovan Kurbalija, the Executive Director of DiploFoundation and Head of the Geneva Internet
Platform (GIP)

6. Huihui Chen, Director of Data Security (security expert) of Tencent

Agenda:

1. Opening(5m): The moderator will open the session by welcoming participants, framing the topic,
briefly introducing panelists and mentioning their commitment in the discussion.

2. Keynote speaking(20m): Each speaker will be given between 5-6 minutes to share their respective
insights on their practices about smart city building in local context. (Presentation is allowed but not
encouraged due to time limited).

3. Open discusstion(20m): After presentation, the moderator will engage the panelists in a lively
conversation to get their perspectives on the questions.

4. Keynote speaking(20m) : Each speaker will be given between 5-6 minutes to share their respective
insights on their thought and practice in digital governance of smart city. (Presentation is allowed but
not encouraged due to time limited).

5. Open discusstion(20m): After presentation, the moderator will engage the panelists in a lively
conversation to get their perspectives on the questions.

6. Conclusion(5m): With 5 minutes left, the moderator will share the top takeaways from the discussion
and bring the session to a close.

Issues:

The challenges in the building of smart city for the medium cities and the bigger problem is how the
undeveloped region conduct the digital transformation, for the local governments, businesses and
individuals. We intend to address the digital inclusion during the building of smart city and discuss the
acceptable governance model to integrate all the stakeholders into the digital live and future.

Policy Question(s):

Within the evolving Digital Economy and digital transformation, for building smart city, how can we get
the most contribution from the different actors of the Internet Ecosystem, particularly strong players, in



order to tackle Internet Affordability without closing opportunity for different business models and
preserving Internet openness?

Expected Outcomes:

We are drafting a digital development initiative, which calls all the stakeholders around the world to
engage in the global development. We are planing to public the text in this IGF, and this workshop will
be the discussion platform in time.

Relevance to Internet Governance: Smart city is built in loT, big data, cloud computing, Al and so on,
which becoming the typical issues of Internet governance, with Internet as their basic technology. And
the construction of smart city is one key part of digital transformation, which should be the boarder
perspective of Internet governance but keep its core value of the common good of human kind inside.

Relevance to Theme: The ambition of digital transformation should be the wellbeing for everyone and
society, which needs the inclusion, namely Digital Inclusion. The digital transformation happens in the
infrastructure first. The smart city could be one the infrastructure. So we are concerning the inclusion
in the digital infrastructure building in the digital transformation development process.

Discussion Facilitation:

We have practice sharing and the designed questions after each sharing. We are the question driven
workshop. We offer the phenomenon, we arise the question and we invite the participants to answer.
We will open the floor for the audience.

Online Participation:
Usage of IGF Official Tool.
SDGs:

GOAL 9: Industry, Innovation and Infrastructure
GOAL 11: Sustainable Cities and Communities

IGF 2020 WS #94 Personal Data Protection in Internet Healthcare
Service

Session

Thematic Track:
Data

Topic(s): .
Data Protection

Personal Data Control
Privacy

Organizer 1: Civil Society, Asia-Pacific Group
Organizer 2: Civil Society, Asia-Pacific Group
Organizer 3: Civil Society, Asia-Pacific Group

Speaker 1: Cade Zvavanjanja, Private Sector, African Group
Speaker 2: Robert Mathews, Technical Community, Western European and Others Group (WEOG)
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https://www.intgovforum.org/multilingual/taxonomy/term/709
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Speaker 3: Dusan Caf, Private Sector, Eastern European Group
Speaker 4: Jing MA, Civil Society, Asia-Pacific Group

Format:

Other - 90 Min
Format description: Best practice sharing + multi-stakeholder discussion from multiple perspectives,
with classroom seat setting.

Description:

As Internet healthcare industry gradually develops towards market-oriented scale and refined trend,
healthcare data breaks the isolation status in traditional healthcare industry, and its scope and extent
of use continue to expand and deepen. However, it also accompanies with the risk of the personal data
leakage. Internet healthcare platform/service refers to the websites and mobile applications providing
online medical-related services based on Internet technology, such as consultation, registration,
medicine, physical examination, healthcare, disease management and medical academic. However,
some patients’ personal data was under the risk of leakage or directly exposed due to the imperfectly
construction of Internet healthcare platforms/services. This workshop will invite multi-stakeholder
representatives to discuss how to enhance the protection of personal data in the Internet healthcare
service from different angles on legislation, technology, governance, platform self-discipline and so on,
and to give corresponding policy suggestions and share best practices.

Issues:

In the reality, some Internet healthcare platforms are imperfectly constructed and there are many flaws
in operation, such as the lack or imperfection of privacy agreements or privacy clauses, the mandatory
use of privacy data, and the lack of restrictions on the sharing and transfer of privacy data. Therefore, it
is necessary to optimize the services and environment of the Internet healthcare industry and enhance
personal data protection through multi-approaches, such as putting forward legislation, strengthening
technological innovation, advocating platform/industry self-discipline, and raising user’s
awareness/education.

Policy Question(s):

What are/should be the rights and responsibilities for individuals in determining the use of their
personal data, and what right do individuals have to determine their own digital identity? What kinds of
action or responsibilities Internet healthcare service providers could take to perfect/perform its user
data protection policy? How about government, user protection organization'’s roles? What kind of data
could be access to and by whom, with patient’s consent or relevant policy permission?

Expected Outcomes:

Through multi-stakeholder’ discussion and best practices share, it is expected that personal healthcare
data protection policy and implementation advice could be provided and to achieve the related goals of
SDGs.

Relevance to Internet Governance: Healthcare data breaks the isolation status in traditional healthcare
industry, and its scope and extent of use continue to expand and deepen. How to enhance personal
data protection in Internet healthcare service needs joint efforts by multi-stakeholders from
perspective of legislation, technology, governance, platform self-discipline and so on.

Relevance to Theme: In the cyberspace, private information on the Internet healthcare platform
constantly derived. While the doctors require the health information in need to provide personalized
healthcare services to patients, the users can also obtain relevant information by browsing others’
diagnosis and treatment experience. Therefore, the privacy on the Internet healthcare platform
includes but not limited to the personal healthcare information of users that identifies specific


https://www.intgovforum.org/multilingual/user/6609
https://www.intgovforum.org/multilingual/user/4705

individuals in real life, the shared healthcare information and the data mining information of
commercial value. For patients, personal healthcare data belongs to sensitive information, requiring
strict privacy and security needs in storage, usage and sharing.

Discussion Facilitation:

40 mins allocated to the speakers, and the rest of time for onsite/remote interaction

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: 1. Post news on our official website and SNS
platform before the meeting; 2. Share the workshop info at the IGF booth, if the booth application be
finally approved; 3. Invite our partners who also be at the IGF.

SDGs:

GOAL 9: Industry, Innovation and Infrastructure

IGF 2020 WS #97 Fact-Checking: A Realm for Multi-stakeholder model?

Session

Thematic Track:
Trust

Topic(s):
Fake News

Information and disinformation
Misinformation

Organizer 1: Civil Society, Asia-Pacific Group
Organizer 2: Civil Society, Asia-Pacific Group
Organizer 3: Civil Society, Asia-Pacific Group
Organizer 4: Technical Community, Asia-Pacific Group
Organizer 5: Civil Society, Asia-Pacific Group

Speaker 1: Charles Mok, Government, Asia-Pacific Group

Speaker 2: Alice Echtermann, Civil Society, Western European and Others Group (WEOG)

Speaker 3: Obed Sindy, Civil Society, Latin American and Caribbean Group (GRULAC)

Speaker 4: BIRARDA CARINA, Technical Community, Latin American and Caribbean Group (GRULAC)
Speaker 5: Pratik Govindrao Ghumade, Private Sector, Asia-Pacific Group

Format:
Round Table - Circle - 90 Min

Description:

Description of the content:


https://www.intgovforum.org/multilingual/content/igf-2020-ws-97-fact-checking-a-realm-for-multi-stakeholder-model
https://www.intgovforum.org/multilingual/taxonomy/term/712
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Introduction

The workshop relates the rising amount of false information spread online to a decline of internet
users’ trust in the network and explores fact-checking mechanisms used by various stakeholders in
order to minimise the spread of misinformation. Hence, it aims to raise a discussion about the
responsibilities held and issues encountered by different stakeholders in the current fact-checking
environment. It proposes and brings to the discussion the development of a global benchmark of best
practices for fact-checking.

Round Table Discussion One

The moderator(s) will then invite speakers from different stakeholder groups to share their views on the
significance of misinformation and the importance of fact-checking in addressing misinformation. The
guest speakers are encouraged to use recent examples to illustrate the different stakeholders at work
in addressing misinformation. lllustration of misinformation in relation to COVID-19 is encouraged as it
is relevant and relatable to all members of the public and private sector. The speakers are
recommended to start the discussion by addressing the misinformation and the methodologies they
have adopted to tackle the problem. The moderator would then open the floor for both the audience
and the panel in discussing what are some of the dilemmas seen with the existing fact-checking
strategies used by these stakeholders in addressing misinformation. The moderator(s) will summarize
the key points of the round table discussion discussed by both the panel speakers and the attended.

Round Table Discussion Two

In this round table discussion, the focus will be shifted towards a dialogue on potential incorporation
of multi-stakeholder models or other methodologies into the fact-checking operation, thereby as a way
of improving the current system by reinforcing trust. The moderator will start by linking the issues of
fact-checking discussed previously to the guiding question of How do we ensure the reliability of the
fact-checkers? What are the key and universal principles for establishing trust? The moderator(s) then
invites the panel speakers to discuss the potential reason behind the dilemmas of the existing fact-
checking mechanisms. After the sharing of the speakers, the moderator(s) would then raise the
question on whether it is possible to establish a global benchmark of best practices of fact-checking
and whether the existing methodologies or models from other areas could be used as an example of a
universal benchmark. The floor will be open to all to discuss with the panel in discussing the possibility
of such development.

Session Summary

The workshop will end with the moderator(s) inviting the panel speakers to give their final thoughts
and summary of the workshop and the outcomes. The floor will also be open for the public to engage
in further questioning.

INTENDED AGENDA:

Introduction - (5 min)
Our moderator will start this session with an introduction of different speakers and elaboration on the
agenda and background of the workshop.

Speaker sharing - (10 min)

The speaker will begin with introductory concepts on false information to foster common ground.
These concepts are on the types of false information, the ways false information are conventionally
determined and the current adopted forms of fact-checking. This will initiate the discussion and will
give participants the necessary background to refer to in discussing the prevailing issues on the
present system of fact-checking.

Round Table Discussion One - (25 min)

This is a primary discussion which aims to accentuate the stakeholders in the structure of digital fact-
checking and the consequences of the existing mode of regulation.

Guiding questions:



1. What are the implications of recent institutional regulations on false information?
2. What are some of the dilemmas of existing methodology used in combating false information?

Summarization of Round Table Discussion One - (5 min)

The guest speaker will summarize the key points of the previous discussion and guide the conclusion
of the summary towards the issues of privatized fact-checking infrastructure, so as to inspire further
discussion on potential solutions in addressing the above concerns.

Round Table Discussion Two - (25 min)

In this round table discussion, the focus will be shifted towards a dialogue on potential incorporation
by borrowing or expanding existing models such as the multi-stakeholder model into the fact-checking
operation, thereby as a way of improving the current system by reinforcing trust.

Guiding questions:

3. What stakeholders are responsible for checking the credibility of fact-checkers and how can their
reliability be ensured?

4. Is it possible to borrow or to expand on existing models such as the multistakeholder model in order
to improve the fact-checking process?

5. What are the key concepts for establishing trust and how can it be implemented fact-checking?

Summarization of Round Table Discussion Two - (5 min)

The moderator(s) will summarize the key takeaways of the discussion and guide the conclusion of the
summary towards the way existing models could be adopted and expanded in the fact-checking
process through establishing trust.

Open-floor Q&A (10 min)

We will also open up the floor for the remote participants to comment and ask questions. Our on-site
and online moderators will facilitate this session and may ask follow-up questions to encourage
participants to interact.

Conclusion (5 min)
The moderator will summarize the discussions. Speakers will be able to add final remarks if they wish.

Issues:

The spread of misinformation has been accelerated along with the increasingly accessible Internet and
relevant technologies. The spread of misinformation is fueled by various motifs, ranging from a simple
prank to being a weaponized tool for political gain. Its information is found to have significant impacts
on global socio-political stability, making it one of the biggest complications as the world transmutes
into digital enlightenment. This can be clearly seen in the recent upheaval of misinformation in relation
to COVID-19, which caused direct repercussions with serious consequences. As a result, stakeholders
from different interest backgrounds have been developing various fact-checking strategies to tackle
the fast-growing digital “epidemic”. However, some of these fact-checking strategies itself embed
assorted complications. Hence, the goal of this proposed workshop is to discuss the issues with the
current fact-checking mechanisms conducted by different stakeholders, and whether a global
benchmark of best practices for fact-checking could be established in revamping the loopholes within
these mechanisms.

Policy Question(s):

1. What are the implications of recent institutional regulations on false information?

2. What are some of the dilemmas of existing methodology used in combating false information?

3. What stakeholders are responsible for checking the credibility of fact-checkers and how can their
reliability be ensured?

4. Is it possible to borrow or to expand on existing models such as the multistakeholder model in order
to improve the fact-checking process?

5. What are the key concepts for establishing trust and how can it be implemented fact-checking?



Expected Outcomes:

Throughout the session, the key principles for trust will be discussed and established as a means to
help shape any future policies or systems. The fundamentals in evaluating misinformation, key
stakeholders in addressing misinformation and in ensuring the reliability of fact-checking operations,
and ongoing problems in existing fact-checking methodologies would also be identified. The possible
development of a global benchmark of best-for fact-checking would be proposed and discussed, such
that these possibilities could be taken into consideration for different stakeholders in the fact-checking
ecosystem to achieve a justified, transparent, balanced, and safe fact-checking operation. After the
workshop, a survey will be taken and polling results will be produced, as a means supplementing our
final report using audience contributions regarding the policy questions. A report on the results and
findings from the workshop will also be produced.

Relevance to Internet Governance: Misinformation has become one of the biggest risks exacerbated by
the growth of the Internet, especially with its ability to spread information across mass reach within
milli-seconds. As stated by the IGF “The IGF facilitates a common understanding of how to maximize
Internet opportunities and address risks and challenges that arise.”, misinformation thus becomes a
crucial topic to be discussed within the Internet governance context. The responsibility of the
management of the spread of misinformation lies collectively between governments, private and public
sectors. With misinformation disrupting global peace and stability, it is an essential topic to be
addressed at the Internet Governance Forum.

Relevance to Theme: This workshop directly addresses one of the main themes of IGF2020 — Trust.
Misinformation is inevitable in the online world with the freedom of speech and miscommunication
through different channels. Various research has been done on false information and fact-checking,
suggesting how internet users are losing trust towards the Internet with the rise of false information,
and that current fact-checking mechanisms may be unsuccessful due to the shortcomings in different
stakeholders, thus this creates an endless cycle in this withering trust deficit.

The session aims at discussing the stakeholders, dilemmas and existing problems within current fact-
checking mechanisms, which is crucial as a step towards shaping a dependable fact-checking
ecosystem, as well as recognising stakeholders obligation in keeping Internet users safe from
misbelieving in false information and minimising the spread of misinformation.

From addressing current methodologies, this leads up to the discussion on the potential development
of a global benchmark of best practices of fact-checking based on the multistakeholder model and
other methodologies from multiple disciplines. Hence, a fair, inclusive and transparent fact-checking
process could be established, allowing the trustworthiness of fact-checkers and fact-checking systems
to be ensured.

The session also seeks to give both onsite and remote participants the opportunity to share and
explore their concerns and suggestions towards new models and solutions in relation to existing fact-
checking mechanisms and their corresponding improvements, potentially a universally agreed on and
trusted system.

As stated by the IGF, “Trust in the online world is a prerequisite for the Internet to develop its potential
as a tool for empowerment, a channel of free speech and an engine of economic development.”. In this
context of misinformation and fact-checking, it is crucial for trust to relate to the dependability,
transparency and resilience of the entire fact-checking operation, together with the concern for
people’s safety from misinformation, so as to achieve a peaceful and inclusive environment, along with
preventing the entire society from plummeting into chaos due to false information online.

Discussion Facilitation:

We will be facilitating interaction between speakers and the audiences in four main ways:



(1) Speaker-to-speaker discussion

The moderator will be starting the conversation by asking the guiding questions, the panel speakers
are encouraged to contribute. The moderator will observe and balance the speaking time between the
speakers through intervention. (E.g: The moderator will intervene in an appropriate manner when a
speaker has spoken over proportionate and invite a speaker who has spoken less to provide more
supplementation)

(2) Speaker and audience discussion

In the first part of the round table discussion, the moderator will open the floor to both the audience
and the speakers to discuss the question posed by the moderator. The question is designed to be
relatable to most general topic’s daily experience to encourage participation and understanding of the
topic.

(3) Q&A
There will be a Q&A session after the second round table discussion. The audience is encouraged and
given the chance to ask any question in relation to the topic.

(4) Survey
The survey will be conducted through Google Forms. Interaction is encouraged in order to supplement
our final report using audience contributions regarding the policy questions.

Online participation:

Remote participation is welcomed and encouraged in this workshop. The onsite and online moderators
will work together to ensure the smooth flow of online participation, such that the online community
will have opportunities to engage in the discussion and raise questions with an alternating pattern
between onsite and remote participation. We will utilise the official online participation tool to include
remote participants.

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: Google Forms will be used for conducting
surveys among participants, such that their feedback and suggestions on the topics discussed and the
workshop could be collected to produce reports and improve in future proposed workshops.

SDGs:

GOAL 3: Good Health and Well-Being

GOAL 9: Industry, Innovation and Infrastructure
GOAL 11: Sustainable Cities and Communities
GOAL 16: Peace, Justice and Strong Institutions
GOAL 17: Partnerships for the Goals

Reference Document

IGF 2020 WS #98 Counter-terrorism laws & freedom of expression
online

Session

Thematic Track:
Trust

Topic(s):
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Freedom of Expression
Human Rights
Terrorist Violent and Extremist Content (TVEC)

Organizer 1: Civil Society, Eastern European Group

Speaker 1: Andrew Sushko, Civil Society, Eastern European Group
Speaker 2: Diana Okremova, Civil Society, Asia-Pacific Group
Speaker 3: Begaim Usenova, Civil Society, Asia-Pacific Group

Format: ] _ _ ] _
Break-out Group Discussions - Flexible Seating - 90 Min

Description:

In recent years a disturbing trend has emerged: the increasing abuse and misuse of counter-terrorism
laws by States to target not only terrorists, but also civil society and human rights defenders. Our event
will bring experts from Russia, Belarus, Kazakhstan and Kyrgyzstan to speak on the impact of counter-
terrorism, anti-extremism and incitement legislation on freedom of expression online in their country
contexts. We will examine relevant legislation, looking at civil society concerns that this broadly written
and often arbitrarily applied legislation is being used to stifle freedom of expression and restrict access
to information in the public interest. The event will also examine how many convictions under these
laws are for posts on social networks and that the number of websites blocked through this legislation
is increasing, with independent media and civil society particularly targeted. The contribution aims to
generate a comparative discussion in which this legislation across Western, Central, Eastern Europe
and Central Asia is reviewed in the broader context with the audience thinking critically about the
balance of protecting national security with the obligation to defend human rights, drawing on
progressive international standards to do so.

Issues:

We want to bring different perspectives and to discuss how we can protect ourselves from the growing
misuse of respective laws and how we can bolster support for normative progress and action in
defending our online civic space.

Policy Question(s):

Terrorism and extremism pose serious threats to human rights, democracy and social cohesion. States
are bound by international standards to protect people from such threats. However, they must not
misuse provisions against terrorism and extremism to criminalise opposition and critical voices. How
we can overcome situation when such legislation fails to comply with international freedom of
expression standards and is also applied in a restrictive manner, often to quell political dissent, thus
making it an instrument of state control and

censorship?

How can a digital environment be created that enables human interaction and communication while
ensuring the ability to participate and to access information, freedom of expression, and the privacy
and safety of individuals?

Expected Outcomes:

The aim is to raise awareness of the impact of counter-terrorism, anti-extremism laws on freedom of
expression online. For those activists attending the event it will provide an opportunity to explore in
greater detail how legislation which purports to defend the population in the name of national security
is in fact often used to restrict legitimate speech, with a chilling effect on freedom of expression. We
also present this discussion as an opportunity to generate and share possible solutions and lessons
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learnt and to develop relationships in order to act together with activists addressing similar issues in
other country contexts. A key part of our work is to advocate for legislative change and change in
problematic implementation of legislation and this advocacy is more effective when we act together
across the region and put pressure on our governments together, at a national, regional and
international level.

Relevance to Internet Governance: Civil society should assist the authorities in reviewing the relevant
legislation and constructing a clear and positive legal and policy framework so that the right to
freedom of expression online can be effectively protected. It is crucial to cooperate with Governments
to advance the implementation of applicable international human rights law in this area, including to
increase understanding of the standards laid out in the United Nations (UN) Rabat Plan of Action
among members of the judiciary, law enforcement agencies, and other stakeholders, as well as
supporting more informed public discussion on these issues.

Relevance to Theme: Terrorism and extremism pose serious threats to human rights, democracy and
social cohesion. States are bound by international standards to protect people from such threats.
However, counter-terrorism and anti-extremism laws are often being misused to silence dissent, which
undermines trust between society and the Governments. It is important to address the misuse of such
laws by initiating the dialogue between civil society and Governments in order to enable a healthy and
empowering digital environment, beneficial to all.

Discussion Facilitation:

We want to start with a short introduction of the issue by each speaker and then interact with the
audience in break-out groups, each of which will be asked to discuss a certain question and try to
generate answers/recommendations. The idea is to have as much interaction with the audience as
possible, instead of a usual panel discussion with a Q&A session.

Online Participation:
Usage of IGF Official Tool.
SDGs:

GOAL 9: Industry, Innovation and Infrastructure
GOAL 16: Peace, Justice and Strong Institutions

IGF 2020 WS #100 Best environmental practices across the Internet
value-chain

Session

Thematic Track:
Environment

Topic(s):
ICTs Carbon Footprint

ICTs Impact on the Environment
Responsible Consumption

Organizer 1: Government, Western European and Others Group (WEOG)
Organizer 2:,
Organizer 3: Government, Western European and Others Group (WEOG)
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Speaker 1: Ruiqi Ye, Civil Society, Asia-Pacific Group
Speaker 2: Gauthier Roussilhe, Civil Society, Western European and Others Group (WEOG)
Speaker 3: Agnieszka Skorupinska, Private Sector, Eastern European Group

Format:
Panel - Auditorium - 90 Min

Description:

The session aims to analyze concrete illustrations of best practices developed in order to increase the
environmental efficiency of each block of the internet value-chain (networks, data centers, devices,
services, etc.). We will deal with such best practices from the viewpoint of both energy consumption
and life cycles.

Issues:

The development of internet networks is built on a relative balance between the innovations that the
sector is able to offer and the needs expressed on the demand-side. On the one hand,
telecommunications technologies and networks are developed by responding to current and
anticipated digital uses. On the other hand, improving the performance of networks is often a source of
new efficiencies (particularly energy). But it also allows the development of new uses, which accelerate
the need for new technologies and the use of more resources. The development of internet networks
and the equipment that makes them up is therefore constantly questioned between the necessity to
respond to existing uses, encouraging the emergence of new services, providing an alternative to
physical transportation, being a source of new pollution, and at the origin of massive consumption of
scarce resources, etc. The covid crisis has reinforced the essential character of efficient internet
networks. The lockdowns around the globe have confirmed the need to ensure their development as a
common good. While there is a real issue of social equality, networks have become essential,
necessary for exchanges between people, for education, for informing the population and for the
continuity of our economies. At the same time, this period also contributed to making everyone more
aware of their digital needs and uses and their impact. This period should also provide the impetus and
the keys to respond to a long-term concern aimed at protecting the environment and limiting the
environmental impact of the networks. Certain approaches aiming, for example, at reducing the
bandwidth used by content providers, who are heavy consumers of it, could have an interest in the long
term. Communications inviting people to adopt good practices in a period of extensive use of networks
goes along the same logic. In this particular context, a balanced position cannot seek to overwhelm or
absolve the internet in this search for environmental efficiency, both from a point of view of its
consumption of energy and resources and in a global life cycle analysis. It may on the other hand seek
to support more efficiency. The question therefore arise: what are the best practices that can be put
forward to accelerate the shift to electronic communications more environmentally friendly on the
whole value chain (from networks to users)?

Policy Question(s):

1. What are the best practices that can be implemented by companies to reduce the energy
consumption of the networks and services they provide? 2. What can users do to reduce their energy
consumption from networks without affecting their access to information and cultural content? 3.
What role for public authorities in adopting good practices from companies and users? 4. Can we hope
for a low consumption internet ? Do we have to opt for low tech solutions? 5. If we look at current
trends, is the future of networks energy-consuming or increasingly sober? Are there standards in this
area and if so which ones? 6. As users, what is the most relevant data to establish the energy impact of
our uses? Is this data accessible ? 7. Should we give public access to all the data relating to the energy
consumption of networks and services related to the Internet?

Expected Outcomes:
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1. A better understanding of the entire value-chain and its environmental impact 2. Production of good
practices on each block of the internet value-chain with a critical look at their limits 3. Bring a global
comparative perspective on the different practices that can be implemented in each region 4.
Contribute to the making of a toolbox for a greener internet to users, companies and public authorities
5. Targeting relevant data and the most relevant ways to publish it.

Relevance to Internet Governance: The environmental impact of digital networks and services is a key
issue well identified by the IGF. As the whole value chain of the Internet is impacted, there is a clear
need for a multi-stakeholder approach on best practices to be implemented. In order to be fully
effective, those shall emanate from all parties and be collectively built.

Relevance to Theme: Given the importance of the environmental impact of the digital sectors, several
pitfalls are to be avoided, including catastrophist positions or greenwashing practices. As a regulator,
Arcep will be able to put forward positive and concrete solutions to move ahead, while having a
balanced view of the initiatives that will be introduced.

Discussion Facilitation:

Discussion Facilitation: The session will be moderated by a regulator representative. Per se, regulators
are used to ensure a balanced representation of views and opinions. They can easily and fairly plan
and anticipate interventions to come. The moderator will foster discussion between participants and
the audience by identifying issues that need to be clarified, nuanced and diverging positions that
generate debates. An online pad will gather materials published by each participant. It may also be
completed online by interested persons. Online Participation: The moderator will be taking questions
from social media to contribute to the discussions and will share the session ahead of time to
encourage remote participants to bring up issues to be discussed. A discussion pad will be used
during the session to ensure the liveliness of the debate and promote interaction with the room and
remote participants. This service may be accessed and used online by interested persons following the
debate remotely or not.

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: A discussion pad on Framapad will be used
during the session to ensure the liveliness of the debate and promote interaction with the room and
remote participants. This service may be accessed and used online by interested persons following the
debate remotely or not.

SDGs:

GOAL 7: Affordable and Clean Energy

GOAL 11: Sustainable Cities and Communities
GOAL 12: Responsible Production and Consumption
GOAL 13: Climate Action

Background Paper

Reference Document

IGF 2020 WS #101 Towards an Ethical Approach for New Technologies
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Session

Thematic Track:
Data

Topic(s):
Data for Good

Ethics
Innovation

Organizer 1: Civil Society, Western European and Others Group (WEOG)
Organizer 2: Civil Society, Western European and Others Group (WEOG)

Speaker 1: Marjolijn Bonthuis, Private Sector, Western European and Others Group (WEOG)
Speaker 2: Auke Pals, Civil Society, Western European and Others Group (WEOG)
Speaker 3: Tijink Daniel, Private Sector, Western European and Others Group (WEOG)

Format:
Debate - Classroom - 60 Min

Description:

Many technological developments raise ethical questions. These often have the character of a
dilemma: whether or not it is acceptable to apply this technology. As a result, a framework is lacking to
address ethical questions and concerns constructively. Moreover, to give technological developments
a desirable direction, rather than merely embracing or condemning them. The interpretation of
technology-ethics as accepting or rejecting technology places technology and society in opposition to
each other. In this approach, technology poses a potential threat to society, and it is the responsibility
of ethics to determine whether or not a new technology can be accepted. However, this picture is
wrong.

On the contrary, technology and society are fundamentally interconnected. This interconnection of
technology and society entails a different role for ethics. Instead of seeing ethics as 'judging, it could
also be seen as the normative 'guiding’ of technology in society. At the same time, ethics can also
guide society in its dealings with technology. Such an approach does not place ethics outside
technology but in the middle of it. The question is then 'how' and under what conditions a technology
can get a responsible place in society. In the Netherlands, a methodology has been developed for this
purpose. In the session, a case will be used to demonstrate how an ethical approach can be applied in
practice. Afterward, we discuss this with various experts.

Issues:

By giving the session, we try to contribute a little bit to an even more valuable world. In this way,
technology is guided in society and vice versa; society is guided in its handling of technology. We aim
to expand the approach. Especially for companies, governments, and social groups, this approach can
be of added value.

Policy Question(s):

How can we get the best value out of data-driven business models for individual and collective
wellbeing and sustainable economic development?
How can the use of new technologies be stimulated responsibly?

Expected Outcomes:

The methodology leads to new opportunities for society and the economy. By organizing the session,
we try to promote internationally how to look at new technologies from the perspective of
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opportunities.

Relevance to Internet Governance: How to deal with new technologies is a question that is always part
of the IGF. Through our session we give a handle on how to look at new technologies in a responsible
way.

Relevance to Theme: The session contributes to the discussion about the fundamental challenge of
ensuring the benefits of the data revolution to contribute to inclusive economic development while
protecting the rights of people. This session presents an ethical framework for data-driven
technologies that is in balance with human rights.

Discussion Facilitation:

The session starts with a short presentation about the methodology for an ethical approach for new
technologies. After that, we will start a debate about the methodology. Therefore, we discuss potential
questions in advance with the speakers. Next to it, the audience will get the opportunity to ask
questions.

Online Participation:
Usage of IGF Official Tool.
SDGs:

GOAL 9: Industry, Innovation and Infrastructure
GOAL 12: Responsible Production and Consumption

Reference Document

IGF 2020 WS #103 Digital sovereignty - strategic, legal and technical
aspects
Session

Thematic Track:
Trust

Topic(s):
Digital Sovereignty
Organizer 1: Government, Western European and Others Group (WEOG)

Speaker 1: magdalena wrzosek, Government, Western European and Others Group (WEOG)
Speaker 2: Kulesza Joanna, Civil Society, Eastern European Group

Speaker 3: Krzysztof SILICKI, Government, Eastern European Group

Speaker 4: Jakub Boratynski, Intergovernmental Organization, Intergovernmental Organization

Format:
Debate - Auditorium - 90 Min

Description:

The workshop will concentrate on the digital sovereignty in three aspects: strategic, legal and
technical. The goal is to find the common ground between the policymakers, lawmakers and people
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who works on technical aspects of cybersecurity on everyday basiscs. The workshop will be held in the
form of panel discussion with the participation of experts from public administration, academia and
private sector. The panel will be separated in two parts. In the first part we will start with confrontation
of digital sovereignty definition provided by policymakers, lawmakers and technical level experts. We
will analize the diffent perspective on both state and interanatinal level with examples such as: 5¢
technology, supply chain, implementation of international law in cyberspace and European Union policy
in the field of cybersecurity certification.

The second part of workshop will focus on creating the recomendation on how digital sovereignty
should be adress on both state and international level. There will be also time for an audience to
adress their perspective and ask questions.

Issues:

The main challenge is that digital sovereignty is understood differently on strategic, legal and technical
aspects. The main goal is to find common ground and create useful recommendation for states and
international organization to act.Digital sovereignty could be also use as an excuse for Internet
fragmentation. Because of that we intended to present digital sovereignty as an area of cooperation
between the states and opportunity to build strong digital economy.

Policy Question(s):

How can we overcome increasing fragmentation in cyberspace at national, regional and global levels?
What is digital sovereignty? How can stakeholders better understand its positive and negative impacts,
e.g. political, economic, geographical, cultural impacts?

Where is the common ground in udenrasding digital sovereignty between legal, strategical and
technological aspects of this challenge?

What should be made on state lavel and on the international organization level to ensure digital
sovereignty?

How can we adress digital sovergenity challenge in post COVID environment?

Expected Outcomes:

We expect to prepare the publication after workshop, which will sum up our findings and could be used
in brother discussion about digital sovereignty.

Relevance to Internet Governance: Therefore we intendet to prove that to create digital soveignty the
cooperation between diferenet staheholders is nesesery and that creating so called "national interenet”
does not quarantee digital sovereignty. To achive that we do need an internatnational law farmework
and good cooperation on technical level.

Relevance to Theme: Trust to the emeerging technologies and Interenet is creating by building the
cybersecurity. In the discusion about cybersecurity, subject of the digital soveignty becames more and
more important. It is linked to creating security by desing and data protection, such as new european
regulation - GDPR.

Discussion Facilitation:

We are planning to have a time for questions from audience and also let them make the remarks and
participate in the discussion.

Online Participation:
Usage of IGF Official Tool.
SDGs:

GOAL 9: Industry, Innovation and Infrastructure
GOAL 16: Peace, Justice and Strong Institutions



GOAL 17: Partnerships for the Goals

IGF 2020 WS #105 Designing inclusion policies in Internet Governance

Session

Thematic Track: _
Inclusion

Topic(s):
Capacity Building
Connecting the Unconnected
digital literacy

Organizer 1: Civil Society, African Group

Organizer 2: Civil Society, Latin American and Caribbean Group (GRULAC)
Organizer 3: Civil Society, Latin American and Caribbean Group (GRULAC)
Organizer 4: Private Sector, Eastern European Group

Organizer 5: Civil Society, African Group

Speaker 1: Mamadou Lo, Civil Society, African Group

Speaker 2: Eileen Cejas, Civil Society, Latin American and Caribbean Group (GRULAC)
Speaker 3: Mohammand N. Azizi, Government, Asia-Pacific Group

Speaker 4: Meri Baghdasaryan, Civil Society, Eastern European Group

Speaker 5: Debora Barletta, Civil Society, Western European and Others Group (WEOG)

Format: ) _ _
Break-out Group Discussions - Round Tables - 90 Min

Description:
Structure:

The session will start with the short introduction of the speakers where they will speak on key points of
their countries’ region in terms of inclusion; followed by break out discussion groups. These break out
discussion groups will discuss:

1-. Gender perspectives impact on Internet matters related to policy drafting

2- Techniques to include people from rural, indigenous and remote areas into digital literacy.

3- Policy making processes centred around people with disabilities

4- Markets and Economic inequalities: when prices & taxes prevent people from being connected
5- Governments & human rights: guaranteeing our digital rights to include more voices connected.

After the break out discussions, the outcomes of each group will be shared to the audience.

In the last 20 minutes, we will address key outcomes of each group, which will be part of our online
campaign to raise awareness on Young people towards inclusion in Internet Governance.

Methodology

The session will use an active engagement of attendees as they will be the main component of the
session. The 10 minutes introduction will be the starting point to boost attendees to share experiences
and ideas on the 5 topics that will be addressed in the break out discussion groups.
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Each breakout group will be composed of speakers with relevant previous experience on Gender, Rural
and Indigenous Communities, Disabilities & Policies, Economic Inequalities; and Human Rights. These
break out groups will be monitored by the onsite moderator in terms to ensure that each break out
discussion addresses the policy questions in an equitable way; as well as online in the same way in
which the moderator will do by facilitating through the IGF platform.

The 5 speakers will be leading the 5 breakout groups by facilitating their discussion and asking
attendees policy questions related to the topic under analysis. In this way they could obtain a general
picture for each area and get valuable feedback from attendees on their experiences related to the
specific topic of inclusion.

The same process is applied also to remote participants, which are going to be separated in digital
breakout rooms using the tool provided by the “Zoom”application .

For the online rooms, the group leaders are selected among the participants, with the online moderator
supporting the moderation of the discussion among the 5 online group leaders. This discussion will
take 20 minutes, while each speaker is going to design a brief report on the main points discussed in
the break out groups summarising them as bullet points. The online reports will be shared to the online
moderator and they will be added to the report of the onsite speakers. Afterwards, the 5 group leaders
will have 5 minutes each (25 minutes) to read out the conclusions from onsite and online break out
discussions.

Following the sharing of results, we will focus this part of the session on the online campaign. At this
stage, the last 20 minutes will start to draft the main points taken from the discussions collectively,
besides open the floor to online and onsite attendees to suggest ideas related to the content of the
online campaign. This online campaign, will be a joint effort of Young people and other stakeholders,
will be shared on social media and the general report of the session along with the content of the
session at Youth Observatory's website, under Creative Commons License.

Policy Discussions:

The policy discussion that will take place at the session will count on the participation of various
stakeholders, as well as mixing Young people and non-youth experts in order to ensure a better
diversity also in terms of age and gender. The selection of the policy questions will count with these 5
topics within Digital Inclusion, that have been part of the topics addressed by youth initiatives around
the world when it comes to policy making.

Issues:

We want to address the most common challenges faced by minorities and by people who are excluded
from the digital revolution and constitute the so-called “digital divide”, trying to take into account the
wide range of opinions and life experiences surrounding digital inclusion in order to have a global
perspective on the issue.

Through the 5 topics that are covered in the discussions among the 5 break-out groups, we want to
point out the possibility to develop capacity building strategies and tools that could support the people
who are usually underrepresented in the online world including young people, who are usually outside
the policy making processes at local, national and international level.

Among the main challenges we want to address there are:

-Low quality of access and lack of available services in rural and remote areas.

-Gender inequality (men having more internet access than women; censorship online towards girls, cis
gender women and LGBT community)

-Disability rights (Inclusive design and universal access)

-Affordability (cost of infrastructure and of internet access)

-Policy making processes aka how can policies enable or help addressing these issues (ex. effective
management of spectrum, access to funds, policymakers providing infrastructure, low taxes on
equipment)



Finally, the session will bring us the opportunity to prepare the online campaign that will be produced
with the assistance of Youth Observatory members to be launched online, in order to encourage more
young people into Internet Governance and to become key policy making actors.

Policy Question(s):

1) Accessibility & Policy for Social Inclusion

Topics: Reducing Inequalities, Connecting the Unconnected

Example: What policies can ensure fair prices for internet Access while ensuring sustainable
connectivity by using Community Networks?

2) Capacity Building, Gender Inclusion & Policy

Topics: Gender, Capacity Building, Minorities, Design for Inclusion

Example: How can we bring capacity building tools to women and diverse gender people in order to
foster their involvement in the Internet?

3) Accessibility & Policy for Social Inclusion

Topics: Disability, Design for Inclusion

Example: How can we ensure that Internet policies would include people with disabilities? Which are
the best approaches to accomplish that?

4) Accessibility & Policy

Topics: Rural & Indigenous People, Minorities

Example: How youth initiatives, educational institutions and governments can design adequate plans
to include rural and indigenous people in Internet?

5) Human Rights & Policy

Topics: Government, Reducing Inequalities,

Example:Which are the measures governments can take into consideration to regulate content online
without affecting digital citizens’ rights?

Expected Outcomes:

We would like to organise an online campaign by taking the inputs of online and onsite attendees to
the workshop. This online campaign would ideally be launched few weeks after the IGF, using social
media platforms and websites, highlighting the main points and showing some of the inputs provided
by young and non-young people working on inclusion-related topics. The content used in the campaign
will be enriched by the inputs of attendees and Youth Observatory members, being the last ones who
will help to design the online campaign content under Creative Commons Licence. It is expected to be
shared to non-youth stakeholders as well in their networks.

The idea is to engage more young people in internet governance and into policy making processes,
supporting their meaningful participation in the spaces where these are taking place. For this reason
we aim to reach international organizations and legislative bodies advocating for the inclusion of
young voices where they can positively influence the designing of an open and inclusive Internet.

Relevance to Internet Governance: Since the last meeting of the Youth IGF Summit in 2019, we have
been actively discussing the role Young individuals should have in Internet Governance. Several times
we have drafted youth messages and declarations on how we want to change policies to include more
voices into Internet Governance and for this reason we want to have a concrete follow-up for those
discussions. The workshop will be a key step towards joining efforts among youth and non-youth
stakeholders to create those policies and to ensure they cover the long variety of issues related to
Inclusion we are going to analyse in the session.

Relevance to Theme: Internet Governance core relies on an open Internet, and it was IGF 2019’s slogan
“one world, one net, one vision”, it implies the Internet is an open environment where all voices should
be listened to and taken into account. Especially when it comes to the thematic area of Inclusion,



youth has been one of the key actors promoting inclusion tools such as capacity building webinars,
courses and more. Youth has accomplished a lot, with the assistance of other stakeholders such as
Academia, Technical Community and others; for this reason our session is focused on demonstrating
how youth is a relevant change maker together with non-youth sectors, and how the collaboration
between stakeholders is essential to keep promoting core values of Internet, promoting an horizontal
multi stakeholder approach, to make sure that “one world, one net, one vision” is truly referring to a
world where everybody belongs and where we all have a say.

This proposed workshop will be a relevant tool to ensure the role of youth as a stakeholder in Internet
Governance initiatives, as well as providing an online campaign that will prove essential points to
engage more youth into Internet Governance and into the policy-making processes

Discussion Facilitation:

The breakout discussion groups will ensure attendees will have an equal amount of time to share ideas
during the discussions, as the moderators will be paying close attention to the participants and the
speakers (discussion facilitators).

While onsite moderators will be monitoring onsite participation, the online moderator will be looking
after the online participants, watching closely inputs, the role of the leaders in online breakout groups
discussion, and finally allowing closing comments of online moderators on the draft of the online
campaign.

The engagement of the attendees will be essential to develop the key points regarding the 5 selected
topics, and the draft of the main points of the online campaign to encourage youth involvement in
Internet Governance, with the support of non-youth stakeholders. Attendees will also be part of the
online campaign once it is published and shared on social media and on the Youth Observatory’s
website, and they will be invited to share the content of the campaign within their social media
networks.

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: Yes, we will be using an Etherpad where the
leaders of the online breakout groups can put the key points of their discussions in plain text (no links,
no photos allowed to avoid content not related to the session).

SDGs:

GOAL 4: Quality Education

GOAL 5: Gender Equality

GOAL 10: Reduced Inequalities

GOAL 16: Peace, Justice and Strong Institutions
GOAL 17: Partnerships for the Goals

IGF 2020 WS #107 Educational Opportunities & Challenges in Times of
Crisis
Session

Thematic Track: _
Inclusion

Topic(s):
digital divide
Digital Skills


https://www.intgovforum.org/multilingual/content/igf-2020-ws-107-educational-opportunities-challenges-in-times-of-crisis-0
https://www.intgovforum.org/multilingual/taxonomy/term/711
https://www.intgovforum.org/multilingual/taxonomy/term/915
https://www.intgovforum.org/multilingual/taxonomy/term/846

Digital Transformation

Organizer 1: Civil Society, Western European and Others Group (WEOG)
Organizer 2: Civil Society, Eastern European Group

Organizer 3: Civil Society, Eastern European Group

Organizer 4: Civil Society, Latin American and Caribbean Group (GRULAC)

Speaker 1: Kulesza Joanna, Civil Society, Eastern European Group

Speaker 2: Glenn McKnight, Civil Society, Western European and Others Group (WEOG)
Speaker 3: Sabrina Vorbau, Civil Society, Western European and Others Group (WEOG)
Speaker 4: Oliana Sula, Civil Society, Eastern European Group

Speaker 5: Wout De Natris, Private Sector, Western European and Others Group (WEOG)
Speaker 6: Narine Khachatryan, Civil Society, Eastern European Group

Speaker 7: Fotjon Kosta, Government, Eastern European Group

Format: ] _ _
Break-out Group Discussions - Round Tables - 60 Min

Description:

The COVID-19 pandemic has necessitated moving teaching and learning online at an unprecedented
scale. As of end March, 2020, the COVID 19 crisis has caused more than 1.6 billion children and youth
to be out of school in 161 countries, which is equal to 80 percent of the world's enrolled students. As
experts estimate, the global lockdown of education institutions is going to cause major and probably
uneven interruption in students’ learning. Pandemic has exposed that most countries have very
unequal education systems, and the negative impacts will be felt disproportionately by children from
poor and rich families, children with disabilities. Millions of households either do not have access to
broadband networks or can't afford service, being cut off from educational opportunities being cut off
from educational opportunities and being deprived of their constitutional right to free education.
According to UNESCO data, school closures negatively impact student learning outcomes, too. The
disadvantages are especially disproportionate for under-privileged learners who tend to have fewer
educational opportunities beyond school. During the lockdown, parents generally are asked to facilitate
the learning of children at home and often struggle to perform this task. This is especially true for
parents with limited education and resources. Though the use of distance learning programmes and
open educational resources and platforms can mitigate the disruption of education, yet intensify other
problems. The global health crisis has created a fruitful ground for cyber-criminals to profit from
hacking and cybercrime, and attacks are on the rise. Unequal access to educational resources and
limitations of copyright, especially when libraries are closed, increases the difficulty of keeping up with
distance learning. What impact the COVID-19 crisis will have on education and what will be the long-
term consequences for the affected institutions, educational community and the public at-large? Lack
of access to technology, unequal access to educational resources can prevent students, particularly in
rural areas or from disadvantaged or low economic status families, from benefiting from online
education. This can deepen and amplify existing inequalities, widen polarization and knowledge divide,
impeding the achievement of Sustainable Development Goals.

Issues:

I. What impact the COVID-19 crisis will have on education and what will be the long-term consequences
for the affected institutions, educational community and the public at-large? Il. Will this education
transformation worsen inequality and polarization? What educational strategies and policies should be
implemented to mitigate these negative impacts?

Policy Question(s):
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1. What are the existing educational strategies and policies that are helping people become more
prepared and equipped in times of global crisis: to protect individuals and their devices from
cybercrime, learn to manage privacy and protect personal data, create and co-create digital content. 2.
How do we ensure that not only certain populations will gain from online teaching and learning
opportunities presented by educational institutions? 3. How do we ensure necessary cyber-defense,
digital literacy and other skill-sets are taught to ensure people are protected from cybercrime, know
how to manage their privacy and protect their data, capable of creating and co-creating content? 4.
What responsibilities should assume state, business and civil society actors to promote that quality
education during and after the global health crisis?

Expected Outcomes:

1. Participants will propose a set of recommendations to state, business and civil society actors to
promote quality education for all in the face of challenges posed by the global health crisis. 2.
Participants will also discuss a set of recommendations about proper skill-sets needed to be taught at
various levels from elementary to high school, from high schools to university level and above, within
formal and informal educational settings to be equipped in times of global crisis and take advantage of
online learning opportunities: to protect individuals and their devices from cybercrime, manage privacy,
protect personal data, create and co-create digital content. 3. The speakers will also discuss the best
practices in various countries regarding the selection of the most relevant technological solutions
(digital learning platforms, appropriate learning methodologies, video lessons, MOOCs, broadcasting
through radios and TVs), measures to ensure inclusion of the distance learning programmes,
strategies to protect data privacy and data security; solutions to address socio-psychological
challenges (tools to connect schools, parents, teachers, and students with each other), provide support
to teachers and parents on the use of digital tools, monitor students’ learning process, create and
enhance communities (between teachers, parents, school managers, etc).

Relevance to Internet Governance: |. Relevance of education to digital policies and Internet Governance
debates is reflected in various academic papers and demonstrated in practice in many countries of the
world. The Internet and ICTs are transforming our society into a knowledge society, enabling economic
growth, as well as social, cultural and democratic development. ICTs are commonly recognised as
empowering tools fostering inclusion, promoting greater participation of people, improving education,
etc. However, without proper strategies only those who are in advantageous positions are able gain
from opportunities opened by ICTs. Therefore, development of policies, emphasizing the importance of
relevant skill-sets are crucial for technology and ICTs being able to play the role of enablers and
catalysts of inclusive and sustainable growth. States, business and civil society actors need to assume
responsibilities to elaborate and promote those digital policies and strategies in the field of education
and ICTs. Il. The Covid-19 is both a crisis and an opportunity for Schools of Internet Governance, as we
move to a strictly remote learning via online platforms. Schools of Internet Governance around the
world have historically been face-to-face meetings with events spanning from a single day to a full
week programme. Given the social distancing issues and ban on travel we are seeing cancellation of
many of the events, as well as major efforts by various players in the Internet Governance space, such
as national and regional IGFs, ICANN, ARIN, NANOG and others, to move towards online meetings for
the remaining year.

Relevance to Theme: Our focus is on Inclusion and our efforts are to showcase how we can achieve an
equitable and inclusive education. In particular interest for our session is how it relates to the SDG #4
Quality Education and its mirrored in the Thematic Track items Accessibility & Policy for Social
Inclusion Digital Literacy, Capacity Development, & Future of work

Discussion Facilitation:

We are planning to have a break-out round-table session with at least 7 active speakers. The moderator
opens the discussion and introduces the topic and the speakers. After that, each panelist has 10
minutes for presentations. Then, the moderator will invite all participants of the workshop to speak,
make comments and ask questions. The moderator will ask questions to panel and call participants to



share their experiences related to any of the issues discussed. Then the panelists will use the rest of
the time to answer the questions. At the end, each panelist will have 10 to 15 minutes for closing
remarks. Onsite and remote moderators will ensure that the debate is rich, diverse and balanced.
Remote participation will be promoted in advance through outreach activities. Online Moderator will
engage remote participants and coordinate with the main moderator to include comments and
questions. Social networks, such as twitter and facebook will be used to engage with the audience,
while official communication will be channeled through specific mailing lists. Moderator will try to
equally distribute remote and local participation of the speakers and the audience.

Online Participation:

Usage of IGF Official Tool.

SDGs:

GOAL 1: No Poverty

GOAL 3: Good Health and Well-Being

GOAL 4: Quality Education

GOAL 5: Gender Equality

GOAL 9: Industry, Innovation and Infrastructure
GOAL 10: Reduced Inequalities

GOAL 11: Sustainable Cities and Communities
GOAL 17: Partnerships for the Goals

Reference Document

IGF 2020 WS #109 OPEN EDUCATION AND MULTILINGUALISM IN A
KNOWLEDGE SOCIETY

Session

Thematic Track: _
Inclusion

Topic(s):
Capacity Building

digital literacy
Multilingual

Organizer 1: Civil Society, Intergovernmental Organization
Organizer 2: Civil Society, Western European and Others Group (WEOG)
Organizer 3: Government, African Group

Speaker 1: Giovanna Capponi, Civil Society, Western European and Others Group (WEOG)
Speaker 2: Mama Adobea Nii Owoo, Civil Society, Intergovernmental Organization
Speaker 3: Adesina Ayeni, Government, African Group

Format:
Round Table - U-shape - 60 Min
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Description:

The Global South is lagging behind in carving a niche for itself in the digital space. It is also a known
fact that the dominance of internet-related activities is concentrated in some particular languages.
This session aims to explore ways through which Africa’s multilingualism might be effectively
harnessed within open education frameworks, and how to create an enabling environment that
acknowledges R.0.A.M concepts, in working towards goals of inclusive and equitable quality
education. The attainment of development policies such as (SDG) 4, which aims to “ensure inclusive
and equitable quality education” by aligning the language of schooling with learners’ languages
resonates with the aspirations of IGF stakeholders in Africa south of the Sahara. Delayed commitment
to meeting this goal is largely connected to the exclusion of Africa’s languages in the digital space.

Issues:

What challenges are to be expected by youth entrepreneurs and policy stakeholders involved in
developing open educational resources in non-dominant languages? What opportunities exist for
partnerships with organizations already engaged in open education resources development and digital-
education design in well-known languages? How can small to medium scale organizations access
capacity for developing K-12 curricular resources in education to accelerate literacy and biliteracy in
African multilingual contexts?

Policy Question(s):
To this end the session will discuss the following policy questions:
How do we ensure fair representation online and diverse access to content in one’s language?

How can we better utilize primary and secondary schools and tertiary educational facilities to promote
and to deliver digital literacy to their communities?

Should digital literacy be the fourth pillar of education, alongside reading, writing, and maths?

How do we ensure that Internet governance processes are truly inclusive with respect to minority
language communities?

What needs to be done to enhance the capacity of different actors (and especially those in developing
and least-developed countries) to actively contribute to such processes and whose responsibility is it?

Expected Outcomes:

To implore participants to support academic publications and government and civil society investment
into African languages in open and multilingual education. Call on all stakeholders (government,
education providers, language and education experts, the labour market, local communities and
parents) to establish participatory dialogue and to mobilize large-scale support for integrated, holistic
and diversified multilingual education that will boost accountability and transparency. The overarching
outcome is to create the right connections to start new projects with a vision of flooding the internet
with multilingual educational resources. Set the pace for the development of concrete projects (apps,
translation services, multilingual support communities) and the achievement of the African Union’s
Language Plan for Action (2006).

Relevance to Internet Governance: Internet Universality is key for the achievement of a knowledge
society by calling on all stakeholders to support the language policies of the African Union, by
enforcing through legislation, planning and adequate budgeting.

Additionally, we expect session participants to consider how governments and school systems might
incorporate principles of language inclusion and digital freedom within education frameworks to
provide knowledge & information to Africans in African indigenous languages.



Relevance to Theme: If truly the internet is to be an inclusive space and accessible, irrespective of
language, race, orientation or geographical location, then internet governance and policy must address
issues of access, equity and language diversity. The session is to look at the R.0.A.M framework in
agitation of the importance of Africa’s digital inclusion in the achievement of Internet Universality.

Discussion Facilitation:

We will use ice breakers to encourage familiarity and participation during the workshop, We will also
introduce resources created in two African languages as a show and tell piece. Finally, we will
introduce participants to Flipgrid, an e-educational platform for social learning in addition to the official
platform to make the session more interactive and allow participants to participate fully in other
languages besides English.

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: We are planning to use Flipgrid, an e-educational
platform for social learning in addition to the official platform to make the session more interactive and
allow participants to participate fully in other languages besides English.

SDGs:

GOAL 4: Quality Education
GOAL 9: Industry, Innovation and Infrastructure
GOAL 10: Reduced Inequalities

IGF 2020 WS #110 Internet for Regeneration

Session

Thematic Track:
Trust

Topic(s):
Business Models
DNS

Inclusive Governance

Organizer 1: Civil Society, Asia-Pacific Group
Organizer 2: Technical Community, Western European and Others Group (WEOG)

Speaker 1: Yrjo Lansipuro, Technical Community, Western European and Others Group (WEOG)
Speaker 2: Karina Stan, Private Sector, Western European and Others Group (WEOG)
Speaker 3: Sivasubramanian Muthusamy, Civil Society, Asia-Pacific Group

Format:
Round Table - Circle - 90 Min

Description:

The global economy had to be brought almost to a standstill, in the global war against the COVID
pandemic, a war without an enemy at the gates, without the inevitable atrocities associated with a war,
but a war nevertheless as it brought the economy and social life to a stand still. The last occasion
when the World was at war was 75 years ago, following which a master plan was drafted and
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implemented for Reconstruction of an entire continent, this time, such a plan is needed, for the entire
world. What could Internet do? How could Internet Governance through its various actors play a role to
cause wise collaborations, not only to reconstruct, but also to renew the global economy? Could the
Internet also debate what worked and what did not during the last two centuries? Is this an opportunity
for a brighter world post-crisis? What is the role of the Internet Governance?

Issues:

- Every country in the world is facing economic hardship; Traditional economic theories call for
predictions of slow recovery or hyperinflation, but is this an opportunity for a new economic thinking?

Policy Question(s):

- (if the epidemic conditions are still persistent at the time of the IGF) - What is the magnitude and
extent of collaboration required between actors? What is the magnitude of economic intervention
required during the crisis? - What policies are required concerning what sector of economy / which
economic actors to be prioritized for Government intervention? Is there a scope for change in the way
the global economy works?

Expected Outcomes:

- Exchange of innovative thoughts on rebuilding an interrupted world; Positive, rough outlines for
renewal that the IGF could share with relevant actors.

Relevance to Internet Governance: Internet, at this point of time is the neural center for global
governance. It is the medium by which the world communicates and acts. During this pandemic crisis,
Internet is the medium for coordination, it is the only eco-system for collaboration. The global issue
pretty much becomes an issue intricately woven with Internet Governance.

Relevance to Theme: Irrespective of how Trust is defined as a theme, this is an a topic of global
cooperation that depends on the Trust in Internet and Internet Governance - Trust that the Internet
brings together the wisest minds to bring about innovative solutions.

Discussion Facilitation:

The Roundtable 'discussion leaders' are the invited speakers, more to be invited, who would open
discussions by sharing their views on the topic, followed by a discussion on the topic to generate
perspectives. Online participation also has to be integrated.

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: We are familiar with zoom, we will set up zoom,
together with livestream and also stream the meeting in facebook.

SDGs:

GOAL 1: No Poverty

GOAL 2: Zero Hunger

GOAL 3: Good Health and Well-Being

GOAL 4: Quality Education

GOAL 9: Industry, Innovation and Infrastructure
GOAL 11: Sustainable Cities and Communities
GOAL 12: Responsible Production and Consumption
GOAL 16: Peace, Justice and Strong Institutions



IGF 2020 WS #113 Freedom on the Net 2020

Session

Thematic Track:
Trust

Topic(s):
Democracy

Human Rights

Organizer 1: Civil Society, Western European and Others Group (WEOG)
Organizer 2: Civil Society, Western European and Others Group (WEOG)
Organizer 3: Civil Society, Western European and Others Group (WEOG)

Speaker 1: Babatunde Okunoye, Civil Society, African Group
Speaker 2: Gurkan Ozturan, Civil Society, Eastern European Group
Speaker 3: Sarjveet Singh, Civil Society, Asia-Pacific Group

Format:
Panel - Auditorium - 60 Min

Description:

As of 2019, global internet freedom has been on the wane for nine consecutive years, according to
Freedom on the Net, Freedom House's annual survey of digital rights in 65 countries around the world.
This downward trend has blunted the internet's effectiveness as a tool for political, economic, and
social empowerment, while contributing to declining trust in democracy and its surest guardian: the
media. In this session, panelists will assess whether the downward trend held steady in 2020, drawing
on the findings of the newly released 2020 edition of Freedom on the Net.

The session aims to first provide attendees with a framework for understanding internet freedom and
its importance, in the form of the Freedom on the Net survey. Next, panelists drawn from the survey's
international network of researchers will use case studies to highlight unresolved and emerging
challenges to global internet freedom in 2020. They will then share best practices for protecting and
expanding digital rights on a multistakeholder basis. Finally, panelists will invite attendees to
interrogate the design of the survey, contribute examples that support or falsify its 2020 findings, and
brainstorm further strategies for reversing the decline in global internet freedom.

Issues:

Freedom on the Net organizes internet freedom issues into three categories: obstacles to access,
limits on content, and violations of user rights. This workshop will summarize recent changes in these
issue areas globally and region-by-region, particularly as they relate to subtheme 4: Trust, Media and
Democracy. Panelists and attendees will also identify opportunities for ameliorating these issues
through multistakeholder action.

Policy Question(s):

This session will touch on a wide range of policy questions that can be grouped as follows:

1. What is internet freedom, and what is its relevance to internet governance? How is it measured, and
what inputs can different stakeholders provide to facilitate its measurement? How can policymakers
use data about global internet freedom to design rules, etc. that support a free and open internet?

2. What issues are driving the decline in global internet freedom? Which issues have been ameliorated,
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and which ones have persisted? Why? How have endemic problems such as internet shutdowns and
hate speech evolved over time, particularly in response to policy interventions? What new challenges
are on the horizon?

3. How can internet governance reverse this decline? What procedures can be put in place to monitor
and respond to global internet freedom issues?

Expected Outcomes:

Attendees will walk away from this session with a deeper understanding of internet freedom, its
importance, and the issues threatening it globally. The session is also designed to enhance the
robustness of the Freedom on the Net survey and its usefulness to the internet governance community
by starting a dialogue about conceptualizing and measuring internet freedom.

Relevance to Internet Governance: A commitment to advancing internet freedom must guide the work
of internet governance, because only a free and open internet can serve as a tool for political,
economic, and social empowerment. In order to develop and advance a set of policies that protect and
expand respect digital rights — the constitutive elements of internet freedom — around the world, the
stakeholders involved in internet governance require an empirical way of measuring global internet
freedom along with up-to-date information about the state of digital rights. This session and the
Freedom on the Net survey aim to meet these needs.

Relevance to Theme: This session has special relevance to the Trust, Democracy, and Media subtheme
of the Trust theme. The internet freedom issues highlighted in Freedom of the Net, such as digital
divides, dis- and misinformation in the online public square, invasive state surveillance, and
cyberattacks from nonstate actors, diminish users' trust in in democracy and the media. Identifying
and tackling these issues is critical to restoring that trust, which is necessary for the realization of
information technology's democratizing potential.

Discussion Facilitation:

After an approximately 30-minute panel discussion, we will open up the workshop to the audience,
inviting attendees to interrogate the design of the survey, contribute examples that support or falsify
its 2020 findings, and brainstorm further strategies for reversing the decline in global internet freedom.

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: We plan to solicit questions before and during
this session over Twitter, using the hashtag #FreedomontheNet.

SDGs:

GOAL 10: Reduced Inequalities
GOAL 16: Peace, Justice and Strong Institutions

Reference Document

IGF 2020 WS #114 Osaka Track - High Way or Wrong Way? Discussing
chances

Session

Thematic Track:
Data
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Topic(s): Cross Border Law Enforcement
Data Flows
Data for Good

Organizer 1: Civil Society, Western European and Others Group (WEOG)
Organizer 2: Civil Society, Western European and Others Group (WEOG)

Speaker 1: Tobias Wangermann, Civil Society, Western European and Others Group (WEOG)
Speaker 2: Sebastian Weise, Civil Society, Western European and Others Group (WEOG)
Speaker 3: EDUARDO MAGRANI, Civil Society, Latin American and Caribbean Group (GRULAC)

Format:
Debate - Auditorium - 90 Min

Description:
1. Broader Framework:

The digital age is an age of data. Thanks to accelerating digitization,cross-border data flows are
increasingly shaping social and economic life. The opportunities of a data-centric world are
tremendous. Increased eonomic

growth, better public services, sustainable mobility solutions and more development are only some of
the promises that could be realized by using data in a beneficial way. At the same time the new data
centric age poses also new risks to states, companies, NGO's and individuals that are caused by the
misuse and/or abuse of data. These threats include e.qg. identity theft and violation of privacy,
algorithmic unfairness, theft of intellectual property, mass surveillance, and far reaching cyber attacks.

To set up a global framework that allows harnessing the potential of data and adressing the risks
appropriately, Japan initiated the so called “Osaka Track” at the G20 Summit in January 2019. The idea
of the track was to set

a global data governance framework for how governments, companies, academic institutions and
other relevant entities collect data, use it to generate insights, produce value of it and how they store
and protect it. Based on the model “Data Free Flow with Trust” and aiming at the benefit of different
stakeholders, such a global data governance framework should promote cross-border data flows and
simultaneously provide safeguards against the

misuse oder abuse of data, whether personal or non-personal data.

With its effort to establish a global data governance framework, Japan has launched a major project
for the digital age that is to be welcomed. If such a global norm setting process shall gain any
momentum, a number of

fundamental questions must be answered and challenges overcome. It is nothing less than an attempt
to reach a binding consensus across countries, cultures and different stakeholders not only on a very
broad range of issues (e.g. access to data, the protection of privacy, cybersecurity) but on the rules
defining who should “control” data and harness their value.

2. Adressed Issues in this context

The Konrad Adenauer Foundation would like to contribute to the IGF 2020 with a international multi-
stakeholder panel discussing the opportunities and challenges of the Osaka Track. The panel will bring
together representatives of different stakeholder groups and cultural backgrounds to explore which
principles could guide the development of a global data governance framework. It will also discuss
which actors could and may form an alliance in such a global norm-setting process in order to drive
such a process forward and in which institutional framework such a process should be integrated.

The panel could further address the lessons learned so far, i.e. the experiences made with the basic
principles of the GDPR in Europe as a starting point of implementing a unified approach on data


https://www.intgovforum.org/multilingual/taxonomy/term/870
https://www.intgovforum.org/multilingual/taxonomy/term/872
https://www.intgovforum.org/multilingual/taxonomy/term/873
https://www.intgovforum.org/multilingual/user/12761
https://www.intgovforum.org/multilingual/user/12788
https://www.intgovforum.org/multilingual/user/8860

processing. Moreover possible enforcement models at international level and approaches by
prominent data management projects, like MyData, may supplement the debate.

3. Methodical Considerations / Outcome

The aim of the event is a problem-oriented discussion on the opportunities and challenges of the
Osaka Track. The panel will bring together representatives of different stakeholder groups and cultural
backgrounds to explore which principles could guide the development of a global data governance
framework, which should serve as an impulse for different stakeholders on the future of a global data
governance framework. Subsequently to our Panel we will ensure that the results will be published and
integrated in our international work as well as in our consulting efforts for political deciders worldwide.

In addition to the panelists’ discussion, the audience will also be involved. Therefore, we will conduct
question rounds on certain issues / challenges. In these, the respective representatives from individual
regions will be asked about their perspective to specific challenges (short statement). The statements
will then be discussed and related to each other. The audience will also be involved via interactive
methods. In the run-up to the event, we are planning various activities on social media (e.g. Twitter
surveys). Furthermore, the event will be accompanied parallel via our social media accounts (e.g. input
for questions / reporting about the Panel etc.).

4. Speaker

As speakers, we aim to integrate multipliers from different regions and stakeholder groups. The aim
will be to involve representatives from Europe, North America, Asia, Africa and Latin America. For the
identification of relevant speakers, we will use our global network of over 100 offices abroad. First
consultations have already taken place. As soon as we have commitments from individual
representatives, we will be happy to communicate them.

5. Further Information about KAS and our work in the field of Internet governance in 2018 / 2019

After the Konrad-Adenauer-Stiftung (KAS) was already represented at the IGF for the first time in 2019,
the foundation would like to continue ist contribution to the IGF and the field of internet governance. In
order to

implement the panel, the (KAS) has access to a broad international network of more than 100 foreign
offices worldwide. Furthermore, the Konrad-Adenauer-Stiftung also organizes the European Data
Summit, one of the

most important data policy events in Europe.

KAS presence IGF 2019 Session:
https://igf2019.sched.com/event/STyM/pre-event-13-open-and-free-and-what...

KAS presence IGF 2019 Booth with links to our work in 2018 and 2019 (Internet
governance): https://igf2019.sched.com/event/SU9X/konrad-adenauer-stiftung

Issues:

The Konrad Adenauer Foundation would like to contribute to the IGF 2020 with a international multi-
stakeholder panel discussing the opportunities and challenges of the Osaka Track. The panel will bring
together representatives of different stakeholder groups and cultural backgrounds to explore which
principles could guide the development of a global data governance framework. It will also discuss
which actors could and may form an alliance in such a global norm-setting process in order to drive
such a process forward and in which institutional framework such a process should be integrated. The
panel could further address the lessons learned so far, i.e. the experiences made with the basic
principles of the GDPR in Europe as a starting point of

implementing a unified approach on data processing. Moreover possible enforcement models at
international level and approaches by prominent data management projects, like MyData, may
supplement the debate.
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Policy Question(s):

The panel will bring together representatives of different stakeholder groups and cultural backgrounds
to explore which principles could guide the development of a global data governance framework. It will
also discuss which actors could and may form an alliance in such a global norm-setting process in
order to drive such a process forward and in which institutional framework such a process should be
integrated. The panel could further address the lessons learned so far, i.e. the experiences made with
the basic principles of the GDPR in Europe as a starting point of implementing a unified approach on
data processing. Moreover possible

enforcement models at international level and approaches by prominent data management projects,
like MyData, may supplement the debate.

Expected Outcomes:

The aim of the event is a problem-oriented discussion on the opportunities and challenges of the
Osaka Track. The panel will bring together representatives of different stakeholder groups and cultural
backgrounds to explore which principles could guide the development of a global data governance
framework, which should serve as an impulse for different stakeholders on the future of a global data
governance framework. Subsequently to our Panel we will ensure that the results will be published and
integrated in our international work as well as in our consulting efforts for political deciders worldwide.

Relevance to Internet Governance: To set up a global framework that allows harnessing the potential of
data and adressing the risks appropriately, Japan initiated the so called “Osaka Track” at the G20
Summit in January 2019. The idea of the track was to set

a global data governance framework for how governments, companies, academic institutions and
other relevant entities collect data, use it to generate insights, produce value of it and how they store
and protect it. Based on the model “Data Free Flow with Trust” and aiming at the benefit of different
stakeholders, such a global data governance framework should promote cross-border data flows and
simultaneously provide safeguards against the

misuse oder abuse of data, whether personal or non-personal data.

With its effort to establish a global data governance framework, Japan has launched a major project
for the digital age that is to be welcomed. If such a global norm setting process shall gain any
momentum, a number of

fundamental questions must be answered and challenges overcome. It is nothing less than an attempt
to reach a binding consensus across countries, cultures and different stakeholders not only on a very
broad range of issues (e.g. access to data, the protection of privacy, cybersecurity) but on the rules
defining who should “control” data and harness their value.

For us, this is a question with extraordinary importance in the broad field of Internet governance.

Relevance to Theme: Discussing the so called Osaka Track focusses on debating the opportunities and
challenges for a global data governance framework that strengthens a human centric data governnace
approach and the SDG's.

Discussion Facilitation:

The aim of the event is a problem-oriented discussion on the opportunities and challenges of the
Osaka Track. The panel will bring together representatives of different stakeholder groups and cultural
backgrounds to explore which principles could guide the development of a global data governance
framework, which should serve as an impulse for different stakeholders on the future of a global data
governance framework. In addition to the panelists’ discussion, the audience will also be involved.
Therefore, we will conduct question rounds on certain issues / challenges. In these, the respective
representatives from individual regions will be asked about their perspective to specific challenges
(short statement). The statements will then be discussed and related to each other. The audience will
also be involved via interactive methods. In the run-up to the event, we are planning various activities



on social media (e.g. Twitter surveys). Furthermore, the event will be accompanied parallel via our
social media accounts (e.g. input for questions / reporting about the Panel etc.).

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: In the run-up to the event, we are planning
various activities on social media (e.g. Twitter surveys). Furthermore, the event will be accompanied
parallel via our social media accounts (e.g. input for questions / reporting about the Panel etc.).

SDGs:

GOAL 9: Industry, Innovation and Infrastructure
GOAL 10: Reduced Inequalities
GOAL 16: Peace, Justice and Strong Institutions

IGF 2020 WS #116 Pandemics & Access to Medicines: A 2020
Assessment

Session

Thematic Track:
Trust

Topic(s):
Internet Standards
Norms

Safety by Design

Organizer 1: Private Sector, Western European and Others Group (WEOG)
Organizer 2: Private Sector, Latin American and Caribbean Group (GRULAC)

Speaker 1: Jillian Kohler, Intergovernmental Organization, Intergovernmental Organization
Speaker 2: Bertrand de La Chapelle, Civil Society, Western European and Others Group (WEOG)
Speaker 3: Aria Ahmad, Civil Society, Western European and Others Group (WEOG)

Speaker 4: Patrick Kane, Private Sector, Western European and Others Group (WEOG)

Format:
Round Table - U-shape - 90 Min

Description:
Pandemics & Access to Medicines Over the Internet: A 2020 Assessment

In 2019, the MAG for IGF Berlin selected our proposal for a Day Zero event (Pre-Event #47 Protecting
Public Health Online: Shadow Regulation & Access to Medicines), as well as our Workshop #92 (Public
Health Online: Shadow Regulation-Access to Medicines).

At the IGF 2020 Poland, we will build from our prior work and contextualize it within the current COVID-
19 pandemic; a clear and present danger to the health and well-being, social welfare, and the global
economy. COVID-19 does not respect borders or political parties. This has created global prioritization
of a distinct opportunity to reshape our world, prioritize health and well-being, and to build international
solidarity around access to medicines as a human right.
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At the center of this chaos, the Internet has emerged as a tool that enables students to study and
parents to work from their homes, consume entertainment, and learn more information about the
pandemic from a global perspective than any who have come before us, a privilege and benefit that
previous generations did not have.

Currently, 63% of all deaths worldwide occur from non-communicable diseases — chiefly cardiovascular
diseases, cancers, chronic respiratory diseases and diabetes. However, the disparate prescription
prices for daily essential medicines that keep people alive boggle the mind. Why does it cost USS
1028.00 for Zetia, for high cholesterol, in America and only USS$ 259.00, in Canada? Or the asthma
medicine Advair at USS 1102.00 in the United States, but available for only USS 436.00 in another
country? Current cross-border restrictions prevent the sale of approved pharmaceuticals, thereby
impeding competition in a global marketplace, keeping prescriptions artificially high, and not in the
consumer interest. Importantly, these medicines are the same products, manufactured by the same
company at the same cost, so the 60-75% difference in pricing is considerable. What happens if Big
Pharma were to take the same approach with anti-virals and the vaccine instrumental in the fight
against COVID-19?

Internet pharmacies, defined as websites that sell legally manufactured prescription medicines from
licensed pharmacies upon receipt of a valid prescription and deliver the medicines through the mail
directly to the patient, represent a challenge to outdated practices, rules and regulations of pharmacy,
as well as with legal jurisdictions. ‘Price’ being the primary motivational factor for turning to an Internet
pharmacy, ‘access’ being the second. During a time of stay-at-home orders and mandated social
distancing, the necessity of safe Internet pharmacies becomes even clearer.

Drug supply problems are a critical constraint for making progress in health outcomes within the
spectrum of treatable diseases globally. According to the World Health Organization (WHO) about one-
third of the global population does not have regular access to medicines, so the advent of Internet
pharmacy is creating opportunities for better access to medicines; at the same time, the global
expansion of falsified/substandard medicines, if sufficient controls are not in place. The WHO
estimates that about 25 percent of drugs consumed in poor countries are falsified or substandard.

Our workshop will bring experts who have been fighting the COVID-19 pandemic; leadership from the
World Health Organization Center for Governance, Transparency, and Accountability in the
Pharmaceutical sector; innovators in cross-border jurisdiction, and stalwarts in Internet governance to
speak to key aspects of the pandemic and its direct impact on access to medicines and vaccines, all in
the context of Internet Governance. Indeed, as we see it, the pandemic emphasizes the acute need for
improved rules on access to medicines. In fact, the virus serves as a resounding call to wake up, to join
together, and to care for each other.

Substantive discussions during our session will facilitate movement toward an open, transparent
Internet, empowered by choice, competition and trust to shape a healthier future that, in point of fact,
will attend to those in need of access to safe, affordable medicines. Our intention is to incorporate the
information presented and gathered in this multi-stakeholder forum into our report, as well as to serve
as a resource for our future actions.

The moderator will open the session with scene-setting remarks, followed by 15 minute interventions
from each of our 4 speakers. We anticipate that our speakers’ remarks will showcase (1) the current
state (pre-COVID 19) of tele-medicine/E-Health, and (2) what needs to be addressed to achieve the
objective of access to medicines for all, as we move forward. Interventions from the attendees, both
those online and those in the room (Q&A) will be brought forward during the final 30 minutes of the 90
minute session. Notably, we will be using a U-shaped table for the express purpose of encouraging
participation and discussion with as many attendees as possible.

The practical outcome of our session is detailed in Section 8 EXPECTED OUTCOMES, but it bears
noting here that our objective at IGF 2020 is the development of protocols, standards and norms that
can be easily implemented to enable safe and affordable access to medicines using the Internet.



Issues:

Our proposed Workshop directly speaks to a question raised within the MAG: “Can the IGF fulfil its
promise to be the platform that leads to the development of globally-applicable rights-based public
interest norms and principles for Internet governance, policy and regulation?” In fact, in our view, our
proposed Workshop is a real world example that confirms the IGF is doing just that.

Expanding on Dr. Aria llyad Ahmad’s Discussion Paper, introduced at IGF Berlin (Day Zero #47 and
Workshop #92), Digital Governance of Public Health: Towards a Regulatory Framework for Internet
Pharmacies, our IGF 2020 Poland Workshop will bring forward jurisdictional, moral, financial and other
issues associated with the on-going development of Internet standards and norms under the Brussels
Principles on the Sale of Medicines over the Internet.

The first 3 of the 7 Brussels Principles state:
#1 Access to affordable medical products is a fundamental component of the right to health.

#2 Patients with a prescription should be able to use the Internet to order safe, quality and affordable
medical products for personal use.

#3 National and regional legislation, regulation, and enforcement policies and actions should not
prevent and/or deter patients with a prescription from importing safe, quality and affordable medical
products for personal use.

The issues and challenges addressed in our session originate in the deadly consequences of
pandemics, and consider how global viruses over-stress all systems, e.g. the COVID-19 pandemic
demonstrated how antiquated legislation and regulation must be replaced by practices that sustain
global humanitarian needs for access to medicines. Standards and norms bring order to a world of
unrestrained rogue Internet pharmacies.

On the one hand, the lack of regulatory coherence can undermine access to affordable and quality
medicines from legitimate Internet pharmacies. At the same time, current efforts have failed to
adequately respond to the risks posed by rogue websites. Rogue actors are imposter web sites that
disquise themselves as legitimate pharmacies, but they are patently corrupt — the abuse of entrusted
power for private gain — as defined by Transparency International. It is profit opportunities that have
fostered the proliferation of ‘fake Internet pharmacies. Rogue actors who engage in the sale of
medicines, particularly controlled substances without a prescription, pose a threat to public health and
patient safety in normal circumstances. According to one of this year’s proposed panelists, “in times of
pandemics, this malady is on steroids”.

The bigger challenges come once the COVID-19 pandemic has passed: Will the shock of the virus
provide the impetus to turn our united and undivided attention as a global community to call on
governments to address global health issues, including access to medicines, and the widespread
egregious disparities that leave our existence at risk?

As noted at the top of this section, our proposed workshop is indeed one “...that leads to the
development of globally-applicable rights-based public interest norms and principles for Internet
governance, policy and regulation.”

Policy Question(s):

1. In the absence of uniform procedures, policies, legislation and regulation regarding Internet
pharmacies, institutional frameworks breakdown because there is no ‘health’ coordinating body
stepping forward to gather all of the central actors to address growing public health issues. Devoid of
any governmental or other coordination, which policies are needed to achieve universal access to safe
and affordable medicines?



2. Governments, online platforms, civil society and other stakeholders as well as users are working to
address the challenges of harmful content, contact and conduct online. In this case, the harmful
content and conduct of rogue pharmacies. Which policy approaches and responses support effective
and coordinated actions to identify legitimate online websites and to remove bad rogue pharmacies
from the Internet?

3. Health-centered institutions from around the world rushed to create information websites/portals to
keep citizens knowledgeable about all aspects of the pandemic and its impact on them. Which policy
lessons have been learned from this implementation?

4. Internet Intermediaries have emerged as key stakeholders, advancing technical and policy
approaches to balance public health and consumer choice. What are the opportunities and challenges
associated with intermediary efforts to regulate Internet Pharmacies, including the .Pharmacy gTLD
and Trusted Notifier systems?

5. In the Internet and Jurisdiction Policy Network’s, Global Status Report, introduced at IGF Berlin 2019,
stakeholders sent a strong message that current coordination efforts are insufficient. Asked whether
there is sufficient international coordination and coherence to address cross-border legal challenges
on the internet, no less than 79% of surveyed experts answered ‘no’, while only 4.5% answered ‘yes’.
16.5% responded that they have no view on this question. How do we advance policies that draw the
needed international coordination into the discussion?

Expected Outcomes:

As our health and our economies are severely threatened, at minimum governments have a
responsibility to respect human rights, including the fundamental right to health, a key indicator of
sustainable development. “Poor health threatens the rights of children to education, limits economic
opportunities for men and women and increases poverty within communities and countries around the
world. In addition to being a cause of poverty, health is also impacted by poverty itself and strongly
connected to other aspects of sustainable development, including water and sanitation, gender
equality, climate change and peace and stability..”, notes the British Medical Journal.

In a new, post-COVID-19 world, can we shape compassionate laws with appropriate safety provisions to
provide access to safe, affordable medicines from trusted sources in other countries? How do we move
the governments of the world to prioritize public health? Addressing these questions, we have three
expected outcomes:

1. To gain a thorough understanding of the issues, opportunities and obstacles relative to the creation
of standards and norms which allow for access to safe and affordable medicines using the Internet;

2. A follow-on meeting of key stakeholders from across the spectrums of health, Internet governance,
jurisdiction and pharmacy, hosted by a leading educational institution, in mid-2021, carrying the IGF
2020 Workshop outputs forward, with the objective of organizing a collection of internationally
recognized standards and norms for safe Internet pharmacies.

3. A published, peer-reviewed paper on this topic, in a major medical journal, as is currently one of our
2019 IGF session expected outcomes, i.e. a peer-reviewed article around the Discussion Paper
introduced by Dr. Aria llyad Ahmad in Berlin.

Relevance to Internet Governance: The impact of the COVID-19 pandemic has been profound. Our view
is that not one thing on the planet will be left untouched by the virus. This means that we have an
extraordinary opportunity to re-order the world we live in.

The Internet is a powerful tool, the value of which, in many ways, is only just now being truly realized as
the world stays home to stay safe. COVID-19 has re-enforced the fact that the Internet has become the
critical resource for updates and information on the virus, the platform for both education and

business to continue on, in a stay-at-home environment. But, notably, the Internet is equally being used



for more nefarious acts today than at any other time in its history, which means that scores of innocent
people are being harmed at many levels - in this case, with promises of cures, treatments, face masks,
fake or substandard test kits and medicines.

There is no doubt that E-Health is the future; therefore, we must get the ‘Internet governance’ of E-
Health right. Standards, norms, international institutional agreement, are the basis for policies that
mirror the reality of people’s daily lives and how they use, and how they trust, the Internet. In these
unprecedented times, each of us individually — and extraordinarily governments, civil society and the
private sector — all share an equivalent sense of anxiousness about the unknown that lays before us,
as the virus recedes.

At IGF Poland, we intend to empower the community and stakeholders who share the mutual desire to
develop essential Internet industry standards and norms for Internet pharmacies, which, in many ways,
is the definition of Internet Governance.

Relevance to Theme: Today, more than ever, citizens of the world are fearful and lack trust in both their
leaders and their institutions. Despite the fact that health is a fundamental human right, many world
leaders have demonstrated their disagreement, while in the battle against COVID-19, few were able to
rise to the occasion. Therefore, in an almost-Utopian view, we, the people, must come together now to
make the changes that allow us to re-establish the trust the world is lacking.

Contributing to the narrative of the Thematic Track, TRUST, our proposed Workshop, Pandemics &
Access to Medicines: A 2020 Assessment, first invokes trust through our commitment to Sustainable
Development Goal #3: Aspiring to ensure health and well-being for all. More specifically, Goal #3.8:
Achieve universal health coverage, including financial risk protection, access to quality essential
health-care services and access to safe, effective, quality and affordable essential medicines and
vaccines for all. Trust also comes from knowing your Internet pharmacy is appropriately licensed,;
moreover, that it is in accord with the Brussels Principles on the Sale of Medicines Over the Internet
and has fully subscribed to the attendant Standards and Norms that the Principles embody.

As we, the proponents of this Workshop, the stakeholders and the IGF community establish
internationally respected standards and norms for Internet pharmacies, those actions themselves
inherently build trust.

Ultimately however, the patient-pharmacist bond of trust is renewed each and every time their
prescription medicines arrive at the patient’s door.

Through our IGF participation — in time — we hope the newfound legitimacy of ‘Internet pharmacies’
will engender the same deep level of trust as brick-and-mortar pharmacies do today.

Discussion Facilitation:

Drawing on prior experience, we intend to pose a series of compelling questions to engage the IGF
audience, to encourage discussion and debate. Examples would be those listed in our Policy Questions
segment, or others, more personal, such as: Since the start of 2020, can you think of a situation in
which you relied on the Internet for personal health information? How do you think that experience
evolved for other people in different regions of the world? What are the similarities? What are the
differences?

One of our main goals is to gather insightful perceptions that arise from these interactions, as was our
experience at IGF 2019, in which we learned a great deal about the considerations and perspectives
from others in attendance, including from the National Association of Boards of Pharmacy, the
.Pharmacy Registry Operator. Our estimation of the IGF is that its unique format allows all attendees to
feel confidence in the fact that their voices are truly heard, and thus, they tend to speak more freely
than they would in other fora.



Our moderators have the necessary skills through their experience in having collectively organized and
moderated dozens of events, including Day Zero and Workshops at the IGF. As such we are confident
that our moderators will manage a stimulating 90-minute discussion that produces specific outputs
sought to carry this important work forward.

Online Participation:
Usage of IGF Official Tool.
SDGs:

GOAL 3: Good Health and Well-Being
GOAL 10: Reduced Inequalities
GOAL 12: Responsible Production and Consumption

Background Paper

Reference Document

IGF 2020 WS #118 Economy of platforms - between exploration and
exploitation

Session

Thematic Track:
Inclusion

Topic(s):
Digital Cooperation
Digital Transformation

Economic Development

Organizer 1: Government, Eastern European Group
Organizer 2: Government, Western European and Others Group (WEOG)
Organizer 3: Government, Eastern European Group
Organizer 4: Government, Eastern European Group

Speaker 1: Belinda Exelby, Private Sector, Western European and Others Group (WEOG)
Speaker 2: Ben Wallis, Private Sector, Western European and Others Group (WEOG)
Speaker 3: Timea Suto, Private Sector, Eastern European Group

Format:
Debate - Auditorium - 60 Min

Description:

Digital platform economy is growing very fast and in the time of pandemic and social distancing it
enhanced the position of many platforms in the economy. Infrastructures created by platforms’ owners
open new ways for human activities and change how we work, collaborate, create value in the
economy, and compete for the resulting profits. We are witnessing dynamic growth of digitally enabled
activities in business, politics, and social interactions organized around these digital platforms. The
application of big data, new algorithms, and cloud computing will change not only the nature of work
but also the structure of the economy in itself. While some experts indicate that the platform economy
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opens new opportunities for disruptive businesses, others ask questions concerning the impact on
employment, consequences of algorithmically driven growth, relations between platforms’ owners and
new generation of entrepreneurs or repositioning of power in the economic system. The exact nature
of that transformation will be determined by the social, political, and business choices we make
including a choice between approaches based on exploration and exploitation. Exploration is about
discovering new opportunities and enhancing learning. This kind of activity is characterized by
knowledge creation, risk taking, experimentation, and innovation. In contrast, exploitation leverages
existing knowledge and technologies to commercialize established products or product extensions or
enter new markets at lower costs. In the era of the platform economy many questions remain open.
The debate over policy will not be straightforward because it will not only define market rules but also
choices and decisions. The goal of the above delineated session is to meet the most pressuring
challenges of regulation of the digital platforms economy. How to ensure inclusive participation of all
the entities willing to operate within the already existing and rapidly developing system? How to make
sure that there is a relative balance between all the players of this system? The multistakeholder
environment of this panel will be a fertile ground allowing to answer these and all the other arising
questions.

Issues:

In line to above mentioned description, the economy of platforms is a multidimensional issue. It poses
significant questions, challenges and opportunities for societies, the labour market and organizations.
The intention of the organizer is to underline and cover, primarily, social and economic aspects of this
complex phenomenon. Undoubtedly, the platform economy is disrupting the general concept of
conventional way of working and changing the face of business. The aim of the session is also to try to
define, with multistakeholder approach, how the platform economy will catalyze both economic growth
and social changes.

Policy Question(s):

How to convince citizens that unavoidable changes are not leading to workless society? The jobs
market will be different and has been already going through transformation — but it does not mean that
human factor will be replaced by algorithms. There will be some sort of balance — the question is what
will be its nature, how things will settle down?

To portray the future and digital platform economy as challenging yet full of opportunities, policy has
to abstain from fear perspective and instead lean towards flexibility. Then the question is how to make
a step forward in so far order of law/code creation? It is rather a methodological dilemma, a meta-level
of regulation and policy making. We should ask first how to create rules and not what these rules
should be. The rules will depend on a certain sector of the platform economy.

It is not anymore silo-style, nothing is made once and nothing is made for all. The system of platforms
is complex and far from uniform. Therefore, we could ask for establishment of design principles — what
these should be? What are the core design principles in the world of platform economy?

How to tackle a notion of power and control? The first one is definitely being generated and
accumulated by the platforms’ owners. While they have control over the market, how to control them?
What should be nature of this control?

Will the platform economy, and the reorganization it portends, catalyze economic growth and a surge in
productivity driven by a new generation of entrepreneurs?

How to develop policies promoting fairness for business users of online intermediation services and
transparency for consumers?

Expected Outcomes:

The primary outcome of the session will be launching open opportunity for speakers and attendees to
contribute to the post-session guideline or guidelines, with its aim to support policy makers in shaping
the future of platform economy. The discussion undertakes during the panel will lead to improved
understanding of the array of activities that aim to promote the economy of platforms within countries,
and the range of strategies and policies that underpin these activities. The session will stimulate and



facilitate longer-term communication and cooperation between different stakeholders, researchers and
practitioners in their effort to support evidence-based policy outcomes. Key follow up products that
will be created and disseminated during and after the proposed session will comprise the following:
session report, press release, web publications.

Relevance to Internet Governance: As it is emphasized by the host country of IGF 2020, the economy of
platforms is one of the key issue to be concerned during the upcoming edition of the conference.
Undoubtedly, Internet connectivity and rapid development of digital technology generate innovative
new solutions, services, capabilities and unprecedented forms of sharing and cooperation, including
the economy of platforms. As a result, the development of the platform economy requires that the
existing systems of regulation and internet governance be completely overhauled in order to respond
to the new trends.

Relevance to Theme: Digital platforms are giving rise to new needs by creating and bridging barriers to
financial, social and economic inclusion. These platforms can have both positive and negative effects
on development and will be shaped by the responses of industry, regulators, government and civil
society. Undoubtedly, platforms conglomerate use their scale as a force for good, e.g. by promoting
economic inclusion.

Discussion Facilitation:

The session organizers, moderator and speakers will use icebreakers to make the audience more
comfortable sharing. It is also planned to ask the volunteers to share why they take part in this session
and what they are looking to get out of the event. The organizers will also use a social media display
with dedicated hashtags specific to the event and the panel. Moderator and speakers will ask
questions which may be general, rhetorical or spark stories. They will also ask participants for
feedback shortly after the session concludes. These actions depend on the size of the crowd and how
much time moderator or speaker has.

Online Participation:
Usage of IGF Official Tool.
SDGs:

GOAL 3: Good Health and Well-Being

GOAL 8: Decent Work and Economic Growth

GOAL 9: Industry, Innovation and Infrastructure
GOAL 12: Responsible Production and Consumption

IGF 2020 WS #119 Mobile Internet Impact on the environment in 5G era

Session

Thematic Track:
Environment

Topic(s): _ . _
Emerging Technologies and Environment

ICTs Impact on the Environment
Sustainable Cities / Smart Cities
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Organizer 1: Civil Society, Asia-Pacific Group
Organizer 2: Civil Society, Asia-Pacific Group
Organizer 3: Private Sector, Asia-Pacific Group

Speaker 1: Luo Haijun, Private Sector, Asia-Pacific Group

Speaker 2: Chih-Lin |, Technical Community, Asia-Pacific Group

Speaker 3: CHIEN AUN CHAN, Private Sector, Asia-Pacific Group

Speaker 4: Belinda Exelby, Private Sector, Western European and Others Group (WEOG)
Speaker 5: Krzysztof Szubert, Technical Community, Eastern European Group

Format:
Round Table - U-shape - 90 Min

Description:

5G technology will bring challenges and opportunities to the development of the mobile Internet
industry. This workshop will firstly discuss the impact of the mobile Internet industry upgrade on the
environment, and propose corresponding energy saving and carbon emission reduction methods from
different perspectives such as equipment manufacturers, operators, and governments. In addition to
the environmental challenges mentioned above, the various positive effects of 5G technology on
sustainable development issues will also be discussed. A detailed schedule is designed as follow:

1. Introduction - (5 mins)

Before the workshop beginning, we will show the regular participants a 1-2min short video of
environmental protection to illustrate the progress of human society and the impact of the
development of new technologies on the environment. Our moderator will introduce different
stakeholders, briefly introduce the challenges faced in the 5G era, and elaborate the agenda of the
workshop.

2. Speaker sharing - (5 mins)

Specific speakers will introduce the increase in network energy consumption and the corresponding
increase in carbon emissions with the rapid development of 5G networks. Specific examples and
statistics will be used to demonstrate the potential impact on the environment. This introduction will
lead to a discussion of subsequent responses. At the same time, we will also present the views and
opinions of experts and practitioners in various fields collected through emails, interviews and other
forms before the workshop, as well as the latest papers (if any).

3. First Round Question and Discussion — (20 mins)

In what ways will 5G network construction affect the environment? How can we deal with the
environmental impact of 5G technology? How to promote the application of clean energy in mobile
networks?

1) Open Q&A: The moderator will raise some questions for open answer and discussion from all
participants.

2) Speaker 1: Invite an expert in this field to explain the questions above.

3) Speaker 2: Invite experts from different backgrounds to introduce various measures to reduce the
carbon footprint.

4. Second Round Question and Discussion — (40 mins)

What role will 5G technologies play in solving sustainable development issues such as climate change
and biodiversity? How will emerging applications based on 5G technology affect people’s lives? In what
ways can mobile Internet technology promote the sustainable development of cities and communities?
1) Open Q&A: The moderator will raise some questions for open answer and discussion from all
participants.

2) Speakers: Invite a representative from each stakeholder group to share their views on the questions
above.

5. Open discussion and Q&A — (10 mins)

All participants will have a chance to ask questions and speak about their views and speakers will
answer these questions. And arrange the online moderator to choose 1-2 questions to answer from the
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online audience.
6. Summary and Closing — (10 mins)
Closing remarks by the moderator.

Issues:

Network capabilities such as low latency, high broadband, and large connectivity based on 5G
technology will promote the rapid development of new services such as telemedicine, high-definition
video, smart manufacturing, VR / AR, smart cities, and drones. 5G will also provide advanced scientific
and technological means for ecological environmental protection and management. The development
of 5G will greatly change the production and life style of human society, and arouse people’s wonderful
imagination about "technology makes the world better”.

But as the technology has gradually entered people’s vision and life, new challenges are following. One
of the huge challenges also exists in the field of ecological environmental protection. At present, the
entire telecommunications industry consumes 2% -3% of global energy, while the construction of 5G
infrastructure and the overall process for operators to provide services will gradually exceed the 4G
era. As countries actively promote energy reform, reduce greenhouse gas emissions, and promote low-
carbon sustainable development, the high energy consumption of 5G should be seriously tackled. If the
progress of 5G bring about the further exploitation of non-renewable energy sources that are currently
overused, and impose another pressure on the fragile ecology, then we can't help but ask, "Can
technology really make the world a better place?”, "How can we make technology truly serve humanity's
eternal pursuit of a better life?”

Therefore, how to achieve the low level and green carbon footprint of the 5G era, to take good
advantage of 5G in providing unprecedented new means and methods for ecological environmental
protection and governance, while also achieving its own sustainable development is the core issue of
our workshop. Specifically, for enterprises, the question is how to assess the proportion of energy
consumption of 5G in the entire telecommunications industry, and the increase comparing to 4G
before, how to work closely with the energy industry to make technological breakthroughs, reducing its
energy consumption, and how to use 5G to provide convenient and comprehensive technological
support for ecological environmental protection and management. The government should think about
how to combine the actual situation of 5G technology development and incentive policies to guide
enterprises to embark on the path of sustainable development, and how to effectively serve the low-
carbon and green transformation of enterprises. The responsibility of international organizations is to
seek ways to promote consensus on the development of 5G and ecological environmental protection
among countries, and strengthen international technical exchanges and cooperation. These problems
themselves contain many practical contradictions and difficulties about 5G and ecological
environmental protection, so we also hope that all stakeholders involved in this workshop can
communicate and discuss from their own perspectives.

We hope that through this discussion on 5G and ecological environment protection on our workshop,
telecommunications companies, governments, the international community and other stakeholders
will achieve full communication and strive to reach a principled consensus, clarifying their respective
responsibilities to achieve effective and smooth cooperation.

Policy Question(s):

1. How to evaluate the impact of mobile Internet energy consumption on the overall Internet and
Information and Communication Technologies (ICTs) energy consumption, with the large-scale
deployment of 5G facilities? What impact will the mobile Internet industry upgrade have on the
environment?

2. What measures can the government and industry take to control or reduce the carbon footprint of
the mobile Internet? How to increase the proportion of clean energy in the 5G industry?

3. What role can the Mobile Internet of Things (IoT) play in tackling sustainability issues such as
climate change, biodiversity?

4. How will the industrial upgrade brought by 5G technology (such as telemedicine, distance education,
online office, etc.) affect people's lives? How to evaluate the role of these technologies in the
prevention and treatment of infectious diseases (e.g. the COVID-19)? How can different governments



use mobile Internet technology to defuse the functions of cities and promote the sustainable
development of cities and communities?

Expected Outcomes:

With this workshop we want to make all participants properly treat the various influence brought by 5G
technology through various surveys and discussions. The goal is to shed light on a more nuanced
understanding of the environmental challenges and opportunities brought by 5G mobile networks. We
hope that the discussions can promote dialogue and debate on the rational development of mobile
network technology to achieve sustainable social development, and provide decision-making basis for
policy makers.

Relevance to Internet Governance: Globally, the total number of mobile users (those subscribing to a
cellular service) is going to grow from 5.1 billion in 2018 to 5.7 billion by 2023. The mobile services will
dominate the development and investment direction of the future Internet services. Most of the
investments in the ICT sector have been used for mobile Internet. The balance between the economic
benefits brought by 5G investment and sustainable development will become one of the focuses of
Internet governance.

The phenomenal growth in mobile end-user devices and M2M connections is a clear indicator of the
growth of mobile IoT, which is bringing together people, processes, data, and things to make networked
connections more relevant and valuable. 5G connections have appeared on the scene in 2019 and will
grow over 100-fold from about 13 million in 2019 to 1.4 billion by 2023. 5G connectivity is emerging
from nascency to a strong contender for mobile connectivity driven by mobile loT growth. By 2023,
there will be 11% devices and connections with 5G capability. Therefore, the application and guidance
of mobile loT in various fields based on mobile Internet technology will also be another focus of
Internet governance.

Relevance to Theme: Energy is becoming even more important due to climate change and
sustainability considerations. The potential increase in data traffic (up to 1,000 times more) and the
infrastructure to cope with it in the 5G era could make 5G to, arguably, consume up to 2-3 times as
much energy. This potential increase in energy, coming from a high number of base stations, retail
stores and office space, maintaining legacy plus 5G networks and the increasing cost of energy supply,
call for action from industries and governments. The current reality is that overall energy usage by the
ICTs needs to come down as the industry consumes between 2~3% of global energy currently. Many
national governments are mandating businesses to adhere to energy reforms (e.g. EU’'s 2030 climate
and energy framework) with the global goal to reduce greenhouse gas (GHG) emissions, since 2014, by
30% in absolute terms by 2020 and 50% by 2030. The telecoms industry is not exempt from these
pressures and the evolution to 5G is an opportunity to deliver a cleaner, greener telecoms footprint.
Indeed, 3GPP’s 5G specification calls for a 90% reduction in energy use. In addition, increasing the use
of clean energy in 5G mobile network facilities can also effectively reduce the carbon footprint.

Although the rapid development of 5G mobile networks has brought greater challenges to energy
consumption control, the opportunities brought about by 5G new technologies on sustainable
development issues cannot be ignored. On the one hand, Cisco Annual Internet Report (2018-2023)
forecasts that global mobile devices will grow from 8.8 billion in 2018 to 13.1 billion by 2023-1.4 billion
of those will be 5G capable by 2023. The phenomenal growth in mobile end-user devices and Machine-
To-Machine (M2M) connections is a clear indicator of the growth of mobile 10T, which is bringing
together people, processes, data, and things to make networked connections more relevant and
valuable. These ubiquitous mobile connections can effectively monitor sustainability issues such as
climate change and biodiversity. On the other hand, the industrial upgrade brought by 5G technology
will play a positive role in the sustainable cities and communities. Especially during the outbreak of the
COVID-19, 5G-based telemedicine has been applied in some hospitals in China, allowing many patients
to get online diagnosis by experts. During the blockade of the city to control the virus, remote
education and online work based on the mobile Internet enabled people to study and work at home.
The application of these new technologies can effectively defuse the functions of the city, avoid



crowding people, and provide technical guarantee for the sustainable development of cities and
communities.

Discussion Facilitation:

1. Before the seminar starts, we will contact several experts, practitioners and government officials in
5G related fields in different regions and different stakeholder groups to let them express their views on
the current situation, policies and technologies. After this progress, it will be shown to the speakers at
different links of the session as reference materials. At the same time, the organizers of this
conference are also doing related research in this field. If appropriate, they can bring their latest papers
for the session.

2. Before the session begins, we will first show the guests a short film about the environmental
protection and the future to inspire the thinking of the guests and lead the topics to be discussed in the
session, issues to be faced between the energy environment and 5G technology promotion.

3. We will also pay attention to the online publicity of the seminar to appeal to everyone's attention, and
we also welcome online interaction and questions to increase the participation of the session.

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: The online moderator will encourage remote
participation through various social networking platforms (e.g. Twitter, Facebook, Wechat etc.) in
addition to the platform provided by the IGF Secretariat. The online moderator will keep an eye on
remote participants on the IGF online participation platform and also on social media platforms,
sharing comments posted with the official hashtag and giving remote participants the opportunity to
ask questions during the session.

SDGs:

GOAL 7: Affordable and Clean Energy

GOAL 9: Industry, Innovation and Infrastructure
GOAL 11: Sustainable Cities and Communities
GOAL 13: Climate Action

Background Paper

Reference Document

IGF 2020 WS #120 How can cybercrime enforcement help achieve cyber
stability?

Session

Thematic Track:
Trust

Topic(s):
Cyberattacks

Cybercrime
Norms

Organizer 1: Civil Society, Western European and Others Group (WEOG)
Organizer 2: Civil Society, Western European and Others Group (WEOG)
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Organizer 3: Civil Society, Western European and Others Group (WEOG)
Organizer 4: Civil Society, Western European and Others Group (WEOG)

Speaker 1: Neil Walsh, Intergovernmental Organization, Intergovernmental Organization
Speaker 2: Basu Arindrajit, Civil Society, Asia-Pacific Group

Speaker 3: Joyce Hakmeh, Civil Society, Western European and Others Group (WEOG)
Speaker 4: Allison Peters, Civil Society, Western European and Others Group (WEOG)

Format:
Round Table - Circle - 90 Min

Description:

This session will explore the links between the global debates on cybercrime and cyber stability
arguing that law enforcement and diplomatic approaches to combating cybercrime are inherently tied
to enforcing established norms for responsible state behaviour in cyberspace. The session will identify
concrete measures that key players can take to bridge the gap between the two and help achieve cyber
stability.

Cyberspace is constantly under threat from both criminal and nation-state actors putting at risk its
potential as an engine for social and economic growth for all countries and people around the world.
However, when it comes to dealing with cyberthreats, the debate is often fragmented between threats
from state actors and those from non-state actors, and the connection between debates on cybercrime
and cyber stability is often missing. This is creating an additional challenge to many countries who are
relatively new to these debates, may lack the needed expertise but yet are being asked to contribute
substantially to the ongoing negotiations on these issues at the UN General Assembly and come up
with policy responses in their own countries. Bringing cybercriminals to justice, regardless if they are
state-backed, is an important component of enforcing norms. Yet, there remains an artificial
segregation in many international forums about these two issues where holding perpetrators of
cybercrime is rarely discussed as a means for achieving cyber stability. Exploring the linkages between
two very connected areas is intrinsic to contributing to a stable cyberspace. This 90 minute panel
discussion will kick-off with two presentations exploring the linkages between the two policy areas and
highlighting existing global progress on fighting cybercrime and potential scenarios for a way forward.

Issues:

The session will explore the following issues:

- Linkages between cybercrime enforcement and cyber stability and norms

- Existing global mechanisms to dealing with cybercrime: achievements and limitations

- The development of a new treaty on cybercrime: risks and connection to cyber stability

- What does success look like in reducing cybercrime and drawing more connection between debates
on cybercrime and cyber stability? How can it be materialized?

Policy Question(s):

Topics: Norms, Cybercrime, Cyberattacks, Capacity Development, Confidence-building measures,
What is the role of cybercrime enforcement in implementing cybersecurity norms?

Expected Outcomes:

In addition to having a rapporteur that will help to synthesize the discussion as required, we will author
a write-up of key takeaways from the roundtable to be disseminated on organizers’ social media
channels and look for a possible media outlet to also publish a piece connecting the two global
debates. These outcomes will be particularly timely as the UN is about to launch a likely several years
negotiations process on a new global cybercrime treaty later this year.

Relevance to Internet Governance: One of the key aims of Internet governance is for countries to shape
the development and use of the Internet collectively, while making sure that underlying principles such
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as Internet freedom, openness, interoperability, security, and resiliency are respected and maintained.
Cybercrime, whether sponsored by state actors or perpetrated by non-state actors, threatens every one
of these principles. Norms for the responsible behaviour of states in cyberspace are only as good as
their enforcement and holding perpetrators of cybercrime accountable for violating those norms is a
key component in ensuring this enforcement and protecting these principles. The focus of the
workshop on cybersecurity norms and fighting cybercrime are at the heart of the efforts needed to
achieve these principles and to shape the evolution and use of the Internet.

Relevance to Theme: Cybercrime remains a persistent and borderless threat that continues to grow in
size and scope, which public opinion has found is directly impacting their trust in the security, stability,
and resilience of the Internet infrastructure, systems and devices, and their overall ability to remain
safe and secure. The widespread use of technology and the growing rates of internet connectivity
around the globe, coupled with the continued development of new technologies that allow for
anonymity on the Internet, have made cybercrime a low-risk, high-yield venture for perpetrators who
face little to no consequences for their actions. Unfortunately, law enforcement has struggled to keep
up with the continued increase in cybercrime, impacting not only people’s trust in the security and
stability of the Internet and new technology but also on their trust in their government institutions that
are supposed to keep them safe from these threats and get them justice . This session will explore how
cybercrime has threatened this trust, why the enforcement of cybercrime will help to strengthen trust
in not only people’s safety and security when relying on the Internet but also trust in the institutions
supposed to protect them, and how bringing to justice perpetrators of cybercrime is key to the
enforcement of cyber norms and to achieving cyber stability and trust in cyberspace more generally.

Discussion Facilitation:

The roundtable discussion will consist of a 45 minute moderated conversation between the speakers
and the chair followed by an open discussion with the audience to comment and interact with the
speakers on the points they have made but also bring forward other points of interest. The chair has
the prerogative to ask questions of their own and decide on how best to manage the questions and
answers session, in terms of grouping several questions together or addressing them separately. The
moderator will also have a list of questions for the audience to encourage broader participation. The
organizers will also use Zoom to live-stream the event in order to encourage remote participation and
maximize the reach of the roundtable to a larger audience. The online moderator will take note of the
questions submitted via Zoom, will synthesize them in real time and share them with the onsite
moderator.

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: The organizers are also planning to use Zoom to
live-stream the event in order to encourage remote participation and maximize the reach of the
roundtable to a larger audience. The online moderator will take note of the questions submitted via
Zoom, will synthesize them in real time and share them with the onsite moderator.

SDGs:

GOAL 16: Peace, Justice and Strong Institutions

IGF 2020 WS #122 Data to Inclusion: Building datasets in African
Languages

Session

Thematic Track:


https://www.intgovforum.org/multilingual/content/igf-2020-ws-122-data-to-inclusion-building-datasets-in-african-languages

Inclusion

Topic(s):
digital divide
Digital Transformation
Multilingual

Organizer 1: Intergovernmental Organization, Asia-Pacific Group

Organizer 2: Intergovernmental Organization, Intergovernmental Organization
Organizer 3: Civil Society, African Group

Organizer 4: Intergovernmental Organization, Intergovernmental Organization
Organizer 5: Government, Western European and Others Group (WEOG)

Speaker 1: Muthoni Wanyoike, Civil Society, African Group
Speaker 2: Dorothy Gordon, Civil Society, African Group
Speaker 3: Philipp Olbrich, Government, Western European and Others Group (WEOG)

Format:
Round Table - Circle - 90 Min

Description:

The ability to deal with human language is an essential attribute in all information and communication
technologies. Although there are more than 7000 languages, only a dozen or two are flourishing in the
digital world with advanced language understanding and spoken language communication
technologies.

In the case of low resource languages, there are gaps in terms of access to data for training statistical
machine learning systems that can be leveraged for developing downstream applications for digital
inclusion of speakers of low resource language and hence their active participation in knowledge
societies.

UNESCO publication “Steering Al and Advanced ICTs for Knowledge Societies”, that was launched at
IGF 2019, identified “strengthening cooperation between civil society and research institutes for
solving problems facing local communities, for novel data collection models based on citizen science
that can create data sets for Al that respect international norms for privacy and data protection” in
Africa as an option for action to address the gaps in the availability of data for development and use of
Al (Hu, et al. 2019).

This workshop is proposed as a follow-up to the above recommendation and to the project on
crowdsourcing development of datasets in African languages to be enable the development of Al
driven applications for strengthening access to information, digital innovation and inclusion of users of
low resource languages in the digital society.

The workshop would enable North-South collaboration at the IGF 2020 and would develop networks
and agenda for the workstream on Al, Data and Languages for IGF 2021 in Addis Ababa.

Issues:
Low-resource Languages in Africa

In the African context, out of all 7111 (30.15%) living languages today 2144 are African languages. But
only a small portion of linguistic resources for NLP research are built for African languages (Iroro Fred
Onome Orife 2020).

Some of the challenges for the development of NLP for African languages identified by researchers in
Africa include (Martinus and Abbott 2019):
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* Low availability of resources (input data) for African languages that hinders the ability for researchers
to do machine translation. 2

* Discoverability: The resources for African languages that do exist are hard to find. Often these
resources are not available under open access licenses thus reducing the ability of research
institutions to work together and share knowledge on language datasets to strengthen innovation.

* Reproducibility: The data and code of existing research are rarely shared, which means researchers
cannot reproduce the results properly.

* Lack of benchmarks: Due to the low discoverability and the lack of research in the field, there are no
publicly available benchmarks or leader boards to new compare machine translation techniques.

The workshop would include three presentations (30 mins) from the different stakeholder groups
concerning:

1. Perspective on four policy questions based on a pre-workshop online poll of participants.

2. Guidelines for identifying and ascertaining whether data obtained for language datasets from online
sources (news publications, social media and content platforms) contains biased sentiments (sexist,
racist) and offensive material(hateful).

3. Guidelines for outlining techniques for protecting the identities and privacy of users, in instances
where data is obtained from social media/content platforms like Twitter, Facebook and YouTube.
These presentations would initiate the discussion that would follow a roundtable format (60 mins) with
the opportunity for all participants to contribute their ideas concerning the policy questions and to
share their practical experience in order to shape the policy and project agenda for 2021.

Total Duration: 90 mins

Policy Question(s):

The workshop seeks to address the following key questions:

1. What are the current gaps in availability of datasets in African languages?

2. What are some of the approaches for strengthening access to language datasets?

3. How can Machine Learning drive innovation through availability of African languages datasets?
4. What kind of policy frameworks can enable further action on strengthening multilingualism for Al
driven innovation in Africa?

Expected Outcomes:

1. Outline strategies for next phase of dataset development in Africa
2. Agenda for policy advocacy for language technologies and dataset development as part of
International Decade for Indigenous Languages to be launched in 2022.

Relevance to Internet Governance: Relation between ICTs and Multilingualism

Language Technologies (LT), greatly contribute to the promotion of linguistic diversity and
multilingualism. These technologies are moving outside research laboratories into numerous
applications in many different areas. UNESCO's International Conference Language Technologies for
All (LT4All): Enabling Linguistic Diversity and Multilingualism Worldwide, organized in December 2019,
underlined spelling/grammar checkers up to speech and speaker recognition, machine translation for
text and audio, speech synthesis, and spoken dialogue among others as important areas for enabling
liguistic diversity and multilingualism. These technologies also enable text and document
understanding, generation and summarization, as well as sentiment and opinion analysis, answers to
questions, information retrieval and knowledge access, sign languages processing, etc.

However, many languages can be referred to as under-resourced or as not supported. This situation
puts the users of many languages — a vast majority of Indigenous languages — in a disadvantageous
situation, creating a digital divide, and placing their languages in danger of digital extinction, if not
complete extinction. The Los Pinos Declaration on the Decade of Indigenous Languages (2022-2032)
call for the design and access to sustainable, accessible, workable and affordable language
technologies.



Both UNESCO’s 2003 Recommendation concerning Promotion and Use of Multilingualism and
Universal Access to Cyberspace and the 2020 Los Pinos Declaration on the Decade of Indigenous
Languages (2022-2032), recognize the potential of digital technologies in supporting the use and
preservation of low or under resourced languages.1

Relevance to Theme: Practical Examples for Data to Innovation

Artificial Intelligence (Al) based systems enable inclusion of through a host of language technologies.
For instance, Al has the potential to strengthen access to information and knowledge to people when
the information is not available in their own language. Machine Learning enabled techniques in Natural
Language Processing (NLP) are enabling applications across language translation systems, speech
interfaces, dialogue systems, educational applications, emergency response applications and
monitoring democratic processes among others. For instance, automated language translation in
emergency situations can help government authorities and communities communicate in emergency
situations to ensure rapid response (Tsvetkov 2017).

Role of Language Technologies in the context of COVID-19

A salient example, in the context of the COVID-19 crisis, of how investment in open solutions for
language technologies can lead to long term capacity enhancement to respond in public health crises
is in the form of text analysis methods can be used to pre-warn health authorities of the outbreak
(Tsvetkov 2017). For instance, social media posts can be analyzed for outbreak of flu. Such language
technology capabilities in multiple languages would be instrumental in building capacities of
governments in monitoring outbreaks like COVID-19 as more and more people participate in the digital
public sphere, including also through citizen science approaches. However, the information can be lost
in the absence of capabilities for analysis of low or under resource languages and to address some of
the policy questions around this issue would be the objective of this workshop.

Discussion Facilitation:

The workshop would include three presentations (30 mins) from the different stakeholder groups
concerning:

1. Perspective on four policy questions based on a pre-workshop online poll of participants.

2. Guidelines for identifying and ascertaining whether data obtained for language datasets from online
sources (news publications, social media and content platforms) contains biased sentiments (sexist,
racist) and offensive material(hateful).

3. Guidelines for outlining techniques for protecting the identities and privacy of users, in instances
where data is obtained from social media/content platforms like Twitter, Facebook and YouTube.
These presentations would initiate the discussion that would follow a roundtable format (60 mins) with
the opportunity for all participants to contribute their ideas concerning the policy questions and to
share their practical experience in order to shape the policy and project agenda for 2021.

Total Duration: 90 mins

The workshop will bring together stakeholders from:

. Al for Development Network — Africa

. Data Science for Social Impact — University of Pretoria Research Group

. Data Science Nigeria

. Masakhane — Machine Translation for African Languages

. Deep Learning Indaba — African Machine Learning Conference

. UNESCO Chair in Data Science and Analytics, University of Essex, United Kingdom
. UNESCO Chair in Artificial Intelligence, University College London, UK

8. UNESCO Category 2 Centre — International Research Centre on Artificial Intelligence (IRCAI),
Slovenia

9. African Academy of Languages

10. GIZ, Germany

11. IDRC, Canada (TBC)
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12. Universal Labelling Project, USA (TBC)
13. European Language Resources Association (ELRA) (TBC)

Online Participation:

Usage of IGF Official Tool. Additional Tools proposed: UNESCO Teams to facilitate participation of
UNESCO field offices networks in Africa

SDGs:

GOAL 4: Quality Education

GOAL 8: Decent Work and Economic Growth
GOAL 9: Industry, Innovation and Infrastructure
GOAL 10: Reduced Inequalities

GOAL 16: Peace, Justice and Strong Institutions
GOAL 17: Partnerships for the Goals

Reference Document

IGF 2020 WS #123 Hack the Gap - Digital solutions narrowing gaps

Session

Thematic Track: _
Inclusion

Topic(s): o
digital divide
Gender
Local Content Development

Organizer 1: Civil Society, Western European and Others Group (WEOG)
Organizer 2: Civil Society, Western European and Others Group (WEOG)
Organizer 3: Civil Society, Western European and Others Group (WEOG)

Speaker 1: Klimek Katarzyna, Civil Society, Western European and Others Group (WEOG)
Speaker 2: Arsene Tungali, Civil Society, African Group

Speaker 3: Saba Khalid, Technical Community, Asia-Pacific Group

Speaker 4: Dorothy Gordon, Civil Society, African Group

Format:

Other - 90 Min

Format description: Fishbowl Session A fishbowl is a great format to encourage a vivid and dynamic
discussion among participants around a certain topic.
https://en.wikipedia.org/wiki/Fishbowl_(conversation) WSA already conducted many fishbowl
sessions during our own events, with great results. WSA chairman Prof. Dr. Bruck will moderate the
session, making sure that the format rules are followed and the contributers speak to the topic. The
only requirement is that there are: 2 handheld microphones 5 - 6 chairs that are not locked to the floor
and can be placed in a half-circle WSA is used to react creatively to the respective room set up and
knows how to manage the situation flexibly. The suggestion would be to structure the session like this:
5 min - introduction about hack the gaps 15 min - 3 short innovation talks by digital social
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entrepreneurs to provide concrete examples and inspirational stories followed by the fishbowl the
workshop can be done in 60 or 90 minutes.

Description:

Digital technologies, applications, social media, Al and algorithms effect our daily lives, make our work
more efficient, connect people and communities in real time and provide new business opportunities.
Especially during the current Covid-19 crises, several communication tools and platform bring us
closer together. However — there still are huge gaps in the digital era. Gaps in terms of gender, in terms
of access, in terms of content, in terms of wealth, Hack the Gap will discuss in an interactive manner,
how these gaps can be addressed and solved. Very concrete examples by digital social entrepreneurs
from all regions world-wide will demonstrate solutions and approaches to involve more women in the
development of digital solutions — provide access and new opportunities for people with disabilities —
empower micro entrepreneurs with no digital knowledge from emerging markets or focussing on local
digital content to reach new audiences. The workshop will be facilitated by the WSA — a global
community and awards system initiated in 2003 in the framework of the UN World Summit on the
Information Society. Since this time, WSA reaches out to all UN member states in order to highlight and
compare best practice solutions in high quality digital, local content serving society and implementing
the global goals for sustainable development. Hack the Gap will select proven digital solutions in the
areas of gender, accessibility and local content from all world-regions and will use these examples for a
multi-stakeholder dialogue, in order to come up with new ideas and perspectives how to make the
Internet and the digital economy more inclusive and diverse.

Issues:

Gender Equality local content Social entrepreneurship Digital solutions for and by people with
disabilities

Policy Question(s):

How do we promote digital local content and innovative solutions in a digital economy dominated by a
few corporates in the Silicon Valley? How do we make digital solutions more inclusive and ethical?

Expected Outcomes:

News articles for the WSA webpage News article for the WSA newsletters stories for social media
(instagram, Facebook) Report to WSA global community

Relevance to Internet Governance: Discussed topics like local content, digital entrepreneurship and an
inclusive Internet are relevant for all policy makers. In the workshop perspectives from different regions
and stakeholders will be heared and shared.

Relevance to Theme: The Hack the Gap workshop will focus on several areas that are relevant for the
Thematic Track "inclusion”. 1.) Local Content & Language Diversity 2.) Accessibility & Policy for Social
Inclusion 3.) Digital Literacy, Capacity Development, & Future of work 4.) Sustainable Business Models
in the Digital Age

Discussion Facilitation:
see format - Fishbowl

Online Participation:

Usage of IGF Official Tool.



SDGs:

GOAL 1: No Poverty

GOAL 3: Good Health and Well-Being

GOAL 4: Quality Education

GOAL 5: Gender Equality

GOAL 7: Affordable and Clean Energy

GOAL 9: Industry, Innovation and Infrastructure
GOAL 13: Climate Action

GOAL 17: Partnerships for the Goals

IGF 2020 WS #125 How do you embed trust and confidence in Al?

Session

Thematic Track:
Data

Topic(s):
And Other Regulatory or Non Regulatory Models For Data Governance
Artificial Intelligence

Sustainable Business Models

Organizer 1: Private Sector, Western European and Others Group (WEOG)
Organizer 2: Private Sector, Western European and Others Group (WEOG)

Speaker 1: Clara Neppel, Technical Community, Western European and Others Group (WEOG)
Speaker 2: Parminder Jeet Singh, Civil Society, Asia-Pacific Group

Speaker 3: Ansgar Koene, Private Sector, Western European and Others Group (WEOG)
Speaker 4: Yohko HATADA, Civil Society, Asia-Pacific Group

Speaker 5: Amani Abou-Zeid , Intergovernmental Organization, African Group

Format:
Debate - Auditorium - 60 Min

Description:

Artificial intelligence (Al) technologies are rapidly outpacing the organizational governance and
controls that guide their use. At the same time, organizations need to build trust with their internal and
external stakeholders that Al systems are functioning reliably and accurately, and they need to be able
to trust the data being used. Amid these considerations, it is increasingly clear that failure to adopt
globally consistent governance and ethical standards that foster trust in Al will limit organizations’
ability to harness the full potential of these exciting technologies to fuel future growth.

Issues:

This session will seek to answer the following questions:

- What are the key attributes of a trusted Al systems and outcomes?

- What are the best practices businesses should consider when designing and deploying Al tools in
relation to data? (e.g. oversight of how data is used, trust in the data being used and data security)
- What employee training or skillsets are needed to continuously monitor and integrate the relevant
technical and ethical attributes into Al enterprise platforms?

- How should businesses engage with the community of stakeholders affected by the use of Al
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https://www.intgovforum.org/multilingual/taxonomy/term/709
https://www.intgovforum.org/multilingual/taxonomy/term/861
https://www.intgovforum.org/multilingual/taxonomy/term/862
https://www.intgovforum.org/multilingual/taxonomy/term/906
https://www.intgovforum.org/multilingual/user/20382
https://www.intgovforum.org/multilingual/user/2261
https://www.intgovforum.org/multilingual/user/1602
https://www.intgovforum.org/multilingual/user/1612
https://www.intgovforum.org/multilingual/user/20386

systems?
- What role should Standards, Certification and Audits play in establishing trustworthiness of Al
systems?

Policy Question(s):

Governance dimensions for data-driven technologies

* What is the relationship between ethical considerations, Human Rights and trust in business use of
emerging data driven technologies?

* What societal and economic benefits are enabled by implementing business processes for
monitoring and reporting Al system trustworthiness performance? How should these benefits be
weighed against the need to protect competitive advantages/IPR?

Data-driven emerging technologies

* How do we move from the articulation of ethical and human rights principles for Al to the
operationalization of those in business practices around the deploying of Al technologies?

* How could data driven business practices benefit policy-making through data and analytical
capability sharing agreements?

Data-driven business models

* How to respect privacy and agency over the use of data from individuals and businesses without
sacrificing the beneficial potential of secondary uses of data for machine learning? What are the
technological or regulatory strategies to address this?

* How can data governance help to mitigate power imbalences between global and local economic
actors?

Data access, quality, interoperability, competition & innovation

* How can we ensure equitable access to data and compute infrastructure for fostering competition
and innovation?

* How can we ensure portability and interoperability of data for fostering innovation with a Human
Rights approach?

* How is data quality playing a role in the conception of trust in the use of Al systems?

Expected Outcomes:

1) Facilitate the debate as well as shaping the evolution of norms, principles, best practices of
business use of Al system and digital data.

2) Identify differing viewpoints regarding governance approaches to the use of Al systems.

3) Policy recommendations and key messages report to the IGF community.

4) Foster greater collaboration amongst stakeholder from public, private and civil-society sectors
regarding the governance of Al systems and how it intersects with data protection.

Relevance to Internet Governance: The proposed session will debate questions regarding governance
methods to providing citizens, organizations and goverments with the means to assess the
trustworthiness of Al systems. As Al is playing an increasingly vital role in the services that are
provided over the internet, as well as running and maintaining the core infrastructure that the inetner
depends on, trust in the Internet is increasingly defined by trust in these Al systems.

Relevance to Theme: As highlighted by the policy questions that this session addresses, the session
contributes to the thematic track on Data on four of the six subtracks:

1) Governance dimensions for data-driven technologies

3) Data-driven emerging technologies

4) Data-driven business models

5) Data access, quality, interoperability, competition & innovation

Discussion Facilitation:



The session will be opened by the onsite moderator to provide participants an overview of the policy
questions discussed in the session, the professional background of the speakers, and the format of
interaction. The moderator will ensure the audience from both offline and online will be able to ask
questions to the speakers immediately following their opening statement to encourage active
participation. In the second part, the session will move to the discussions and debate. The moderator
will invite each speaker to express their views on a set of questions and guide the debate amongst
speakers and the audience to foreground their common ground and differences. The workshop
organizers and moderators will discuss the content of questions with speakers in advance to ensure
the quality and flow of the discussion and debate. In the third part, moderators will invite questions
from the audience and online participants, the question time will last about 30 minutes in order to
provide sufficient interactions amongst speakers, audience and online participants. Online participants
will be given priority to speak, and their participation will be encouraged by moderators. The onsite
moderator will summarise the findings and recommendations and future actions of the panel.

Online Participation:
Usage of IGF Official Tool.
SDGs:

GOAL 4: Quality Education

GOAL 5: Gender Equality

GOAL 8: Decent Work and Economic Growth

GOAL 9: Industry, Innovation and Infrastructure
GOAL 10: Reduced Inequalities

GOAL 12: Responsible Production and Consumption

IGF 2020 WS #126 Paris Call-Lessons Learned & Best Practices for
Cyber Norms

Session

Thematic Track:
Trust

Topic(s):
Confidence-Building Measures
Inclusive Governance
Norms

Organizer 1: Civil Society, Western European and Others Group (WEOG)
Organizer 2: Civil Society, Western European and Others Group (WEOG)
Organizer 3: Private Sector, Western European and Others Group (WEOG)

Speaker 1: Liga Rozentale, Private Sector, Eastern European Group
Speaker 2: Park Nohyoung, Civil Society, Asia-Pacific Group
Speaker 3: Guilherme Patriota, Government, Latin American and Caribbean Group (GRULAC)

Format:
Round Table - Circle - 90 Min

Description:


https://www.intgovforum.org/multilingual/content/igf-2020-ws-126-paris-call-lessons-learned-best-practices-for-cy